
1.1 AMI-SEC RA: Appendix A – Architectural Description
This appendix contains information that is non-formative to the architecture of AMI security, but provides useful background and understanding.
1.1.1  Scope

Advanced Metering Infrastructure (AMI) Security Architecture as defined by the AMI-SEC taskforce is:
The communications hardware and software and associated system and data management software that creates a network between advanced meters and utility business systems and which allows collection and distribution of information to customers and other parties such as competitive retail providers, in addition to providing it to the utility itself. AMI is further defined as: 1) The hardware and software residing in, on, or closest to the customer premise for which the utility or its legal proxies are primarily responsible for proper operation; and 2) The hardware and software owned and operated by the utility or its legal proxies which has as its primary purpose the facilitation of Advanced Metering.

The goal of this document is to describe the abstract (logical, platform-agnostic) mitigation plan for addressing requirements identified in the Risk Assessment / System Requirements Document. The following approach has been taken in designing the system:

Approach

· Architectural Representation of Security Systems

· Logical Function Descriptions

· System, Subsystem, and Function Boundaries

· Reference: IEEE 1471-2000

This document is intended to focus on security architecture, and is not intended to cover enterprise level AMI architecture, except to describe a security concept. The objective of architecting is to decompose the system into its primary views in order to describe the system enough to complete the mission of AMI security. The architecture does not extend beyond the external visible properties of the elements of the system. That is, non-visible properties are left to the designers, implementers and integrators of the system.

The following image represents the 10,000 foot view of AMI. This document begins by explaining the interactions between external actors and the AMI system (see section 3.1). The next view zooms in on the AMI system by describing the system with a decomposition view (section 3.2). Each iteration provides deeper granularity and traceability between views.

AMI-SEC is developing other relevant documentation in parallel that supports the Architectural Description (AD) including the AMI Risk Analysis and System Security Requirements (SSR) documents. The Risk Analysis walks the utility through a method of determining a risk-to-value of an asset. Assets in terms of these documents are considered to be the business level value streams to the utility. The appendix of the AMI Risk Analysis includes catalogues for assets, vulnerabilities, and threats. The SSR document includes AMI-SEC’s approach to conducting a requirements assessment and applying requirements. Traceability between views in the AD and requirements defined in the SSR are maintained for consistency and rationale.

This document develops security around commonly known AMI use cases selected from use cases shared by utilities to AMI-SEC. It is assumed that AMI will evolve supporting additional uses and variants, but these uses cannot be predicted. Therefore, a goal of this AD is to group use cases that possess commonality in security treatment in order to support the evolution of AMI.

1.1.2 Mission

The mission of the AMI Security Architecture is to provide understanding of AMI security, communication among stakeholders and serve as a basis for system analysis. It is important to understand that the task of this architecture is not to provide the groundwork to build the entire AMI system, but to secure it, which is inherently nontrivial.

The information contained in this document will provide an introduction to AMI Security to interested parties. Newcomers will find this document a starting point for understanding the elements, interfaces, and structure of AMI security.

This document will serve to provide communication among stakeholders including designers of the system, implementers, integrators, testers and operators. All architecture is design, but not all design is considered architecture. The mission in communication is to produce sufficient guidance for stakeholders so that they understand the architecture well enough to perform their role.

The architecture will also serve to provide information needed the support analysis performed for security objectives including availability, integrity, confidentiality, access control and accounting.

The architecture will cross-check with information contained in the Requirements document to provide reasoning for requirements selection.

1.1.3 Stakeholders & Concerns
This section describes the stakeholders and their concerns. A stakeholder is any individual or group of individuals with interests or concerns associated with the system. All actors of the system are stakeholders, but not all stakeholders are actors. For example, an investor may have a stake in the success of the AMI system, but may not interact directly with the AMI system.

Stakeholders identified to be relevant to the security architecture are:

· Customer Users of the system
· Operators of the system
· Responsible Entities of the systems

· Developers of the system

· Implementers of the system
· Maintainers of the system

Concerns that stakeholders may have from a security perspective for the entire AMI system
General Stakeholder Concerns:
· Integrity of the system
· Availability of the system
· Confidentiality of the system
· The purpose or missions of the system as pertains to security
· The appropriateness of the system for use in fulfilling its missions to security
· The feasibility of constructing the system
· The risks of system development and operation to users, acquirers, and developers of the system
· Maintainability, deploy-ability, and evolve-ability of the system
Each viewpoint defined for AMI security possesses specific concerns defined with each viewpoint under the following section.

Potential examples of AMI security concerns by stakeholders:

	STAKEHOLDER
	SECURITY CONCERN

	Residential Customer
	Privacy

	Utility Operator
	Integrity of information and system control

	Regulators
	Integrity of system and compliance with regulations

	Telecom Provider
	Compliance with contractual obligations and regulations

	
	


Table 81 – Stakeholder Security Concerns

1.1.4 Security Analysis Approach

The security analysis approach is to evaluate each view under the security principles of availability, integrity, confidentiality, access control and accountability. The high level models are in the form of Use Cases. At least one security objective is identified with each Use Case by evaluating against these security principles.

· Availability

· Ensure the desired resource is available at the time it is needed.

· Ensure the desired resource is accessible in the intended manner by the appropriate entity.

· Integrity

· Ensure the desired resource contains accurate information.

· Ensure the desired resource performs precisely as intended.

· Confidentiality

· Ensure the desired resource is only accessible to the desired targets.

· Ensure the desired resource is only accessible under the designated conditions.

· Access Control

· Ensure resource access follows the designated procedure.

· Ensure access mechanisms provide sufficient management capabilities to establish, modify, and remove desired criteria.

· Accountability 

· Ensure system activities can be reconstructed, reviewed, and examined from transaction inception to output of final results.

· Ensure system controls are provably compliant with established policy and procedures.

1.1.5 Architecture Description Approach

This section is an introduction to the approach of describing the AMI architecture based on IEEE 1471-2000, IEEE Recommended Practice for Architectural Description of Software-Intensive Systems. This section serves as a Roadmap for appendix A and provides a guide for where to locate information.

This section introduces templates and patterns that will be used in subsequent sections. Each view describes:

· What viewpoint it realizes

· Name & definition of the viewpoint (external pointer or brief definition)

· What stakeholders and concerns it addresses (and to what extent)

· Language/notation to be used

· One or more models, where a model includes:

· Context diagram (i.e., how it relates to AMI as a whole or to other models within the same view)

· A picture or other primary presentation, always with a key or legend

· Brief descriptions (or pointers to such) for each element and relation type in the primary presentation

· Related models, such as scenarios related to the view

· Known or anticipated variations (likely very important here)

· Rationale, assumptions, or other background for the decisions depicted in the view

1.1.5.1 Viewpoints
IEEE 1471-2000 describes a viewpoint on a system as – “a form of abstraction achieved using a selected set of architectural constructs and structuring rules, in order to focus on particular concerns within a system. The relationship between viewpoint and view is analogous to that of a template and an instance of that template.” Therefore, a viewpoint may contain:
· Specifications of each viewpoint that has been selected to organize the representation of the architecture and the rationale for those selections

· One or more architectural views

· A record of all known inconsistencies among the architectural description’s required constituents

· A rationale for selection of the architecture

Each viewpoint shall be specified by:

1. A viewpoint name,

2. The stakeholders to be addressed by the viewpoint,

3. The concerns to be addressed by the viewpoint,

4. The language, modeling techniques, or analytical methods to be used in constructing a view based upon the viewpoint,

5. The source, for a library viewpoint (the source could include author, date, or reference to other documents, as determined by the using organization).

A viewpoint specification may include additional information on architectural practices associated with using the viewpoint, as follows:

· Formal or informal consistency and completeness tests to be applied to the models making up an associated view

· Evaluation or analysis techniques to be applied to the models

· Heuristics, patterns, or other guidelines to assist in synthesis of an associated view

Viewpoint specifications may be incorporated by reference (such as to a suitable recommended practice or previously defined practice).  An architectural description shall include a rationale for the selection of each viewpoint. The rationale shall address the extent to which the stakeholders and concerns are covered by the viewpoints selected.

1.1.5.2 Views

An architectural description is organized into one or more constituents called (architectural) views. Each view addresses one or more of the concerns of the system stakeholders. The term view is used to refer to the expression of a system’s architecture with respect to a particular viewpoint.
The relationship between viewpoint and view is analogous to that of a template and an instance of that template. The viewpoint is the template and the view is the instance of the template.
1.1.6 Contextual View

The primary goal of this view is to identify the external points of interaction (physical and logical/data) between AMI and anything outside of AMI. Once these points of interaction are defined, security architecture is developed to address the concerns of the stakeholders involved. Use cases are used to model customer, third party and utility interactions with AMI in sections 2.1.2, 2.1.3 and 2.1.4.

Elaborations of the interactions in this view are unlikely to be complete; they should however provide representative examples of –

· Use cases of the outside world interacting with (stimulating) AMI

· Use cases of AMI interacting with (stimulating) the outside world

· Misuse or abuse cases in either direction; that is, specific uses that should be prevented

· Any actor sub-categories where the actor uses the system in a fashion that implies security needs that differ from major actors (e.g., leading to identification of access domains/privilege levels)

· Physical interactions (e.g., installing a meter or physical access to assets like collectors)

· Logical interactions (e.g., user monitors or modifies settings with the utility via web browser or utility initiates a demand-response interaction with a residence)

Elements of the view are the AMI system (as a black box), human actors, and connected systems. Relations of the view are vague - "interacts with", with elaboration in the prose.

1.1.7 Top Level Model

The top level model represents a high level view of the external stakeholders that interact with the AMI system. This model is used to provide an understanding of security concerns of interaction with AMI for these stakeholders.
General security interaction needs: 

· Customers are the consumers of AMI services and have a primary desire of availability and privacy from AMI and service value.

· Third Parties manage AMI resources with delegated authority from the Customer or Utility through an established trust relationship.

· Utilities provide AMI services and primary desire reliably gather information from the Customer to support the availability, resiliency and survivability of the electric grid.

Constraints:

· Bandwidth – current technologies have limited bandwidth for providing security services (examples: encryption, network management services).

· Latency – the time between when data is requested or generated and the time it is received. In many cases, data is only useful if received within a specific window of time.

· Storage – devices that store information either persistently or stage data temporarily are limited in the amount of data they are capable of storing at any given time. 

· Processing – the rate at which a device can process information. It is important to keep in mind cryptographic functions require additional processing horsepower above normal processor usage.

1.1.8 Customer Model

The customer model focuses on the interactions between a customer and the AMI system. Customers may include sub-actors such as:

· Residential Customer (Private home owners)

· Commercial Customer (Office buildings, Apartment Complexes)

· Industrial Customer (Manufacturing plants)

· Municipalities Customer (Street lights, traffic lights, subways)

Sub-actors may be considered in the instance that there is different security treatment applied based on the role a sub-actor plays. If the security treatment of all sub-actors is the same or similar then the group is treated as a whole. The differentiating properties are identified in the cases where sub-actors only differ slightly in the treatment of security. The following diagram represents the relationship between the customer and AMI system where the customer may perform a stimulus on the AMI system or vice versa.
The following use cases are used to define the relationship between the customer and AMI:

Customer reduces their usage in response to pricing or voluntary load reduction event:
· The utility can notify customers through the AMI system that demand reduction is requested for the purposes of either improving grid reliability, performing economic dispatch (energy trading), or deferring buying energy.

There are two levels of advanced warning which are envisioned for AMI demand response systems as outlined in Distribution Use Case 2. The first being predicted energy shortages—a few hours notice in advanced—and the emergency shortages—minute to sub-minute notices.

Security Objective:
· Prevent false warnings from reaching the customer.
· Ensure that only people and/or systems that are authorized by the utility can send warnings to the customer
· Ensure that the system is resilient to periods of over-subscribed network utilization, especially in the case of emergency shortages.

· Customer has access to recent energy usage and cost at their site:

· Customers can view a variety of information being gathered by their meter, permitting them to make energy-efficient choices and to shift demand to off-peak periods.  Customers may access this information through a variety methods.

Security Objective:
· Protect the variety of methods of access from unauthorized access by unauthorized persons outside of the site.

· Protect the confidentiality of the usage and data associated with a particular customer or site.

· Protect the devices that communicate the usage and cost data from tampering.

· Validate that the communication of the usage and cost data is in a manner that is consistent with the utilities intent.  For example, display only “need to know” data; ensure that all displayed data is consistent with respect to reality.

Customer prepays for electric services:
· Customers of the AMI system can prepay their accounts and read their current balance. Pre-pay may be done through the internet, phone, or other method.

Security Objective:
· Compliance with PCI or other applicable standard is required by utilities or financial entities
· Ensure that the AMI system and/or payment devices are resistant to payment fraud of many types

· Ensure that payment data confidentiality is maintained

External clients use the AMI system to interact with devices at customer site:
· The Advanced Meter Infrastructure (AMI) will enable third parties, such as energy management companies, to use the communication infrastructure as a gateway to monitor and control customer equipment located at the customer’s premise.  The AMI will be required to enable on-demand requests and support a secure environment for the transmission of customer confidential information.
Security Objective:
· Ensure that all third-parties agree to some standard of data confidentiality agreement.

· Ensure that all third-parties agree to some standard of granting access to systems which allow access to monitor and control customer equipment at the premise.

· Ensure that all communications that result in an action with equipment at a customer premise is authorized, authenticated, non-repudiated, logged.

· Ensure that the communication path to a customer premise that allows control of equipment is secured and tamper proof.

· Ensure that customers are required to agree to specific third-party access to their premise gateway.

1.1.9 Third Party Model

The third party model represents the interaction between third parties and the AMI system. Third parties include utility contracted organizations such as a telecom provider, other utility, etc. Third parties may also include organizations that have established contracts with the customer for managing their premise devices within the home area network, for example an energy management system.

The following are use cases describing the relationships between potential third parties and the AMI system.

Multiple Clients Read Demand and Energy Data Automatically from Customer Premises:
· The AMI system can be used to permit gas and water utilities, contract meter readers, aggregators and other third parties to read electrical meters, read gas and water meters, or control third-party equipment on customer premises.

Security Objective:
· To protect customer information. Customer grants the right to what information is disseminated and to whom.

· To maintain integrity of meter data. Meter data should be protected from manipulation or deletion.

· To establish timely availability of the meter data to the clients for direct scheduled and non-scheduled reads.
1.1.10 Utility Model

The utility model describes interactions between the Utility stakeholder and the AMI system in order to describe the security treatments that need to be applied.

Utility stakeholder security concerns about AMI:

· Loss of competitive advantage

· Loss of billing integrity

· Service degraded

· Increased cost

· Regulatory compliance

The following are use cases describing the relationships between the Utility and AMI.

Remote Meter Reads

· The AMI system permits the utility to remotely read meter data in intervals so that customers may be billed on their time of use, and demand can therefore be shifted from peak periods to off-peak periods, improving energy efficiency.

Security Objective:
· To maintain privacy of customer information in transit and within temporary and permanent memory storage.

· To protect meter data from manipulation or deletion.

· To provide timely availability of meter data.

Remote Connect / Disconnect

· The AMI system permits customers' electrical service to be remotely connected or disconnected for a variety of reasons, eliminating the need for utility personnel to visit the customer premises.

Security Objective:
· To protect integrity of connect/disconnect control messages; avoiding fake messages, fake senders, unintended receivers, manipulated messages

· To establish a secure connection in transporting connect/disconnect control messages

· To establish timely connectivity to connect/disconnect service

· It should also provide an efficient way in which to initiate/terminate a service agreement between customer and utility via remote switching service(on/off)

Security Objective:
· To establish timely connectivity to connect/disconnect service

· Posses the ability to remotely limit customer usage as a response to constrained supply as well as the customer’s inability to pay the cost for the service

Security Objective:
· To protect integrity of connect/disconnect/limit control messages; avoiding fake messages, fake senders, unintended receivers, manipulated messages

· To establish a secure connection in transporting connect/disconnect/limit control messages

· In addition to the aforementioned the following business transactions should also be made available to the customer and utility:

· Routine shut-off of service (move out)
· Routine turn-on of service (move in)
· Credit & Collections termination of service
· Local/on site shut-off of service
· Local/on site turn-on of service
· Credit and Collection Service Limiting
Security Objective:
· To establish timely connectivity to connect/disconnect/limit service

· To produce historical, non-reputable record of event
Energy Theft

· The AMI system can be used to report when customers are stealing energy or tampering with their meter.

Security Objective:
· To produce reliable tamper indication

· To successfully transmit and receive a tamper signal

· To securely transmit tamper signal from a non-reputable source

Outage Management

· The AMI system can be used to report outages with greater precision than other sources, or verify outage reports from other sources.

Security Objective:
Power Quality Analysis

· The AMI system can be used to analyze the quality of electrical power by reporting harmonic data, RMS variations, Voltage and VARs, and can communicate directly with distribution automation networks to improve power quality and fault recovery times.

Security Objective:

· To maintain integrity of meter data sent; avoid manipulation and deletion

· To security meter data being transmitted; avoid customer’s private data being released or intercepted

· To maintain availability of quality analysis information 

Distributed Generation Management

· The AMI system can be used to dispatch, measure, regulate and detect distributed generation by customers.

Security Objective:
· To maintain integrity of AMI data being transmitted and stored to avoid manipulation and deletion

· To provide timely availability to system data

· Additional benefits include, but are not limited, to the following:

· An increase in customer’s willingness to participate in a load management program with the utilities

· Provides a channel of communication from utility to load management devices 

· Reduction in the costs associated with the installation of AMI system components which would enable customer-provided distributed generation (this could increase customer’s willingness to participate as well since there wouldn’t be any out of pocket costs for the customer)

· Creates an avenue for the utilities to dispatch and monitor those participants in distributed generation

Security Objective:
· To protect confidentiality of customer’s data and maintain customer trust
Optimizing Lifetime of Network

· With the advent of new communications, in particular: wireless communication systems, PLC, and BPL, AMI devices would have the ability to interact with the critical physical infrastructure (e.g. IED’s such as CBC (Capacitor Bank Controller) systems in order to improve: circuit efficiency, loss reduction, and energy savings). This will help optimize the lifetime of the physical infrastructure. (Ref: Distribution Use Case 2)

Security Objective:
· To protect integrity of data stored and in transit between AMI/Smart Grid devices

· To provide AMI/Smart Grid device information in a timely manner

· To protect AMI/Smart Grid communications from manipulation, deletion and interception

Management of the End-to-End Lifecycle of the Metering System

· An important requirement of such an AMI system would be the ability of the system to diagnose itself. The system should be able to: collect information about the status/health of certain devices, conduct remote diagnostics, and optimize operating parameters remotely.

Security Objective:
· To protect diagnostic data from being manipulated, deleted or masqueraded

· To validate the authenticity of the diagnostic messages being transmitted

· To provide timely availability to diagnostic data

· To secure diagnostic data from eavesdropping or capture

AMI system adaptability 

· The system should be able to adapt to anticipated changes that may or may not occur such as:

· New physical communications methods

· New features available from equipment vendors

· New tariffs possibly with certain restrictions (e.g. number of rates or time)

· Connections to new types of load control equipment

· New communications protocols 

· Changes to operating parameters 

· New computing applications

Security Objective:

· The aforementioned should be accomplishable with minimal incremental cost in stark contrast to a wholesale system replacement

Security Objective:
· Objectives to be determined and prioritized based on technology implemented
Prepay

· Utilities use the AMI system to enforce disconnection when the prepayment balance reaches zero.

Security Objective:
· To provide confidentiality to customer payment and associated information; avoid eavesdropping, interception or collection of customer data stored (temporary or permanent) or in transit

· To provide integrity of data being transmitted including non-repudiation and validation of customer information transmitted

· To provide the customer availability to their respective account(s) within customer payment services
1.1.11 Security Domains View

This section describes the internal use cases; cases where activity is stimulated from entirely within AMI itself. Examples are automation and intelligent responses. The following diagram describes the internal services provided by AMI. Assumption is made that measurement, monitoring, and application control encompass all services.
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Figure 10 - AMI Service Domains

Legend:

· Utility Edge Services – All field services applications including monitoring, measurement and control controlled by the Utility

· Premise Edge Services – All field services applications including monitoring, measurement and control controlled by the Customer (Customer has control to delegate to third party)

· Communications Services – are applications that relay, route, and field aggregation, field communication aggregation, field communication distribution information.

· Management Services – attended support services for automated and communication services (includes device management)

· Automated Services – unattended collection, transmission of data and performs the necessary translation, transformation, response, and data staging

· Business Services – core business applications (includes asset management)

Stakeholders:

· Customer Users of the system
· Operators of the system
· Responsible Entities of the systems

· Implementers of the system
· Maintainers of the system

Concerns:

How is integrity maintained for processes?

How is integrity maintained for data?

How is confidentiality of customer data maintained (e.g. customer usage)?

How is availability to utility assets maintained?

Viewpoint language:

Use Cases (Misuse Cases)

Note: Potentially move down from business functions.

Analytic Methods:

Penetration Testing

Auditing

Rationale:

This viewpoint was selected because it shows the relationship between AMI services requiring security measures. Drivers for this viewpoint include control, ownership, environmental, and functionality (capability) concerns.
1.1.11.1 Utility Edge Services Domain

Summary

The Utility Edge Services Domain allows the utility to interact with non-customer-owned edge assets, such a meter (electric, gas, or water) or other end-point device.

Assumptions

The Utility Edge Services Domain assumes a singular service endpoint (point of service).
Ownership and Control Concerns
The utility owns at least some of the assets within the Utility Edge Services Domain. Any asset not owned by the utility in question is owned by a peer entity, such as another utility.

The utility controls all assets within the Utility Edge Services Domain. Assets owned by another entity are controlled by the utility as a proxy for the owner.

1.1.11.2 Premise Edge Services Domain

Summary

The Premise Edge Services Domain allows the utility to interact with customer-owned edge assets, such as Home Area Network (HAN) devices.

Assumptions

The Premise Edge Services Domain assumes a singular customer.
Ownership and Control Concerns
The utility may own the assets within the Premise Edge Services Domain. Alternatively, assets in the Premise Edge Services Domain may be owned by the Customer or a Third Party Service Provider.

The utility controls all assets within the Premise Edge Services Domain. Control of assets owned by another entity is delegated to the utility as part of admission to the Premise Edge Services Domain.

1.1.11.3 Communication Services Domain

Summary

The Communication Services Domain facilitates communication between assets in adjacent service domains (Utility Edge, Premise Edge, Managed Network, and Automated Network) and may facilitate communication between assets within the same domain.

Assumptions

The Communication Services Domain assumes interfaces to multiple Utility Edge and Premise Edge Services Domains, and may include interfaces to multiple Managed Network and Automated Network Services Domains.
Ownership and Control Concerns
The utility may own the assets within the Communication Services Domain. Alternatively, assets in the Communication Services Domain may be owned by a Communication Services Provider.

The utility may control assets within the Communication Services Domain. Alternatively, assets in the Communication Services Domain may be controlled by a Communication Services Provider. Assets controlled by a Communication Services Provider may be included in a contractual services agreement with the utility.

1.1.11.4 Managed Network Services Domain

Summary

The Managed Network Services Domain allows the utility to manage communication configuration, settings, capabilities, and resources in each of the other service domains.

Assumptions

The utility primarily uses assets in the Managed Network Services Domain to manipulate configurations and settings in the Automated Network Services Domain (i.e., human interface).
Ownership and Control Concerns
The utility may own the assets within the Managed Network Services Domain. Alternatively, assets in the Managed Network Services Domain may be owned by a Communication Services Provider.

The utility controls all assets within the Managed Network Services Domain. Control of assets owned by another entity is delegated to the utility as part of admission to the Managed Network Services Domain.

1.1.11.5 Automated Network Services Domain

Summary

The Automated Network Services Domain allows the utility to implement the communication parameters specified using assets in the Managed Network Services Domain.

Assumptions

The utility primarily uses assets in the Automated Network Services Domain to perform routine and/or repetitive operations at high speed without manual intervention.
Ownership and Control Concerns
The utility may own the assets within the Automated Network Services Domain. Alternatively, assets in the Automated Network Services Domain may be owned by a Communication Services Provider.

The utility controls all assets within the Automated Network Services Domain. Control of assets owned by another entity is delegated to the utility as part of admission to the Automated Network Services Domain.

1.1.11.6 Utility Enterprise Services Domain

Summary

The Utility Enterprise Services Domain allows the utility to perform the business functions required by enterprise applications.

Assumptions

The assets in the Utility Enterprise Services Domain provide the interface to AMI systems and data for the remainder of the enterprise.
Ownership and Control Concerns
The utility owns all assets within the Utility Enterprise Services Domain. 

The utility controls all assets within the Utility Enterprise Services Domain.

1.2 AMI-SEC SSR: Appendix B – Supplemental Material: Business Functions as Stakeholders in AMI Systems
1.2.1 Introduction

The information provided in this appendix provides supplemental background material for understanding potential business functions within AMI systems. Some of the business functions provide a forward-looking perspective into AMI systems. This information may be used in the development of a utility’s specific use cases, but the information in this section is not intended to be regarded as security requirements for AMI.
1.2.2 Scope of AMI Systems

As Smart Grid requirements drive the development new technologies and the deployment of new systems, more and more new and existing Business Functions are becoming stakeholders in these new systems. Advanced Metering Infrastructure (AMI) systems are prime examples of these new technologies: they clearly can provide Smart Grid benefits. However, AMI systems are still a work in process, which can clearly benefit some business functions, but which appear potentially useful for others while not yet obviously beneficial. In addition, there will inevitably be business functions which are not yet foreseen that will suddenly become viable.

AMI systems consist of the hardware, software and associated system and data management applications that create a communications network between end systems at customer premises (including meters, gateways, and other equipment) and diverse business and operational systems of utilities and third parties. AMI systems provide the technology to allow the exchange of information between customer end systems and those other utility and third party systems. In order to protect this critical infrastructure, end-to-end security must be provided across the AMI systems, encompassing the customer end systems as well as the utility and third party systems which are interfaced to the AMI systems (see Error! Reference source not found.).
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Figure 11 - Scope of AMI Systems
1.2.3 Overview of Business Functions Utilizing AMI Systems

Identifying and describing Business Functions are the most effective methods for understanding the information exchange requirements. The range of Business Functions utilizing the AMI systems is shown in Error! Reference source not found..
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Figure 12 - Business Functions Utilizing the AMI/Enterprise Bus Interface

The following sections expand on these Business Functions.

1.2.4 AMI Metering Business Functions

1.2.4.1 Metering Services

Metering services provide the basic meter reading capabilities for generating customer bills. Different types of metering services are usually provided, depending upon the type of customer (residential, smaller commercial, larger commercial, smaller industrial, larger industrial) and upon the applicable customer tariff.

1.2.4.2 Periodic Meter Reading

Traditionally for residential customers and the smaller C&I customers, periodic meter reading services are performed monthly via a meter reader, possibly using handheld or mobile meter reading tools. It takes the current index reading from the meter and records it for billing and other purposes. For Time-of-Use (TOU) data from net metering or other TOU meters, intervals can be established such as “on-peak” and “off-peak”, as defined in the utility’s tariffs. In some utilities or under certain circumstances, actual meter reading is done less frequently, and bills rely on meter reading estimates which are “trued up” later.

In AMI systems, periodic meter reading will retrieve interval data (usually hourly data but possibly 15-minute or 5-minute data). The frequency of retrieving the data from the meter can vary from every 5 minutes, to hourly, to daily, and to monthly. 

Among the benefits of AMI for periodic meter readings are the increased accuracy (fewer estimated reads, more exact reading dates/times), and the availability of the to-date meter readings during the billing cycle.

1.2.4.3 On-Demand Meter Reading

Traditionally, on-demand meter reading is performed by sending a meter reader to the meter site around the time requested for the meter reading. Typically reasons for on-demand meter readings include:

· Move in / move out

· Limited usage tariffs

· Billing questions by the customer

· Revenue protection concerns 

AMI systems will permit on-demand reads to take place almost immediately or more precisely at the scheduled date and time.

1.2.4.4 Net Metering for DER
When customers have the ability to generate or store power as well as consume power, net metering is installed to measure not only the flow of power in each direction, but also when the net power flows occurred. Often Time of Use (TOU) tariffs are employed.

Today larger C&I customers and an increasing number of residential and smaller C&I customers have net metering installed for their photovoltaic systems, wind turbines, combined heat and power (CHP), and other DER devices. As plug-in hybrid electric vehicles (PHEVs) become available, net metering will increasingly be implemented in homes and small businesses, even parking lots.

AMI systems can facilitate the management of net metering, particularly if pricing becomes more dynamic and/or more fine-grained than currently used for TOU rates.

1.2.4.5 - Paycheck Matching

Today, depending on the utility bills arrive monthly, quarterly or yearly and not on a schedule selected by the customer, rather they are based on a schedule that matches the meter reading schedules. Small scale trials have proven that for customers who are living on the margin and miss occasional payments, that matching the date and frequency of the customer’s paycheck reduces the number of late or missing payments significantly, cutting collection costs and reducing the cost to all customers.

AMI systems provide the flexibility to provide customers with bills when the customers prefer to receive them.

1.2.5 Pre-Paid Metering

1.2.5.1 Prepayment Tariffs
Customers who either want a lower rate or have a history of slow payment can benefit from prepayment of power. Smart metering makes it easier to deploy new types of prepayment to customers and provide them with better visibility on the remaining hours of power, as well as extending time of use rates to prepayment customers.

AMI systems can also trigger notifications when the pre-payment limits are close to being reached and/or have been exceeded.

1.2.5.2 Limited Energy Usage

Traditionally, customers who use pre-payment tariffs need to go through the utility customer representatives to learn about their current usage or to extend their energy limits. With AMI systems, customers can see their current usage and limits, and may be able to automatically extend their limits electronically (e.g. pay over the Internet with the AMI system then updating their energy limits).
1.2.5.3 Limited Demand

Customers can also have tariffs that limit demand. Some C&I customers have rates that depended on the peak 15-minute demand. Some other customers actually have current limiting equipment to ensure limited demand.

AMI systems can provide the customer with the information necessary to manage their demand limits more precisely and effectively.
1.2.6 Revenue Protection
1.2.6.1 Tamper Detection
Non-technical losses (or theft of power by another name) has long been an on-going battle between utilities and certain customers. In a traditional meter, when the meter reader arrives, they can look for visual signs of tampering, such as broken seals and meters plugged in upside down. During the analysis of the data, tampering that is not visually obvious may be detected, such as anomalous low usage. 

With AMI systems, smart meters can immediately issue “tampering” alarms that are set off by a number of different sensors and routines in the meter. These tampering actions can include meter removal, tilt, and unauthorized access attempts (smart meters cannot be plugged in upside down).

1.2.6.2 Anomalous Readings

Some anomalous readings in the meter can trigger warning events which can be immediately investigated to determine if they are legitimate (people are on vacation or the factory has shut down an assembly line) or if they are due to tampering, such as wiring around the meter.

1.2.6.3 Meter Status

Some theft of power has occurred by the bypassing of the meter for a few days between scheduled readings by a meter reader. AMI systems will permit the status of meters to be verified at any time during the reading cycle.
1.2.6.4 Suspicious Meter

Some theft of power has occurred by the replacement of a certified meter with a “slow run” meter. AMI systems with smart meters will have each meter “registered” with an identity that cannot be tampered with without showing evidence of that tampering.
1.2.7 Remote Connect / Disconnect

1.2.7.1 Remote Connect for Move-In

The customer initiates a request to move into a location that has electric service but is currently disconnected at the meter. The request can be for immediate action or for a connection at a specific date and time. 
Traditionally, utilities send a metering service person to connect the meter. With an AMI system, the connection can be performed remotely by closing the remote connect/disconnect (RCD) switch, using the following steps:

· At the appropriate date and time, read the meter to get the latest reading and to verify that the meter is functional.

· Determine there is no backfeed current detected by the meter

· Issue the connect command to the meter

· Verify that the meter is connected

1.2.7.2 Remote Connect for Reinstatement on Payment

Once a customer pays who was disconnected due to non-payment (or works out some mutually accepted agreements), the meter needs to be reconnected by closing the remote connect/disconnect (RCD) switch. The same process as for a move-in would be used.

1.2.7.3 Remote Disconnect for Move-Out
Traditionally, move-outs are handled by performing a special meter read (“soft” disconnect) around the time of the move-out. Since the power is not actually disconnected, this method can lead to illegal use of power after the move-out and before the next move-in.

With an AMI system, a move-out can have a “hard” disconnect that opens the RCD switch, typically using the following steps:

· Verify that the meter can be disconnected remotely

· Issue the disconnect command at the appropriate date and time

· Verify that the meter is disconnected

· Read the meter for the final billing. 

In conjunction with the next meter reading during a move-in connection, any delta between the readings can be detected as a possible tampering or illegal usage of power.

1.2.7.4 Remote Disconnect for Non-Payment

The cost of collections is high, typically higher yet is the cost of disconnecting a customer – not only the lost revenue, but the cost of two special trips to the location, one to turn the power off and eventually another to turn it back on again. While remote disconnects are still pricy today, they offer a much lower cost for turning the power off and once customers understand that a disconnect can be done immediately, collections costs also seem to decline.

1.2.7.5 Remote Disconnect for Emergency Load Control

Some customers could get special rates if they agree to the temporary suspension of electric service in support emergency load shed activities.  This is an alternative to wide-scale rolling blackouts and circuit level interruptions.  Customers who choose to participate in such a program are eligible to have their power cut during the critical periods.

This type of selective black-out provides the means for reducing power demands on the overall grid while selectively maintaining service to critical customers such as public infrastructure (i.e. traffic lights) and medical facilities.

1.2.7.6 Unsolicited Connect / Disconnect Event

Unsolicited connect/disconnect events can be caused by a number of activities, covered in the following Business Functions:

· Meter manually switched off by utility employee, including both valid and invalid switching
· Meter manually switched off by unknown party, including both valid and invalid switching
· Software/hardware failure switches meter off/on (also includes unauthorized command causing switch)
· Miscellaneous event causes meter to switch off/on
· Meter manually switched on by utility employee, including both valid and invalid switching
· Meter manually switched on by unknown party, including both valid and invalid switching
1.2.8 Meter Maintenance
1.2.8.1 Connectivity Validation 

Determination that the customer is connected to the grid and even with the right signally which phase and circuit they are on. In several reviews of customer connectivity today for utilities the phase information is missing from many single phase connections and in some cases the circuit information is missing or wrong. Validation helps with making sure the data analysis is correct for engineering studies and other purposes.

1.2.8.2 Geo-Location

In asset data bases today many meters are literally miles (kilometers) from their physical location in the real world. During the installation of the meters GPS or other geo-location techniques can be used to provide accurate information on the meter’s location. If the location of the meter accidently is changed in the database it is possible to flag the problem. This is possible since the location of the circuit is known, helping to eliminate problems that creep in over the long life of electric (gas and water) networks.

1.2.8.3 Battery Management

If there were no smart meters, there would be no need to do battery management, so the benefit only works for smart meter equipped networks. In an operational world the meters communicate more, running the battery down faster. It is important to have good battery management or the cost of maintaining the system will skyrocket. Remote battery monitoring (as part of the regular communications) can help deal with battery replacement planning and battery life extension.

1.2.9 Distribution Operations Business Functions

1.2.9.1 Distribution Automation (DA)
1.2.9.2 DA Equipment Monitoring and Control

Some utilities are planning to use the AMI system for distribution automation, as a minimum for direct monitoring and more sophisticated control of capacitor banks and voltage regulators on feeders, rather than relying on local actions triggered by time, current, or voltage levels. Others also would like to monitor and control automated switches and fault indicators if the AMI network were able to stay alive during grid power outages, presumably via battery backup for critical nodes.

1.2.9.3 Use of Smart Meters for Power System Information
If more sensors were available in the distribution network, it would be possible to do distribution SCADA, with the deployment of smart meters and a near real-time communications network, it is possible to pick a sub-set of the smart meters and use them as bell weather devices in the grid to provide a distribution SCADA like capability. In addition some utilities are installing smart meters in place of RTUs for extending their current SCADA system further into the grid.

1.2.9.4 Power System Security/Reliability
As interference with the operation of the distribution grid becomes more common, it becomes more and more important to monitor the integrity of the grid at all times. Smart meters offer a way to get a “heart beat” from the whole of the distribution system on a regular basis thus providing assurance that the grid is intact. That it has not been attacked by a mad man in a backhoe or a copper thief with a chainsaw.

1.2.9.5 Power System Protection

Overloads on the system once were not a big issue devices could operate at two or even three times their rated capacity for several hours on a peak day. Today devices have been engineered to run at loads much closer to their ratings, and overloads of several hours can cause degradation in the devices. By being able to monitor the load on the device and with the deployment of direct load control or disconnect switches, the load on the device can be managed until it can be replaced or upgraded, the same goes for other physical assets that may be de-rated, allowing at least some of the lights to stay on.

1.2.9.6 Site/Line Status

Tag out procedures are supposed to render a segment of the network dead and safe to work on, unfortunately with the addition of true distributed generation, it is possible to have an islanding failure and to have a line that the crew expects to be ready for work, to actually still be live. With the correct smart metering system and the right connectivity mapping, it is possible to use the smart meters to determine if any power is still flowing through the lines. With the potential for the sales of plug-in hybrids to ramp up quickly in the next decade and the lack of protection schemes currently this may become an even larger issue.

1.2.9.7 Automation of Emergency Response

Today in a fire, the fire department normally handles the disconnection of the power and other utilities from the involved structures. Often with a fire axe! With the advent of remote disconnects in the meters it will be possible to cut the power to the structure, as well as gas and other utilities. This makes it easier to restore service after small problems and to more rapidly remove a possible source of problems from the structure.

1.2.9.8 Dynamic Rating of Feeders 
Operators can dynamically rate feeders based on the more accurate power system information retrieved via the AMI system from strategic locations. This permits the operators to decide when they can run feeders beyond their ostensible ratings or when to perform multi-level feeder reconfigurations to balance the loads and avoid overloads.
1.2.10 Outage Detection and Restoration

1.2.10.1 Outage Detection

Today the majority of real time information about a customer, comes from the customer, they pick up the phone and call about issues they have, such as an outage, and provide information to the utility. In the future, the smart meter will be able to provide up to date information about the customer and the status of their service.

1.2.10.2 Scheduled Outage Notification

For either scheduled outages for maintenance or for notification of a customer that the power is out in their home when they are at work or away from home, smart metering provides a needed piece. For scheduled outages, if there are in home displays deployed the metering system can provide the outage times and durations to the customers directly impacted and no others. This minimizes possible security issues of the information getting into the wrong hands as security systems that require power stop functioning, etc. It also helps with the number of phone calls that have to be placed to customers to let them know that maintenance is happening. With the connectivity verification, it is possible to really know who is on a specific path and to accurately manage the outage. For unscheduled outages, it possible to use the information coming from the meters to let customers know that they will be returning to a location with no power (water, gas) and that will let them make alternate plans, rather than walking into a surprise.

1.2.10.3 Street Lighting Outage Detection

Street lighting can be critical to safety and crime-prevention, and yet monitoring which street lights are out is currently performed haphazardly by civil servants and concerned citizens. AMI systems could be used to monitor these lights.
1.2.10.4 Outage Restoration Verification

Restoration verification has the metering system report in as the power it returned to the meters. This alert function is built into many meters that are being deployed as smart meters today and includes a timestamp for the restoration time. For some utilities this is improving their IEEE indices, since their crews may take several minutes to complete other actions before reporting the power back on. It can also be used to help isolate nested outages and help the field crews get to the root cause of those nested outages before they leave the scene.

1.2.10.5 Planned Outage Scheduling

Ideally, planned outages should be done at a time when they have the least impact on the customers. Today we use rules of thumb about when to take a planned outage, in the future with a complete data set it is possible to adjust the time of the outage to correspond with the lowest number of customers demanding power. This minimizes the impact to the customers.

1.2.10.6 Planned Outage Restoration Verification

In completing work orders, it is useful to know that all of the customers that were affected by the work order have power and that there are no outstanding issues that need to be corrected, prior to the crew leaving the area. The ability to “ping” every meter in the area that was affected by the work order and determine if there are any customers who are not communicating that they have power is useful to minimize return trips to the work area to restore single customers.

1.2.10.7 Calculation of IEEE Outage Indices

Today the IEEE indices are manually calculated in most utilities and they are not up to date, since the information needed to track them comes from field reports and other documents that do not feed into a central location. Additionally since not every single point is tracked in any system for outages, it is impossible to accurately determine the indices. Most utilities have gotten very good at the development of indices that are very close to the reality that their customers are seeing and to the limits of the information available.

1.2.10.8 Call Center Unloading

Today we rely on customers to call in when there is an outage; this normally is one of the factors in sizing call centers and staffing them. When smart metering is deployed in the right way, it is possible for the system to determine where the outages are and to let the utility call the customer with an outage message and an estimated time to repair. In the long run this will reduce the loading on the call center during periods of high outage levels.

1.2.11 Load Management

1.2.11.1 Direct Load Control

Direct Load Control provides active control by the utility of customer appliances (e.g. cycling of air conditioner, water heaters, and pool pumps) and certain C&I customer systems (e.g. plenum pre-cooling, heat storage management). Direct load control is thus a callable and schedulable resource, and can be used in place of operational reserves in generation scheduling. Customer like it (if it is invisible), because they do not have to think about it, they sign up, allow the installation and forget it.

AMI systems will enhance the ability of utilities to include more customers in (appropriate) programs of direct load control, since it will increase the number of appliances accessible for participation in load control, and will improve the “near-real-time” monitoring of the results of the load control actions.

1.2.11.2 Demand Side Management

Management of the use of energy is important in a number of ways. Demand Side Management is a step beyond just tariff based load reduction. It assumes that customer will setup or allow to be set up equipment to reduce load when signals are sent to the customer’s location. The customer is in charge of making demand side management decisions.

1.2.11.3 Load Shift Scheduling

Given the ability to get customers to shift load when requested, and to do bottom up simulation it becomes possible to work with customers who have the ability to shift load to different times of the day or week. This ability to do load scheduling could have an impact on transmission and other capital expenses.

1.2.11.4 Curtailment Planning

To do proper load reduction, for either de-rated equipment or for planned outage or even to deal with load growth that has gotten ahead of system upgrades takes having data on what the loads are and what can be curtailed. In California, load curtailment has been called rolling blackouts, the best that can be done without an ability to control the demand on the system in a more granular fashion. By using curtailment planning, notice can be given in advance to the impacted customers and they have enough time to respond if they have an option in their contract to keep the power on. 

1.2.11.5 Selective Load Management through Home Area Networks
With the deployment of home area networks the utility can choose to manage the load on the grid, to manage peak, to manage customer bills, to allow for a generation or transmission issue to be corrected or other reasons. This can permit, with the right equipment the reduction in the need for reserve margin in generation and for rolling reserve, the selective load management becoming a virtual power plant that is a callable and schedulable asset.

1.2.12 Power Quality Management

1.2.12.1 Power Quality Monitoring

Today for some larger customers and at select locations on the grid we are able to monitor harmonics, wave form, phase angles and other power quality indicators. The need continues to grow as large screen televisions and other consumer electronics devices are increasingly adding harmonics to the system. With the newest metering technology some power quality monitoring is built into the meter and more is on the way. While not every house needs to monitor power quality, a percentage of the meters deployed should probably have this advanced capability.

1.2.12.2 Asset Load Monitoring

With Connectivity Verification and Geo-Location information it is possible to group the devices in a tree structure that correctly shows connection points in the grid. With the ability to read intervals from the meters it is then possible to build a picture of the load that each asset (e.g. transformers, conductors, etc.) are subjected to. This allows an operator to monitor heavily loaded assets and look for ways to off load some of the demand from that asset. It also allows a maintenance planner to prioritize what maintenance should be done to maximize the reliability of the grid, as part of a reliability centered maintenance program. 

1.2.12.3 Phase Balancing

One of the least talked about issues with losses in the distribution grid today is single phase load and the imbalance it can cause between the phases. These losses have seldom been measured in the grid and little study has been done of the amount of phase imbalance on the grid today. In early studies the chronic phase imbalance in several circuits that were monitored averaged over 10 percent. While correction is hard when the circuit is run as single phase laterals, in many cases there is enough load on the feeder portion of the circuit to allow rebalancing of the circuit to eliminate more than half of the chronic phase imbalance.

1.2.12.4 Load Balancing

Where there is an option to move a portion of the load from one circuit to another, the instrumentation is not always available to make good choices or to be able to forecast the load in a way that makes the movement pro-active instead of reactive. Automated feeder switches, and segmentation devices are becoming more and more common in the grid. The ability to use metering data to support the operation of these devices will only increase their value to the grid operator. Today with information only at the substation end of the circuit, it is tough to determine where on the circuit the load really is and where to position segmentation and when to activate a segmentation device when more than one is available. Operators today typically learn the right way by trial and error on the system.

1.2.13 Distributed Energy Resource (DER) Management

In the future, more and more of the resources on the grid will be connected to the distribution network and will complicate the operation of the grid for the future. Failure to integrate these resources into the grid and understand their impact will only degrade the operation of the grid and its reliability. It is no longer an option to deal with distributed resources, the time for refusing to allow them has passed. The only choice is to either embrace them and manage their impact or ignore them and suffer the consequences.

1.2.13.1 Direct Monitoring and Control of DER

Some DER units at customer sites could be monitored in “near-real-time” and possibly directly controlled by the utility or a third party (e.g. an aggregator) via the AMI system, in an equivalent manner to load control.
1.2.13.2 Shut-Down or Islanding Verification for DER
Each time an outage occurs that affect the power grid with DER, the DER should either shut down or island itself from the rest of the grid, only feeding the “microgrid” that is directly attached to. In many cases the shut-down or islanding equipment in smaller installations is poorly installed or poorly maintained. This leads to leakage of the power into the rest of the grid and potential problems for the field crews. 

Each time an outage occurs, meters that are designed to monitor net power can tell if the islanding occurred correctly, if they are installed at the right point in the system. This reporting can minimize crew safety and allow the utility to let the customer know that maintenance is required on their DER system. In most cases when the islanding fails, other problems also exist that reduce the efficiency of the DER system, costing the customer the power that they expected to get from the system.

1.2.13.3 Plug-in Hybrid Vehicle (PHEV) Management

Depending on how plug-in hybrids are sold and how the consumers take to them, they may either become one of the largest new uses of power or they may not have an impact. A major problem is that planners are now assuming that they will be mobile generation plants, that the drivers will burn fuel and store power in the battery to be drawn during the peak times while parked in the company garage. Others have assumed that the cars will become the largest new consumer of power in the downtown grid, an overstressed part of the grid already. 

How plug-ins are managed and how consumers will use them is a social experiment. What is not is that they will draw a large amount of power from somewhere and have the potential to store a lot of power for later use. How the power company measures which car provides or takes how many megawatt hours and proves it and bills for it, will be an interesting change. Smart meters can help with this if the right standards are place to deal with communication from the car to the meter. 

1.2.13.4 Net and Gross DER Monitoring

There are two different generation results from distributed generation, the gross output of the device and the net input into the grid, after the owner takes their needed energy. The two can be very different at times when the DER is creating most power the owner may also be drawing so heavily that the net result to the grid is still negative. At other times, the demand from the owner may be less than the output, even though the output may be well under the design output of the device. 

Some utilities have decided to reward renewable generation owners on the gross output, while other utilities have decided to reward them on the net output, possibly with TOU rates. But to manage a utility and the reliability of the grid it is important to know both the net and the gross output of the device for simulation, load forecasting and for engineering design. 

1.2.13.5 Storage Fill/Draw Management

If someone has installed distributed storage, when should it be topped off, and when should the storage discharge? Today’s answer is to use a timer in most cases or a phone based trigger. For one utility the use of electric thermal storage for winter heat and time of use tariffs that encouraged topping up at a specific time of the day resulted in the destruction of a number of pieces of equipment on the grid as demand exceeded the local ability to supply that demand. The attempt to improve the load factor on the grid with this storage system resulted instead with demand that exceeded all expectations. 

Smart metering with a home area network capability can trigger each storage device based on the total load in the area, leveling out the peaks in the system and providing better use of generation resources that may be variable in nature.

1.2.13.6 Supply Following Tariffs

DER has a strong probability of having a large percentage of renewable generation which has a strong variable component. Since the supply will be variable and highly variable on short notice, it may be that to avoid either a large component of rolling reserve that uses fossil fuels, it may be that a supply following tariff could be possible. It would require a very high speed forecasting system, excellent weather information and near real time communications to devices in the homes and in businesses with almost instant response. This is a tall order in today’s world, but the cable companies have proven that millions of devices are possible to broadcast to in near real-time, so it is possible. 

Smart meters on the right communications network and with the right in home gateway could provide a piece of this supply following tariff system.

1.2.13.7 Small Fossil Source Management

There is a large amount of diesel generation that is installed on customer sites to deal with outages on the grid. Some companies are now forming to manage these resources, not for outage, but for peak power production, bidding into the market a few megawatts at a time. While the use of these resources is a good thing, the penetration of private companies will never be as complete as if the utility were to work with their customers to equip most of this generation with controls and monitoring equipment. 

Whether the utility operates and maintains these resources or allows third parties to take responsibility is not important. What is important is that smart metering can reduce the cost and complexity of making these resources available. In California more than 2,000 Megawatts of generation are already installed, more than enough to end most rolling blackouts (if the resources are in the right areas).

1.2.14 Distribution Planning

1.2.14.1 Vegetation Management

Momentary outages normally increase as vegetation grows back in an area and starts to become potential issue for overhead lines. Smart metering allows the return of momentary outage information and allows the outage counts to be overlaid on a GIS system. This allows the planners to better target vegetation management people to the right locations. In the underground world, cable failures and splice failures can be found early, prior to a complete failure.

1.2.14.2 Regional and Local Load Forecasting

Given the ability to draw a full data set from the field, it is now possible to forecast regional and local loads and generation that can be used to prepare for and to set prices for both demand and supply.

1.2.14.3 Simulations of Responses to Pricing and Direct Control Actions
As more detailed information is available through AMI systems on regional and local loads and generation, it will be possible to assess the responses of both customers and the power system to price-related actions as well as direct control actions. This ability to simulate the market a day or more in advance should allow for better planning and for the system to run with smaller amounts of rolling reserve and ancillary services.

1.2.14.4 Asset Load Analysis

With the ability to have a real load history on a specific asset and to be able to do bottom up forecasting, the same can be done for assets in the connection tree. This should allow planners and others to see potential problem areas before they really exist. 

1.2.14.5 Design Standards

Many of today’s standards assume that complete data is not available so there are factors of safety built into the calculations at each step of the design process for the transmission and distribution grid to make sure that the design is useful for its full design life. The improvement in load and demand data from the smart meters will make it possible to remove many of the rules of thumb and design to the real needs of the customers.

1.2.14.6 Maintenance Standards

Maintenance is done with incomplete information. So the maintenance standards allow for this, in some cases too much maintenance is done and sometimes too little is done, standards call for the best possible maintenance planning that incomplete information can provide. The good news is that the reliability of the system is very high, better than any other service (including telecommunications and cable TV) that is available to a customer. The bad news is with all the retirements in the industry, the experienced technicians that are required to make the judgment calls in the field will all be replaced in a few years. Improving the standards for maintenance with better information will mean that the new field workers will be routed to the highest priority work almost every time.

1.2.14.7 Rebuild Cycle

When is the right time to rebuild a circuit and how much of it really needs to be upgraded? Today with the information we have, we hang some recorders and use a few weeks or months of data from a few locations to determine what to rebuild, with the improved data set and the improved standards it is possible to actually determine the sections of the grid to rebuild and how much to reinforce them. 

1.2.14.8 Replacement Planning

Equipment replacement is based on the estimated load or a load study that is normally conducted with less than perfect information. This has resulted in the engineering team being conservative and over sizing many of the replacement equipment. Smart metering offers better information to make better sizing decisions.

1.2.15 Work Management

1.2.15.1 Work Dispatch Improvement

Today we use manufacturers’ recommendations, models, estimates, and visual inspection to determine when a lot of maintenance work should be done. While it works, in some utilities it means more maintenance than others think is required and in others it means less. In almost every case, some maintenance is performed that is not really required for reliability centered maintenance strategies. When smart metering information is available and used to do asset loading analysis and other data analysis, work can be more accurately dispatched to the crews in the field improving reliability in the system for the same number of jobs completed.

1.2.15.2 Order Completion Automation

Some utilities have the field crew log the completion of their job prior to packing up; others want the crew ready to roll prior to completion of the order. Some want the crews to look around before leaving, some want the crew to leave and let the customers call if there is still an issue in the area. With smart metering, as restoration alerts come in, it is possible to automate the time the job was completed and some of the closing paperwork, allowing the crew to stay in the field longer each day and to do less paperwork overall.

1.2.15.3 Field Worker Data Access

Today if a line worker wants to know the status of an area of the grid, she can measure power flow, she can look at meters or he can call dispatch. Access to near real time information on the status of the customers close to the worker’s location is limited today. With the deployment of smart metering, depending on how the software is configured and the security setup, it may be possible for a field worker to get access to the a near real-time map of the status of the customers in their working area, minimizing the need for dispatch to tell the worker where to go next and what to do. 

With experience, field workers have proven to be very good at determining where in their work area a likely root cause is, based on outage information, reducing the time it takes to find the cause and start the repair work.

1.2.15.4 Reliability Centered Maintenance (RCM) Planning

Today we guess at the loading on devices using models, and use that information to develop a reliability centered maintenance plan. Based on that information we do our best to perform the maintenance that the system requires to make sure that people have power. With the ability to do load monitoring and load forecasting more accurately, preseason maintenance can be scheduled based on the facts that the system generates. While it will never prevent all failures in the system, use of this information and a well designed RCM plan can result in significantly less outage for non-natural disaster causes.

1.2.16 Customer Interactions Business Functions

1.2.16.1 Customer Services

1.2.16.2 Remote Issue Validation

When a customer calls today with a problem, other than twenty questions on the phone or rolling a truck to the location, there is no way to understand if the customer really knows what the problem is or if they do not understand the problem. Use of near real time information from smart meters can allow the customer service representative (CSR) to provide better information to the customer and to provide better advice on what to do with the current situation. It can also reduce the dispatch of trucks for customer complaints. In general it reduces both call volume and call handling times.

1.2.16.3 Customer Dispute Management

The most frequent customer dispute is a high bill. They complain about the meter reading being wrong. In truth there are enough meter reading errors that high bills are a fact of life. But the ability to check the current meter reading directly from the meter while the customer is on the phone and re-calculate the bill if the bill was high, and to end the post call investigation, by being able to directly validate the customer dispute reduces the time to clear a complaint that is non-phone time and it reduces the call handling time of the life of the dispute. It is not unusual that the initial call time goes up, since the CSR has to explain how they are getting the information and may have to have the customer walk to the meter while on the phone and verify the numbers that show on the meter. This has reduced monthly disputes with chronic callers over a period of 3 to 6 months in most utilities that have this ability.

1.2.16.4 Outbound Customer Issue Notification

Not only can customers be called at work for problems with outage, but other problems can be determined and customers notified, in one case, a meter looked like it had been tampered with, but the customer had a complaint about low voltage on file. A review of the situation determined that one of the wires was probably loose in the customer’s breaker panel. That call resulted in the customer hiring an electrician and fixing a number of electrical problems in their home that the electrician uncovered while fixing the loose wire in the panel. This is one example of a number of proactive actions that can be taken with the customer to help them be safe and know what is going on with their energy consumption. Similar work was undertaken on behalf of a water company and a number of beyond the meter leaks were identified with night time readings on homes with high water bill complaints.

1.2.16.5 Customer Energy Advisory

Some utilities have undertaken to provide a customer energy consumption advisory that allowed customers to indicate what they have for energy consuming devices and information about their home. In return, the utilities rank their consumption against similar homes and provide feedback on the equipment and appliances that were consuming significant energy. 

This advisory can even suggest what should be replaced and the payback period on the replacement, based on energy usage. The comparison allows customers to see how they did against similar customers and where they ranked in energy consumption. This has been very useful in getting customers to pay more attention to their consumption.

1.2.16.6 Customer Price Display

To make a realistic decision about using or not using energy and water, customers need to know how much it will cost. As we have seen with Gasoline the global consumption decreased very little (in reality only the projection of growth in consumption declined, not the actual usage) when the price tripled at the pump in many countries. Electricity, gas and water today are in the noise of running a household for most families and for many businesses the cost does not enter the top five costs for the business. To this end, making a decision to consume energy and water is easy. 

For a few businesses and a small percentage of residential customers this is not true and they have strong motivation to conserve power. With critical peak pricing or time of use pricing and rising prices for energy and water, the percentage of the average family income consumed by these utilities will no longer be noise and having information about pricing, will drive some conservation. Expect that customers will need to know the price to wash a load of clothes, not the price of a kilowatt hour.

1.2.16.7 Tariffs and Pricing Schemes

1.2.16.8 Tariff Design

Today a sample of the customers is used to determine what the customer profile should be and how that profile should be priced. In many cases the classification of the customers is very broad and does not really take into account the different ways that customers actually consume power. 

For example, a young educated single male living in an apartment may have a lower usage than the young family across the hallway and they may both pay the same per kilowatt-hour of power.

However, the young male many actually cost the utility more to serve, since the load factor for that single male may be much lower than the load factor for the young family. By being able to provide accurate data, better tariffs can be designed and better segmentation done to support a fair power price.

1.2.16.9 Rate Case Support

Today to get almost any change in what can be charged to the customers or what is placed in the rate base, it requires a rate case. In some rate cases the documents filed fill rooms and rooms in a building, mostly because the issues can be handled in a black and white manner. Experts are required to testify on many aspects of the rate case using data from other locations, since the complete data set to answer the question does not exist at the utility. While experts will not go away, and there will still be a lot of estimating, it is important to realize that smart meters provide a large data set to assist with the rate cases.

1.2.16.10 Tariff Assessments
Do critical peak tariffs create the response expected, does it do it for all segments of customers, and does it impact some customer segments more harshly than others. Use of smart meter data allows a better review of how the customers are responding to the tariffs and how to re-work them to better fit the needs of the society.

1.2.16.11 Cross Subsidization

An issue that is raised over and over again is cross subsidization of customers, one group of customers paying part of the cost of another group of customers. With our example in Tariff Design, more than likely the young family is subsidizing the young male. Regulators want to know what the cross subsidization is, they do not always want to eliminate it (e.g. the long distance rates for the telephone companies for decades financed the ability of everyone to have a phone). By having complete data on each and every customer, subsidization arguments no longer fall on “I think” arguments, but fall into the “I know” allowing the regulator to only have intended subsidies.

1.2.16.12 Customer Segmentation

Customer segmentation has traditionally been done by industry or by business segment or by customer type, not by the actual needs or profile of the customers. Regulators have never had enough data to make segmentation decisions that really classify customers together by the way they consume power and their needs for power quality or their creation of power quality issues that the utility needs to fix. Smart metering can provide the data to make meaningful segmentation decisions.

1.2.17 Demand Response

Demand response is a general capability that could be implemented in many different ways. The primary focus is to provide the customer with pricing information for current or future time periods so they may respond by modifying their demand. This may entail just decreasing load or may involve shifting load by increasing demand during lower priced time periods so that they can decrease demand during higher priced time periods. The pricing periods may be real-time based or may be tariff-based, while the prices may also be operationally-based or fixed or some combination. As noted below, real-time pricing inherently requires computer-based responses, while the fixed time-of-use pricing may be manually handled once the customer is aware of the time periods and the pricing.

Sub functions for demand response, which may or may not involve the AMI system directly, could include:

· Enroll Customer

· Enroll in Program

· Enroll Device

· Update Firmware in HAN Device

· Send Pricing to device

· Initiate Load Shedding event

· Charge/Discharge PHEV – storage device

· Commission HAN device

· HAN Network attachment verification (e.g. which device belongs to which HAN)

· Third Party enroll customer in program (similar to, but not the same as the customer enrolling directly)

· Customer self-enrollment

· Manage in home DG (e.g. MicroCHP)

· Enroll building network (C&I – e.g. Modbus)

· Decommission device

· Update security keys

· Validate device

· Test operational status of device

1.2.17.1 Real Time Pricing (RTP)
Use of real time pricing for electricity is common for very large customers affording them an ability to determine when to use power and minimize the costs of energy for their business, one aluminum company cut the cost of power by more than 70% with real time pricing and flexible scheduling. The extension of real time pricing to smaller customers and even residential customers is possible with smart metering and in home displays. Most residential customers will probably decline to participate individually because of the complexity of managing power consumption, but may be quite willing to participate if they are part of a community whose power usage is managed by an aggregator or energy service provider.

1.2.17.2 Time of Use (TOU) Pricing

Time of use pricing creates blocks of time and seasonal differences that allow smaller customers with less time to manage power consumption to gain some of the benefits of real time pricing. This is the favored regulatory method in most of the world for dealing with global warming.

Although Real Time Pricing is more flexible than Time of Use, it is likely that TOU will still provide many customers will all of the benefits that they can profitably use or manage.
1.2.17.3 Critical Peak Pricing

Critical Peak Pricing builds on Time of Use Pricing by selecting a small number of days each year where the electric delivery system will be heavily stressed and increasing the peak (and sometime shoulder peak) prices by up to 10 times the normal peak price. This is intended to reduce the stress on the system during these days. 

California is the largest proponent of this tariff program at this time. Most of the California utilities would prefer an incentive program instead to encourage the same behavior. There is some question as to whether retailers in unregulated markets would have to pass thru the Critical Peak Pricing to customers or if they could offer a flat price and hedge the risk of the critical peak pricing.

1.2.18 External Parties Business Functions

1.2.18.1 Gas and Water Metering

1.2.18.2 Leak Detection

In the world of gas and water, non-revenue water and leaking gas pipes are important to track down. In the water industry, use of pressure transducers on smart meters has proven useful when doing minimum night flows to find unexpected pressure drops in the system. Normally the need is one pressure transducer meter per 500 to 1000 customers in an urban environment.

1.2.18.3 Water Meter Flood Prevention

With a disconnect in the water meter, it is possible if there is a sudden increase in flow and a drop in pressure that is sustained and unusual, that the disconnect can be activated and prevent flooding. Much work will have to be done in the control software algorithms to make this a useful benefit and not one the shuts off the water when the sprinkler system and the shower are both running.

1.2.18.4 Gas Leak Isolation

Similar to flood prevention, again the software needs to get much better or their needs to be a gas leak sensor in the structure that communicates with the meter.

1.2.18.5 Pressure Management

If there is a home area network, then shut off devices or throttling devices can be attached to specific water taps and the gas meter can communicate to thermostats and water heater controls to manage the rate of consumption in the location and help with pressure management on critical days.
1.2.19 Third Party Access 
1.2.19.1 Third Party Access for Outsourced Utility Functions 

For some utilities, many of the business functions listed in the previous sections may be provided by third parties, rather than by the utility. In these situations, messaging will come through the "external party access" avenue, rather than an internally-driven messaging. The business processes will be fundamentally the same, but the security requirements could be significantly different and probably requiring stronger authentication at each system handoff.
Some of the business functions provided by third parties could include:

· Prepaid metering

· Remote connect/disconnect

· Load management

· Emergency control

· Distribution automation

· Customer usage information

· HAN management

1.2.19.2 Third Party Security Management of HAN Applications

Customers will need access to HAN application accounts through a secure web portal where they can upload device and software security keys.  Those keys will need to be sent through the AMI network to the meter to allow the HAN devices to provision and join with the meter.

Future functionality may include extraction of security keys out of the meter for storage in the utility’s database.  This will allow the keys to be downloaded back to a meter if it ever has to be replaced.  This functionality will be required to eliminate the need to re-provision all the HAN devices in the house in the event of a meter replacement.
1.2.19.3 Appliance Monitoring

Appliances seldom last as long in the home as they do in the lab, part of this is that home owners do not do maintenance when they should, and part of it is that when small problems occur that are not handled, so they become big and expensive problems. Smart meters are a key part of an appliance monitoring solution, even for appliances that were installed long ago.

1.2.19.4 Home Security Monitoring

Today’s security monitoring industry uses phone lines and other communications methods to monitor homes. The ability to hook security monitoring devices into a home area network and provide alerts and alarms over the smart metering network could lower the cost of home security monitoring making it more affordable to the people who live in areas most likely to need it. 

1.2.19.5 Home Control Gateway

Home owners may want to control their home devices themselves or they may want a third party to do so, in either case, the smart metering system can be a method of providing that home area network gateway and allowing that control to be done.

1.2.19.6 Medical Equipment Monitoring

More and more medical equipment is being installed in homes as nursing homes and hospitals are getting too expensive to live in and more life support equipment is required for people who still can live at home unassisted most of the time. Today that equipment is only monitored by specialized companies and this seldom happens. It is a growing need especially for the elderly customers of the utility. While utilities may not wish to step into this role, the smart metering infrastructure can provide a way for authorized third parties to do so.

1.2.20 External Party Information

1.2.20.1 Regulatory Issues

There are a number of issues that regulators need to judge the performance of a utility and the fairness of a utility to its customers. Smart metering has a role to play in providing facts to the regulator to help them manage these issues.

1.2.20.2 Investment Decision Support

When a utility goes to the regulator for a major capital expense there is a need for proof that the expense is required. Today like other regulator interactions, the data is typically made up of sampled data and expert opinions. With smart metering the complete data set is available to support the decisions.

1.2.21 Education

1.2.21.1 Customer Education

Customers today call the call center and receive bills. They have little interaction with their utilities, less than 40% of the customer base interacts with the utility annually. The majority of the call volume is related to outage or other power quality issues. The second highest interaction reason is billing issues. If the industry is to be successful in changing people’s habits and helping to reduce consumption, then there will need to be more interaction with customers, some on billing issues, some on power quality, but more on the way they consume power and what they have for appliances.

AMI systems will provide a means of interacting more with the customer, but only if the customer understands the capabilities – as well as being assured that AMI systems are not “Big Brother” watching over them.

1.2.21.2 Utility Worker Education

Utility workers will need significant education to learn not only their own roles in a utility with AMI, but also the issues of security and privacy that will become far more critical with the widespread scope of AMI systems.
1.2.22 Third Party Access for Certain Utility Functions 

For some utilities, many of the business functions listed in the previous sections may be provided by third parties, rather than by the utility. In these situations, messaging will come through the "external party access" avenue, rather than an internally-driven messaging. The business processes will be fundamentally the same, but the security requirements could be significantly different and probably requiring stronger authentication at each system handoff.
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