1.1 Application Payloads

	Payload Name
	Pay-load Type
	PAP02 Baseload (routine)
	PAP02 Highload (full load)
	Description
	Application Payload-attributes 

	NISTIR 7628 LICs assoc. to Payloads
	App Payload
C-I-A
	Application Payload C-I-A Risk Values (and/or LIC) - Rational

	Audit_Application_Event
	alert
	X
	X
	Meter sends Meter event to Operations actor e.g. MDMS, occurs when a preconfigured criteria is met e.g. 
a) failure or exception in an execution of an application or out of band/bounds condition;
b) not able to service request or request timed out;
c) system activity
	Meter ID, event type/Code
	13
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive alert code associated to a specific meter may lead to an incorrect next workflow process execution that may lead to serious effect on safe reliable operation of the meter;
A - not receiving this payload from a specific meter might lead to lead to an inappropriate action/operation being taken that may have a serious effect on safe reliable electric operation of the meter;

	batt_pwr_notification
	alarm
	X
	X
	Indication that network or end-point device is running solely on battery power. [this payload only documented for the DAP, as the network and feeder devices with batteriers, the corresponding messages is accounted for in the device change of state messages]
	Device ID, status of mains power
	13, 20
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive payload attributes associated to a specific device may lead to an unnecessary health check of the device;
A - not receiving this payload from a specific device may lead to device becoming unavailable for it's intended role when battery power is drained, at which point lose of communication with device would eventually be detected.  

	bulk_Cust_Subset_Acct_Info_REP_data
	resp-data
	X
	X
	CIS/Billing - REP sends several large files (batches) of REP account information to the REP's ODW per day
	Account ID, Premise ID, Premise address, billing address, Meter ID, payment history, current billing, general account information (programs enrolled in) - Utility meter customers
	7
	H-M-L
	C - severe to catastrophic harm to customer or organization for access to/disclosure of payload data;
I - inaccurate data (specific to more than one account), may lead to an incorrect next workflow process execution that may lead to serious lost of Customer trust and increased frustration with REP, and/or complaint filed with jurisdiction;
A - not receiving this payload would create stale data for a batch of accounts and may trigger an immediate retry or retry at next file transfer period

	bulk_Cust_Subset_Acct_Info_Util_data
	resp-data
	X
	X
	CIS/Billing - Utility sends several large files (batches) of Utility account information to the Utility's ODW per day
	Account ID, Premise ID, Premise address, billing address, Meter ID, payment history, current billing, general account information (programs enrolled in) - Utility meter customers
	7
	H-M-L
	C - severe to catastrophic harm to customer or organization for access to/disclosure of payload data;
I - inaccurate data (specific to more than one account), may lead to an incorrect next workflow process execution that may lead to serious lose of Customer trust and increased frustration with Utility, and/or complaint filed with jurisdiction;
A - not receiving this payload would create stale data for a batch of accounts and may trigger an immediate retry or retry at next file transfer period

	bulk_Cust_Subset_Acct_Premise_Info_REP_data
	resp-data
	X
	X
	ODW - REP sends 1 large upload of REP customer account info per day to REP's web portal and optional Common Web Portal for access by the REP's customers
	Account ID, Premise ID, Meter ID, Premise Address, billing address, payment history, current billing, general account information (programs enrolled in), energy/demand usage history, for REPs energy customers
	`7/ 8
	H-M-L
	C - severe to catastrophic harm to customer or organization for access to/disclosure of payload data;
I - inaccurate data (specific to more than one account), may lead to serious lose of Customer trust and increased frustration with REP, and/or complaint filed with jurisdiction;
A - not receiving this payload would create stale data for a batch of accounts and may trigger an immediate retry or retry at next file transfer period

	bulk_Cust_Subset_Acct_Premise_Info_Util_data
	resp-data
	X
	X
	ODW - Utility sends 1 large upload of Utility customer account info per day to Utility's web portal and optional Common Web Portal for access by the Utility's customers
	Account ID, Premise ID, Meter ID, Premise Address, billing address, payment history, current billing, general account information (programs enrolled in), energy/demand usage history, for Utility's energy customers
	`7/ 8
	H-M-L
	C - severe to catastrophic harm to customer or organization for access to/disclosure of payload data;
I - inaccurate data (specific to more than one account), may lead to serious lose of Customer trust and increased frustration with Utility, and/or complaint filed with jurisdiction;
A - not receiving this payload would create stale data for a batch of accounts and may trigger an immediate retry or retry at next file transfer period

	bulk_Cust_Subset_meter_comm_Info_Util_data
	resp-data
	X
	X
	AMI Head-End sends several large files (batches) of meter information gathered from the Utility meters appropriate for storage/use in the ODW - Utility
	Meter ID, meter read success stats
	7
	L-M-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate payload attributes (specific to more than one meter associated to a specific batch of meters), may lead to an unnecessary health check of the meter or telecomm network or associated applications or inaccurate reporting to jurisdictions;
A - not receiving this payload would create stale data for a batch of meters and may trigger an immediate retry or retry at next file transfer period

	bulk_Cust_Subset_meter_Info_Util_data
	resp-data
	X
	X
	MDMS sends several large files (batches) of Utility meter information to the ODW - Utility
	Meter ID, Current meter Readings, meter read history
	7
	M-M-L
	C - serious harm to organization for not showing good stewardship (unauthorized access to/disclosure) of large amounts of meter payload data;
I - inaccurate data (specific to more than one account), may lead to an incorrect next workflow process execution that may lead to serious lose of Customer trust and increased frustration with Utility, and/or complaint filed with jurisdiction;
A - not receiving this payload would create stale data for a batch of accounts and may trigger an immediate retry or retry at next file transfer period

	bulk_Cust_Subset_meter_outage_Info_Util_data
	resp-data
	X
	X
	OMS sends several large files (batches) per day of Utility Meter service outage information to ODW - Utility
	Meter ID, outage information (reported outage, expected restore date/time, any assigned trouble ticket)
	7
	M-M-L
	C - serious harm to organization for not showing good stewardship (unauthorized access to/disclosure) of large amounts of meter payload data;
I - inaccurate payload attributes (specific to more than one meter), associated to a specific batch of meters may lead to an unnecessary health check of the meter or telecomm network or associated applications or inaccurate reporting to jurisdictions;
A - not receiving this payload would create stale data for a batch of meters and may trigger an immediate retry or retry at next file transfer period

	bulk_Mtr-read_cmd
	cmd
	X
	X
	CIS/Billing - Utility requests several large files (batches) of Utility meter information from MDMS per day
	group(cycle)ID, data-elements-groups, data-date
	7
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate command parameters associated to a batch of meters may lead to an incorrect next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-billing) for that batch of meters;
A - not receiving the response payload to this command would create missing data for a batch of meters and would trigger an immediate retry or retry at next file transfer period to satisfy next workflow processing steps (e.g. billing);

	bulk_Mtr-read_resp-data
	resp-data
	X
	X
	MDMS sends several large files (batches) per day of Utility meter information to CIS/Billing - Utility
	group(cycle)ID, data-elements-group ID (e.g. Meter ID, Register Readings, Interval Data, program-opt-outs, Voltage), data-date,
	7
	M-M-M
	C - serious harm to organization for not showing good stewardship (unauthorized access to/disclosure) of large amounts of meter payload data, with minimal to harm to customer for unauthorized access to/disclosure of payload data;
I - inaccurate positive command parameters associated to a batch of meters may lead to an incorrect next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-billing) for that batch of meters;
A - not receiving the payload would create missing data for a batch of meters and would trigger an immediate retry or retry at next file transfer period to satisfy next workflow processing steps (e.g. billing);

	circuit_device_oper_cmd
	cmd
	X
	X
	DMS or DAC sends an operate request to specific zone isolation or circuit restoring devices
	device ID, command code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous manner (operating the wrong device and not completing the necessary zone isolation task) potentially causing the Utility significant financial impact or unsafe conditions to customers on impacted portions of the faulted circuit(s);.
A - latent and un-reliable connections could cause the distribution grid to malfunction in a dangerous manner (operating the wrong device and not completing the necessary zone isolation task) potentially causing the Utility significant financial impact or unsafe conditions to customers on impacted portions of the faulted circuit(s);.

	circuit_device_oper_cmd_ack
	ack
	X
	X
	specific zone isolation or circuit restoring device sends command receipt/operation acknowledgement to DMS or DAC
	device ID, acknowledgement code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the inappropriate workflow next step execution, distribution grid to malfunction in a dangerous manner (operating the wrong device and not completing the necessary zone isolation task) potentially causing the Utility significant financial impact (if follow-up device status not implemented) or unsafe conditions to customers on impacted portions of the faulted circuit(s);
A - latent and un-reliable connections could cause the distribution grid to malfunction in a dangerous manner (operating the wrong device and not completing the necessary zone isolation task) potentially causing the Utility financial impact or unsafe conditions to customers on impacted portions of the faulted circuit;.

	circuit_device_self-init_status_resp-data
	resp-data
	X
	X
	specific zone isolation or circuit restoring device sends self initiated device status to DMS or DAC
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause incorrect workflow next task execution that may lead to the distribution grid malfunction in a dangerous manner potentially causing significant impact (if follow-up or routine device status requests not implemented) to the Utility and the Customer financials.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid.

	circuit_device_status_cmd
	cmd
	X
	X
	DMS or DAC sends device status request to specific zone isolation or circuit restoring devices
	device ID, command code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause either the correct device to attempt to perform an inappropriate action or the wrong device to perform an action all of which may lead to unsafe or malfunction operation of the distribution grid that may have severe to catastrophic harm (especially if in-scale) to Utility and/or Customer;
A - latent and un-reliable connections may lead insufficient data for application to determine zone-isolation/circuit-reconfig actions (especially if in-scale), which might lead to significantly more customers being without power than necessary.

	circuit_device_status_resp-data
	resp-data
	X
	X
	specific zone isolation or circuit restoring devices send device status to DMS or DAC
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous manner potentially causing significant impact (especially if follow-up device status checks not implemented or if in-scale) to the Utility and the Customer financials
A - latent and un-reliable connections may lead insufficient data for application to determine zone-isolation/circuit-reconfig actions, which might lead to more customers being without power than necessary.

	Audit_Application_Event
	alert
	X
	X
	Meter sends Meter event to Operations actor e.g. MDMS, occurs when a preconfigured criteria is met e.g. 
a) failure or exception in an execution of an application or out of band/bounds condition;
b) not able to service request or request timed out;
c) system activity
	Meter ID, event type/Code
	13
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive alert code associated to a specific meter may lead to an incorrect next workflow process execution that may lead to serious effect on safe reliable operation of the meter;
A - not receiving this payload from a specific meter might lead to lead to an inappropriate action/operation being taken that may have a serious effect on safe reliable electric operation of the meter;

	circuit-brk_device_status_cmd
	cmd
	X
	X
	DAC sends device status request to circuit breaker
	device ID, command code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause either the correct device to attempt to perform an inappropriate action or the wrong device to perform an action all of which may lead to unsafe or malfunction operation of the distribution grid that may have severe to catastrophic harm to the Utility and/or Customer;
A - latent and un-reliable connections may lead insufficient data for application to determine zone-isolation/circuit-reconfig actions, which might lead to more customers being without power than necessary.

	circuit-brk_status_resp-data
	resp-data
	X
	X
	circuit breaker sends device status to DAC
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous manner potentially causing significant impact (especially if follow-up device status checks for missing response data not implemented) to the Utility and the Customer financials
A - latent and un-reliable connections may lead insufficient data for application to determine zone-isolation/circuit-reconfig actions, which might lead to more customers being without power than necessary.

	Configuration_Event
	alarm
	 
	X
	Meter sends message meter indicating configuration has changed for that device e.g. out-of-state condition with configuration; get / set config, config errors
	Meter ID, acknowledgement code
	13
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive alarm code associated to a specific meter may lead to an incorrect next workflow process execution that may lead to severe or catastrophic impact on safe reliable economic operation of the meter (if in-scale);
A - not receiving this payload from a specific meter might lead to an inappropriate action/operation being taken that may have a severe or catastrophic impact on safe reliable economic operation of the meter (if in-scale);

	CPP_pricing-data_ack
	ack
	 
	X
	HAN device participating in the CPP event sends message to LMS or DSM for either Utility of REP, acknowledging receipt and processing of the CPP command
	HAN device ID, acknowledgement code
	13/14, 15/16
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - minimal harm to customer or organization if a false acknowledgement from the wrong HAN device is sent/received, provided not in-scale.
A - Receipt of these messages need to completed in a reasonable time.

	CPP_pricing-data_brdcst
	cmd
	 
	X
	LMS or DSM for either Utility of REP sends CPP event command to all CPP enrolled HAN devices
	HAN device broadcast group ID, CPP price data, CPP effective time period
	13/14, 15/16
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them and the content of message.
A - Receipt of these messages need to completed in a reasonable time.

	CPP_pricing-data_cmd
	cmd
	 
	X
	LMS or DSM for either Utility of REP sends CPP event command to specific CPP enrolled HAN device
	HAN device ID, CPP effective time period, CPP price data
	13/14, 15/16
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them and the content of message.
A - Receipt of these messages need to completed in a reasonable time.

	CPP_pricing-data_mltcst
	cmd
	 
	X
	LMS or DSM for either Utility of REP sends CPP event command to specific groups of CPP enrolled HAN devices
	HAN device multicast group ID, CPP price data, CPP effective time period
	13/14, 15/16
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them and the content of message.
A - Receipt of these messages need to completed in a reasonable time.

	Cust_Acct_Info_cmd
	cmd
	X
	X
	Customer (after a separate authentication to their energy providers web portal), sends a request for Customer's account information
	Account ID, query type
	16
	M-M-L
	C - minimal to serious harm to customer or organization (if in-scale), for access to/disclosure of Account ID and query type;
I - inaccurate account ID and query type could lead to serious impact (if in-scale) to incorrect customer-to-accountID association e.g. wrong results sent to the wrong customer
A - not receiving this payload could lead to customer frustration and/or complaint being filed with jurisdiction

	Cust_Acct_Info_resp-data
	resp-data
	X
	X
	Energy providers Web Portal sends requested Customer's account information to Customer's web interface (after Customer authentication/authorization)
	Customer's Account ID, Premise ID, Meter ID, Premise Address, billing address, payment history, current billing, general account information (programs enrolled in), energy/demand usage history
	16
	H-M-L
	C - limited harm to customer (unless name included and associated to account ID) and severe to catastrophic harm to organization especially in-scale, for access to/disclosure of payload data;
I - inaccurate account ID and/or query type could lead to a customers account information sent to the wrong party or correct customer taking inappropriate actions based on the response data;
A - not receiving this payload could lead to customer frustration and/or complaint filed with jurisdiction

	DAP_firmware_update_cmd
	cmd
	 
	X
	AMI Head-End or Field Tool sends command to initiate a firmware update on a DAP. DAP is not a electric grid critical infrastructure component except if it the DAP provides communications to distribution equipment. This payload is not used primarily for disturbance analysis.
	device ID, timeout, firmware version number, cut over time or cut over parameters, firmware update
	13/14, 20
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - serious to severe harm (if used for comm with critical infrastructure or in-scale) if inaccurate Device ID, Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - failed firmware updates commands are assumed to be retried if failed without consequence.

	DAP_firmware_update_confirmation
	resp-data
	 
	X
	DAP sends confirmation of completion of DAP firmware upgrade to AMI Head-End or Field Tool. DAP is not a electric grid critical infrastructure component except if it the DAP provides communications to distribution equipment. This payload is not used primarily for disturbance analysis.
	device ID, success or fail notification, firmware revision information
	13/14, 20
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I -  moderate harm (if in-scale) if inaccurate device ID , success versus fail status and firmware version could lead a utility to believe a system is up to date when incorrect.
A - moderate harm (if in-scale) if failed firmware updates confirmations are assumed to be retried if failed without consequence however confirmation is expected to be guaranteed

	DAP_program_update_cmd
	cmd
	 
	X
	AMI Head-End or Field Tool sends command to initiate a Program/Configuration command to a DAP. DAP is not a electric grid critical infrastructure component except if it the DAP provides communications to distribution equipment. This payload is not used primarily for disturbance analysis.
	device group ID, timeout, firmware version number, cut over time or cut over parameters, firmware update
	13/14, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the configuration/program command with device ID, firmware version number and cut over information.
I - serious to severe operational reliable economic harm (if DAP comm to critical infrastructure or in-scale) if inaccurate Device ID, configuration could lead to a device loading incorrect configuration cutover time could lead to a device updating before the system is ready.
A - failed configuration/program update commands are assumed to be retried if failed without consequence.

	DAP_program_update_confirmation
	resp-data
	 
	X
	DAP sends response that a DAP configuration/program command has been completed to AMI Head-End or Field Tool. DAP is not a electric grid critical infrastructure component except if it the DAP provides communications to distribution equipment. This payload is not used primarily for disturbance analysis.
	device ID, acknowledgement code
	13/14, 20
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data; ID, acknowledgement code and cut over information.
I - moderate harm if inaccurate device ID , success versus fail status and configuration/program version could lead a utility to believe a system is up to date when incorrect.
A - moderate harm if failed configuration/programming updates confirmations are assumed to be retried if failed without consequence however confirmation is expected to be guaranteed

	distr_cust_storage_charge-rate_cmd
	cmd
	X
	X
	DAC sends specific charge-rate request to Distr Cust Storage device
	device ID, command code, charging-rate-value
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID charging-rate-value and command code could cause the distribution grid to malfunction in a dangerous manner potentially causing serious harm to Utility (if in -scale) and minimum to serious harm to Customer;
A - latent and un-reliable connections could cause the operation requested to seriously harm the electric network

	distr_cust_storage_charge-rate_cmd_ack
	ack
	X
	X
	Distr Cust Storage device sends charge-rate command receipt/command initiation acknowledgement to DAC
	device ID, acknowledgement code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to be operated in an unsafe/unstable manner potentially causing serious impact (if in-scale) to the Utility and the Customer financials
A - latent and un-reliable connections could cause serious impacts if the operator of the network does not understand the state of the electric grid.

	distr_cust_storage_discharge_cmd
	cmd
	X
	X
	DAC sends specific discharge request to Distr Cust Storage device
	device ID, command code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID charging-rate-value and command code could cause the distribution grid to malfunction in a dangerous manner potentially causing serious harm to utility (if in -scale) and minimum to serious harm to Customer;
A - latent and un-reliable connections could cause the operation requested to seriously harm (if in-scale) the electric network

	distr_cust_storage_discharge_cmd_ack
	ack
	X
	X
	Distr Cust Storage device sends discharge command receipt/command initiation acknowledgement to DAC
	device ID, acknowledgement code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to be operated in an unsafe/unstable manner potentially causing serious impact (if in-scale) to the Utility and the Customer financials
A - latent and un-reliable connections could cause serious impacts (if in-scale) if the operator of the network does not understand the state of the electric grid.

	distr_cust_storage_in-island-mode_alarm
	alarm
	X
	X
	Distr Cust Storage device sends in-island-mode and discharging alarm to DAC and is relayed to Operations actors
	device ID, alarm code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code could cause the distribution grid applications to take inappropriate workflow next task executions if the current state of zoned devices not validated, which may lead to unsafe/unstable grid operations, potentially causing serious impact (if in-scale) to the Utility and the Customer financials
A - latent and un-reliable connections could cause serious impact (if in-scale) if the operator of the network does not understand the state of the electric grid.

	distr_cust_storage_out-of-island-mode_alert
	alert
	X
	X
	Distr Cust Storage device sends out-of-island-mode and stop discharging alert to DAC and is relayed to Operations actors
	device ID, alert code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid applications to take inappropriate workflow next task executions if the current state of zoned devices not validated, which may lead to unsafe/unstable grid operations, potentially causing serious impact (if in-scale) to the Utility and the Customer financials
A - latent and un-reliable connections could cause serious impact if the operator of the network does not understand the state of the electric grid.

	distr_cust_storage_status_cmd
	cmd
	X
	X
	DAC sends device status request to specific Distr Cust Storage device
	device ID, command code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous manner potentially causing severe impact (if in-scale) to the Utility and the Customer financials
A - latent and un-reliable connections could cause serious impact if the operator of the network does not understand the state of the electric grid.

	distr_cust_storage_status_resp-data
	resp-data
	X
	X
	Distr Cust Storage device sends device status data to DAC and is relayed to Operations actors
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous manner potentially causing severe impact (if in scale) to the Utility and the Customer financials
A - latent and un-reliable connections could cause serious impact if the operator of the network does not understand the state of the electric grid.

	ESI_firmware_update_cmd
	cmd
	 
	X
	Field Tool sends command to an ESI in the Meter to update the firmware on the device. ESI is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device ID, firmware version number, firmware update
	13, 20, 21
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, with device ID, firmware version number and cutover information.
I - severe operational reliable economic harm (if in-scale) if inaccurate Device ID, Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - failed firmware updates commands are assumed to be retried if failed without consequence.

	ESI_firmware_update_confirmation
	resp-data
	 
	X
	ESI - in Meter sends response indicating completion of a ESI firmware update to Field Tool. ESI is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device ID, acknowledgement code
	13, 20, 21
	M-M-M
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update confirmation, with device ID, firmware version number and cutover information.
I - moderate harm if inaccurate device ID , success versus fail status and firmware version could lead a utility to believe a system is up to date when incorrect.
A - moderate harm if failed firmware updates confirmations are assumed to be retried if failed without consequence however confirmation is expected to be guaranteed

	ESI-In-Utility_firmware_update_broadcast_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a firmware update on all Utility ESIs. ESI is not an electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	command code, firmware-update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, with device ID, firmware version number and cut over information.
I - Inaccurate Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	ESI-In-Utility_firmware_update_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a firmware update on a single Utility ESI. ESI is not an electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device ID, command code, firmware-update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, with device ID, firmware version number and cut over information.
I - Inaccurate Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	ESI-In-Utility_firmware_update_confirmation
	resp-data
	 
	X
	Utility ESIs sends confirmation to Operations e.g. MDMS actor of completion of ESI firmware upgrade. ESI is not an electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device ID, acknowledgement code
	13, 20
	M-M-M
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update confirmation, with device ID, firmware version number and cut over information.
I - Inaccurate device ID , success versus fail status and firmware version could lead a utility to believe a system is up to date when incorrect.
A - Failed firmware updates confirmations are assumed to be retried if failed without consequence however confirmation is expected to be guaranteed

	ESI-In-Utility_firmware_update_multicast_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate an ESI firmware update to a defined group of Utility ESIs. ESI is not an electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	group ID, command code, firmware-update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, with Group device ID, firmware version number and cut over information.
I - Inaccurate device Group ID, Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	FAN-GtWay_firmware_update_cmd
	cmd
	 
	X
	Distr SCADA FEP or Field Tool sends command to initiate a firmware update on a FAN Gateway. FAN Gateway is not a electric grid critical infrastructure component except if it the FAN Gateway provides communications to any critcal infrastructure grid equipment. This payload is not used primarily for disturbance analysis.
	device ID, timeout, firmware version number, cut over time or cut over parameters, firmware update
	13/14, 20
	M-H-L
	C - moderate to serious impact on Utility's ability to monitor and operate the electric Distribution grid feeder devices, if an adversary is able to ascertain the firmware update command, with device ID, firmware version number and cutover information.
I - serious to severe harm on Utility's ability to monitor and operate the electric Distribution grid feeder devices (if used for comm with especially critical infrastructure or in-scale) if inaccurate Device ID, Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - failed firmware updates commands are assumed to be retried if failed without serious consequence.

	FAN-GtWay_firmware_update_confirmation
	resp-data
	 
	X
	FAN Gateway sends confirmation of completion of FAN Gateway firmware upgrade to Distr SCADA FEP or Field Tool. FAN Gateway is not a electric grid critical infrastructure component except if it the FAN Gateway provides communications to critical infrastructure grid equipment. This payload is not used primarily for disturbance analysis.
	device ID, success or fail notification, firmware revision information
	13/14, 20
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I -  moderate to serious harm to ability of Utility's Distribution electric grid feeder device monitoring & operations (if in-scale) if inaccurate device ID , success versus fail status and firmware version could lead a utility to believe a system is up to date when incorrect.
A - moderate to serious harm to ability of Utility's Distribution electric grid feeder device monitoring & operations (if in-scale) if no confirmation received, requests for firmware update status "proxy for confirmations" are assumed to be used in these failure situations, however high reliability of confirmation delivery is expected

	FAN-GtWay_program_update_cmd
	cmd
	 
	X
	Distr SCADA FEP or Field Tool sends command to initiate a Program/Configuration command to a FAN Gateway. FAN Gateway is not a electric grid critical infrastructure component except if it the FAN Gateway provides communications to critical infrastructure grid equipment. This payload is not used primarily for disturbance analysis.
	device group ID, timeout, firmware version number, cut over time or cut over parameters, firmware update
	13/14, 20
	M-H-L
	C - up to serious impact on Utility's ability to monitor and operate the electric Distribution grid feeder devices, if an adversary is able to ascertain the program update command, with device ID, program version number and cutover information.
I - serious to severe harm on Utility's ability to monitor and operate the electric Distribution grid feeder devices (if used for comm with especially critical infrastructure or in-scale) if inaccurate Device ID, program could lead to a device loading incorrect program, cutover time could lead to a device updating before the system is ready.
A - failed program updates commands are assumed to be retried if failed without serious consequence.

	FAN-GtWay_program_update_confirmation
	resp-data
	 
	X
	FAN Gateway sends response that a FAN Gateway configuration/program command has been completed to Distr SCADA FEP or Field Tool. FAN Gateway is not a electric grid critical infrastructure component except if it the FAN Gateway provides communications to critical infrastructure grid equipment. This payload is not used primarily for disturbance analysis.
	device ID, acknowledgement code
	13/14, 20
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I -  up to serious harm to ability of Utility's Distribution electric grid feeder device monitoring & operations (if in-scale) if inaccurate device ID , success versus fail status and program version could lead a utility to believe a system is up to date when incorrect.
A - up to serious harm to ability of Utility's Distribution electric grid feeder device monitoring & operations (if in-scale) if failed program updates confirmations are assumed to be retried if failed without consequence, however confirmation is expected to be guaranteed

	Fault_Error_Alarm_Event
	alarm
	X
	X
	Meter sends message to Operations e.g. MDMS, indicating an alarm condition has occurred e.g. out of predefined state or passed threshold conditions; System failure (e.g. Register), measurement failure, Service switch, system restart counts (outages), low battery, buggy software, firmware update failure, Communication errors, System memory full, system memory fail
	Meter ID, alarm code
	13
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive alarm code associated to a specific meter may lead to an incorrect next workflow process execution that may lead to serious effect on safe reliable operation of the meter;
A - not receiving this payload from a specific meter might lead to lead to an inappropriate action/operation being taken that may have a serious effect on safe reliable electric operation of the meter;

	fault_lock_out_alarm
	alarm
	X
	X
	fault clearing device sends lock-out alarm to Operations actors
	device ID, alarm code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code may cause Utility not recognizing the correct operational state of the distribution grid and if failing to perform a follow-up device state request, may lead to incorrect workflow next task execution, which may lead to severe harm to safe reliable economic (if other circuit device status requests are not implemented and if in-scale) grid operations and harm to Customer;
A - latent and un-reliable connections could cause the operator of the electrical grid to perform unnecessary health checks of the devices and the telecomm network, and lead to lose of trust in distribution applications to function properly, leading to severe harm (if other circuit device status requests are not implemented and if in-scale) to organization and customer.

	Fdr-dev-cntl_firmware_update_cmd
	cmd
	 
	X
	Distr SCADA FEP or Field Tool sends command to initiate a firmware update on a feeder device controller. Feeder device controller typically is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device ID, timeout, firmware version number, cut over time or cut over parameters, firmware update
	1/2, 13/14, 20
	M-H-L
	C - moderate to serious impact on Utility's ability to monitor and operate the electric Distribution grid feeder devices, if an adversary is able to ascertain the firmware update command, with device ID, firmware version number and cutover information.
I - serious to severe harm on Utility's ability to monitor and operate the electric Distribution grid feeder devices (especially for any critical infrastructure or in-scale) if inaccurate Device ID, Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - failed firmware updates commands are assumed to be retried if failed without serious consequence.

	Fdr-dev-cntl_firmware_update_confirmation
	resp-data
	 
	X
	Feeder Device controller sends confirmation of completion of feeder device controller firmware upgrade to Distr SCADA FEP or Field Tool. Feeder device controller typically is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device ID, success or fail notification, firmware revision information
	1/2, 13/14, 20
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I -  moderate to serious harm to ability of Utility's Distribution electric grid feeder device monitoring & operations (if in-scale) if inaccurate device ID , success versus fail status and firmware version could lead a utility to believe a system is up to date when incorrect.
A - moderate to serious harm to ability of Utility's Distribution electric grid feeder device monitoring & operations (if in-scale) if failed firmware updates confirmations are assumed to be retried if failed without consequence, however confirmation is expected to be guaranteed

	Fdr-dev-cntl_program_update_cmd
	cmd
	 
	X
	Distr SCADA FEP or Field Tool sends command to initiate a Program/Configuration command to a feeder device controller. Feeder device controller typically is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device group ID, timeout, firmware version number, cut over time or cut over parameters, firmware update
	1/2, 13/14, 20
	M-H-L
	C - moderate to serious impact on Utility's ability to monitor and operate the electric Distribution grid feeder devices, if an adversary is able to ascertain the program update command, with device ID, program version number and cutover information.
I - serious to severe harm on Utility's ability to monitor and operate the electric Distribution grid feeder devices (especially for any critical infrastructure or in-scale) if inaccurate Device ID, program could lead to a device loading incorrect program, cutover time could lead to a device updating before the system is ready.
A - failed program updates commands are assumed to be retried if failed without serious consequence.

	Fdr-dev-cntl_program_update_confirmation
	resp-data
	 
	X
	Feeder device controller sends response that a feeder device controller configuration/program command has been completed to Distr SCADA FEP or Field Tool. Feeder device controller typically is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device ID, acknowledgement code
	1/2, 13/14, 20
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I -  moderate to serious harm to ability of Utility's Distribution electric grid feeder device monitoring & operations (if in-scale) if inaccurate device ID , success versus fail status and program version could lead a utility to believe a system is up to date when incorrect.
A - moderate to serious harm to ability of Utility's Distribution electric grid feeder device monitoring & operations (if in-scale) if failed program updates confirmations are assumed to be retried if failed without consequence, however confirmation is expected to be guaranteed

	FeederCapBank_alarm
	alarm
	X
	X
	feeder Capacitor Bank has detected and sends an alarm notification
	device ID, alarm code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code could cause the distribution grid to malfunction in a dangerous manner potentially causing severe impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if in-scale) to the Utility and the Customer financials
A - latent and un-reliable connections could cause the operation requested to seriously harm (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if in-scale) the electric network

	FeederCapBank_close_ack
	ack
	X - VVC
	X - DSDR
	feeder Capacitor Bank has performed and sends a close operation acknowledgement
	device ID, acknowledgement code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a seriously (if coupled with multiple other circuit regulator & voltage sensor value anomalies and follow-up device status request not implemented and if in-scale) dangerous manner potentially causing the Utility and the Customer financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and seriously harm the electric network (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if in-scale).

	FeederCapBank_close_cmd
	cmd
	X - VVC
	X - DSDR
	Command to close feeder Capacitor Bank
	device ID, command code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a severe (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if in-scale) and dangerous manner potentially causing the Utility and the Customer financial impact.
A - latent and un-reliable connections could cause the operator of the network to not be able to operate Feeder Capacitor bank controllers in a timely manner.  Prior to adding this functionality, crews were dispatched to operate these commands

	FeederCapBank_deviation_alert
	alert
	X
	X
	feeder Capacitor Bank has detected and sends a measured value has gone out of the tolerance band alert
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a severe (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) and dangerous manner potentially causing the Utility and the Customer financial impact.
A - latent and un-reliable connections could cause the operation requested to severely harm (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) the electric network

	FeederCapBank_new_config_ack
	ack
	X - VVC
	X - DSDR
	feeder Capacitor Bank has received, processed and sends a new configuration acknowledgement
	device ID, acknowledgement code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a dangerous manner potentially causing serious to severe impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) the Utility and the Customer financial impact.
A - latent and un-reliable connections could cause serious impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) if the operator of the network does not understand the state of the electric grid.

	FeederCapBank_new_config_cmd
	cmd
	X - VVC
	X - DSDR
	Command to perform a feeder Capacitor Bank new configuration
	device ID, configuration command, configuration information
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID configuration information and configuration command could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operation requested to severely harm (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) the electric network

	FeederCapBank_open_ack
	ack
	X - VVC
	X - DSDR
	feeder Capacitor Bank has performed and sends an open operation acknowledgement
	device ID, acknowledgement code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid causing serious up to severe impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) .

	FeederCapBank_open_cmd
	cmd
	X - VVC
	X - DSDR
	Command to open feeder Capacitor Bank
	device ID, command code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operation requested to harm the electric network causing serious up to severe impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) 

	FeederCapBank_Operate_failure
	alarm
	X
	X
	Message to indicate device failure
	device ID, failure code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and failure code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact. (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operation requested to harm the electric network causing serious up to severe impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) .

	FeederCapBank_sensor_data_cmd
	cmd
	X - DA Maint
	X
	Query for sensor data
	device ID, command code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact, (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid.

	FeederCapBank_sensor_data_resp-data
	resp-data
	X - DA Maint
	X
	sensor data response from feeder Capacitor Bank Controller
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact, (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid.

	FeederCapBank_status_change_alert
	alert
	X
	X
	feeder Capacitor Bank detects and sends device state change alert
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact, (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operation requested to harm the electric network causing serious up to severe impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) .

	FeederCapBank_status_cmd
	cmd
	X
	X
	Command to feeder Capacitor Bank to query device status
	device ID, query code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and query code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact, (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid.

	FeederCapBank_status_resp-data
	resp-data
	X
	X
	feeder Capacitor Bank response data to device status query
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact, (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid.

	FeederFault_Detector_alarm
	alarm
	X
	X
	feeder fault detection device senses a fault and sends a fault alarm
	device ID, alarm code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code could cause the distribution grid to be operated in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with multiple sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause follow-up grid operations to potentially severely harm the electric grid, (if not recognized and coupled with other multiple sensor value anomalies and if in-scale)

	FeederFault_Detector_deviation_alert
	alert
	X
	X
	feeder fault detection device senses and sends a measured value has gone out of the tolerance band alert
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to be operated in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with other multiple sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause follow-up grid operations to potentially severely harm the electric grid, (if not recognized and coupled with other multiple sensor value anomalies and if in-scale)

	FeederFault_Detector_sensor_data_cmd
	cmd
	X
	X
	Query for feeder fault detector device sensor data
	device ID, command code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and may lead to serious incorrect electric grid operations.

	FeederFault_Detector_sensor_data_resp-data
	resp-data
	X
	X
	sensor data response from feeder fault detector
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and may lead to serious incorrect electric grid operations.

	FeederFault_Detector_status_change_alert
	alert
	X
	X
	feeder Fault Detector detects and sends device state change alert
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to be operated in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with other multiple sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause follow-up grid operations to potentially severely harm the electric grid, (if not recognized and coupled with other multiple sensor value anomalies and if in-scale)

	FeederFault_Detector_status_cmd
	cmd
	X
	X
	command to check status of feeder Fault Detector
	device ID, query operation
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and query operation could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and may lead to serious incorrect electric grid operations.

	FeederFault_Detector_status_resp-data
	resp-data
	X
	X
	feeder Fault Detector response data to device status query
	device ID, condition, history if available
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID condition and history could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and may lead to serious incorrect electric grid operations.

	FeederRecloser_alarm
	alarm
	X
	X
	Alarm message to SCADA system
	device ID, alarm code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operation requested to harm the electric network and may lead to severe incorrect electric grid operations.

	FeederRecloser_deviation_alert
	alert
	X
	X
	Alert message to SCADA system
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operation requested to harm the electric network and may lead to severe incorrect electric grid operations.

	FeederRecloser_new_config_ack
	ack
	X
	 
	Acknowledgement of new configuration
	device ID, acknowledgement code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and may lead to severe incorrect electric grid operations

	FeederRecloser_new_config_cmd
	cmd
	X
	 
	Command to change configuration
	device ID, configuration command
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and configuration command could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if situation not recognized quickly).
A - latent and un-reliable connections could cause the operation requested to harm the electric network and lead to severe missed operations (if not recognized quickly)

	FeederRecloser_Operate_failure
	alarm
	X
	X
	Message to indicate device failure
	device ID, failure code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and failure code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operation requested to harm the electric network and may lead to severe incorrect electric grid operations.

	FeederRecloser_sensor_data_cmd
	cmd
	X
	X
	Query to sensor data
	device ID, command code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if situation not recognized quickly)
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and lead to serious missed operations (if not recognized quickly)

	FeederRecloser_sensor_data_resp-data
	resp-data
	X
	X
	Response from recloser
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized quickly)
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and lead to serious missed operations (if not recognized quickly)

	FeederRecloser_status_change_alert
	alert
	X
	X
	Alert message to SCADA system
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and may lead to severe incorrect electric grid operations.

	FeederRecloser_status_cmd
	cmd
	X
	X
	Command to recloser to query status
	device ID, query code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and query code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized quickly)
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and lead to serious missed operations (if not recognized)

	FeederRecloser_status_resp-data
	resp-data
	X
	X
	response to recloser query status
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized quickly)
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and lead to serious missed operations (if not recognized)

	FeederRegulator_alarm
	alarm
	X
	X
	Alarm message to SCADA system
	device ID, alarm code
	2, 4
	L-M-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect serious operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_deviation_alert
	alert
	X
	X
	Alert to SCADA system
	device ID, alert code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a dangerous/serious manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect serious operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_new_config_ack
	ack
	X - VVC
	X - DSDR
	Acknowledgement of new configuration
	device ID, acknowledgement code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect serious operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_new_config_cmd
	cmd
	X - VVC
	X - DSDR
	Command for new VR config
	device ID, command code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operation requested to harm the electric network and incorrect severe operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_Operate_failure
	alarm
	X
	X
	Alert to SCADA system
	device ID, alarm code
	2, 4
	L-M-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code could cause the distribution grid to malfunction in a dangerous/serious manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect severe operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_sensor_data_cmd
	cmd
	X - DA Maint
	X
	Command to query sensor data
	device ID, command code
	2, 4
	L-L-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and serious incorrect operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_sensor_data_resp-data
	resp-data
	X - DA Maint
	X
	response from sensor
	device ID, response data
	2, 4
	L-L-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous but minimal manner potentially causing the Utility and the Customer financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and serious incorrect operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_status_change_alert
	alert
	X
	X
	Alert to SCADA system
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operation requested to severely harm the electric network and incorrect severe operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_status_cmd
	cmd
	X
	X
	Query Regulator status
	device ID, command code
	2, 4
	L-L-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect serious operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_status_resp-data
	resp-data
	X
	X
	Regulator Status response
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect serious operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_step_down_ack
	ack
	X - VVC
	X - DSDR
	Acknowledgement step down
	device ID, acknowledgement code
	2, 4
	L-M-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a dangerous/serious manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect severe operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_step_down_cmd
	cmd
	X - VVC
	X - DSDR
	Command to Regulator to step down
	device ID, command code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operation requested to harm the electric network and incorrect severe operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_step_up_ack
	ack
	X - VVC
	X - DSDR
	Acknowledgement of step up
	device ID, acknowledgement code
	2, 4
	L-M-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a dangerous/serious manner potentially causing the Utility and the Customer serious financial impact  (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect severe operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederRegulator_step_up_cmd
	cmd
	X - VVC
	X - DSDR
	Command to Regulator to step up
	device ID, command code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operation requested to harm the electric network and incorrect severe operation of the grid (if not recognized and coupled with multiple other Cap Bank, voltage sensor value anomalies and if in-scale).

	FeederSensor_alarm
	alarm
	X
	X
	Alarm message to SCADA system
	device ID, alarm code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact (if coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operation requested to seriously harm the electric network (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).

	FeederSensor_deviation_alert
	alert
	X
	X
	feeder Sensor has detected and sends a measured value has gone out of the tolerance band alert
	device ID, alert code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer serious financial impact, (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid. and lead to serious operations (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).

	FeederSensor_new_config_ack
	ack
	X - VVC
	X - DSDR
	Acknowledgement of new configuration
	device ID, acknowledgement code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a dangerous/serious manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).

	FeederSensor_new_config_cmd
	cmd
	X - VVC
	X - DSDR
	Command to change configuration
	device ID, command code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous/serious manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and lead to serious missed operations (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).

	FeederSensor_sensor_data_cmd
	cmd
	X - DA Maint
	X
	Command to query sensor data
	device ID, sensor data
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and lead to serious missed operations (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).

	FeederSensor_sensor_data_resp-data
	resp-data
	X - DA Maint
	X
	Response to Sensor query
	device ID, response data
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and lead to serious incorrect operation of the grid (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).

	FeederSensor_status_change_alert
	alert
	X
	X
	Alert to SCADA system
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer severe financial impact (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid of the grid and lead to severe incorrect operation (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).

	FeederSensor_status_cmd
	cmd
	X
	X
	Command to sensor for status
	device ID, command code
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and may lead to incorrect operation of the grid (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).

	FeederSensor_status_resp-data
	resp-data
	X
	X
	Response to sensor status request
	device ID, sensor status
	2, 4
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and sensor status could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer serious financial impact (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect operation of the grid (if not recognized and coupled with multiple other Cap Bank, Regulator sensor value anomalies and if in-scale).

	FeederSwitch_alarm
	alarm
	X
	X
	Alarm message to SCADA system
	device ID, alarm code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operation requested to severely harm the electric network

	FeederSwitch_close_ack
	ack
	X - VVC
	X - DSDR
	Acknowledgment of switch close
	device ID, acknowledgement code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement status could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized quickly).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid.

	FeederSwitch_close_cmd
	cmd
	X - VVC
	X - DSDR
	Command to close feeder switch
	device ID, command code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized quickly).
A - latent and un-reliable connections could cause the operation requested to severely harm the electric network (if not recognized quickly)

	FeederSwitch_deviation_alert
	alert
	X
	X
	Alert to SCADA system
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrectly operate the grid in a dangerous/severe manner.

	FeederSwitch_new_config_ack
	ack
	X - VVC
	X - DSDR
	feeder Switch Controller has received, processed and sends a new configuration acknowledgement
	device ID, acknowledgement code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a dangerous manner potentially causing serious to severe impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) the Utility and the Customer financial impact.
A - latent and un-reliable connections could cause serious impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) if the operator of the network does not understand the state of the electric grid.

	FeederSwitch_new_config_cmd
	cmd
	X - VVC
	X - DSDR
	Command to perform a feeder Switch Controller new configuration
	device ID, configuration command, configuration information
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID configuration information and configuration command could cause the distribution grid to malfunction in a dangerous manner potentially causing the Utility and the Customer financial impact (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale).
A - latent and un-reliable connections could cause the operation requested to severely harm (if coupled with multiple other circuit regulator & voltage sensor value anomalies and if follow-up circuit device stats request not implemented and if in-scale) the electric network

	FeederSwitch_open_ack
	ack
	X - VVC
	X - DSDR
	Confirmation of switch open
	device ID, acknowledgement code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and acknowledgement code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized quickly).
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrectly operate the grid in a dangerous/serious manner

	FeederSwitch_open_cmd
	cmd
	X - VVC
	X - DSDR
	Command to open feeder switch
	device ID, command code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized quickly).
A - latent and un-reliable connections could cause the operation requested to severely harm the electric network (if not recognized quickly)

	FeederSwitch_Operate_failure
	alarm
	X
	X
	Alarm message to SCADA system
	device ID, alarm code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alarm code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact (if not recognized quickly).
A - latent and un-reliable connections could cause the operation requested to severely harm the electric network (if not recognized quickly)

	FeederSwitch_sensor_data_cmd
	cmd
	X - DA Maint
	X
	Query to switch for data
	device ID, command code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a severe dangerous manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and may lead to serious incorrect electric grid operations.

	FeederSwitch_sensor_data_resp-data
	resp-data
	X - DA Maint
	X
	Response for switch sensor
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and may lead to serious incorrect electric grid operations.

	FeederSwitch_status_change_alert
	alert
	X
	X
	Alert to SCADA system
	device ID, alert code
	2, 4
	L-H-H
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and alert code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid and incorrect dangerous/severe operation of the grid

	FeederSwitch_status_cmd
	cmd
	X
	X
	Query to feeder switch for status
	device ID, command code
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and command code could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid  and incorrect dangerous/serious operation of the grid

	FeederSwitch_status_resp-data
	resp-data
	X
	X
	Switch status response
	device ID, response data
	2, 4
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - incorrect device ID and response data could cause the distribution grid to malfunction in a dangerous/severe manner potentially causing the Utility and the Customer severe financial impact.
A - latent and un-reliable connections could cause the operator of the network to not understand the state of the electric grid  and incorrect dangerous/serious operation of the grid

	han_dev_join_ack
	ack
	X
	X
	HAN devices send to CIS / Billing acknowledgement that HAN device has successfully processed the join request
	device ID, mac address, acknowledgement code
	13, 15/16
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate device ID, mac address and acknowledgement code will cause the Demand Response system to not have correct information about where load control devices are installed
A - not receiving the response payload to this command would cause the customer and the energy service provider to not have timely feedback about whether a device joined the network

	han_dev_join_cmd
	cmd
	X
	X
	CIS / Billing sends command to initiate the join command to HAN devices
	device ID, mac address, security material, operation timeout value, command code
	13, 15/16
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate device ID, mac address and command code will cause the Demand Response system to not have correct information about where load control devices are installed
A - not receiving the response payload to this command would cause the customer and the energy service provider to not have timely feedback about whether a device joined the network

	han_dev_join_cmd_err
	cmd-err
	X
	X
	HAN device sends HAN device join request error to CIS / Billing and NMS
	device ID, mac_address, error code
	13, 15/16
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate device ID, mac address and error code will cause the Demand Response system to not properly troubleshoot communication problems
A - not receiving the response payload to this command would cause the customer and the energy service provider to not have timely feedback about whether a device joined the network

	han_dev_un_join_ack
	ack
	X
	X
	HAN device sends to CIS / Billing acknowledgement that HAN device has successfully processed the un_joined command
	device ID, mac address, acknowledgement code
	13, 15/16
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate device ID, mac address and acknowledgement code will cause the Demand Response system to not have correct information about where load control devices are un-installed
A - not receiving the response payload to this command would cause the customer and the energy service provider to not have timely feedback about whether a device un-joined the network

	han_dev_un_join_cmd
	cmd
	X
	X
	CIS / Billing sends command to initiate the un-join command to HAN devices
	device ID, mac address, command code
	13, 15/16
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate device ID, mac address and command code will cause the Demand Response system to not have correct information about where load control devices are un-installed
A - not receiving the response payload to this command would cause the customer and the energy service provider to not have timely feedback about whether a device un-joined the network

	han_dev_un-join_cmd_err
	cmd-err
	X
	X
	HAN device sends HAN device join request error to CIS / Billing and NMS
	device ID, mac_address, error code
	13, 15/16
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate device ID, mac address and error code will cause the Demand Response system to not properly troubleshoot communication problems
A - not receiving the response payload to this command would cause the customer and the energy service provider to not have timely feedback about whether a device joined the network

	Load_mgm_opt_out
	cmd
	 
	X
	HAN device sends message to LMS or DSM that Customer declined participation in load control event.
	device ID(s), mac address(s), event ID(s),
	13, 15/16
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - an incorrect device id/mac address and opt-out event id may cause the utility to not understand the correct customer opted out of the load control event and possibly penalize the wrong customer for opt-in out too many times.
A - Receipt of these messages need to completed in a reasonable time but are not critical.

	Load_mgm_req_ack
	ack
	 
	X
	HAN device sends message to LMS or DSM acknowledging customer HAN deive received the load management event.
	device ID, mac address, acknowledgement code, event ID, estimation of load reduction
	13, 15/16
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - Caller of the load management event needs to understand the message is properly received by the  intended devices.
A - Receipt of these messages need to completed in a reasonable time but are not critical.

	Load_mgm_reqst
	cmd
	 
	X
	LMS or DSM sends a load management event message to HAN device
	device ID, mac address, event ID, event time and duration, randomization value for start and stop, load adjustment percentage, maximum duty cycle, criticality level,
	13, 15/16
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them.
A - Receipt of these messages need to completed in a reasonable time.

	Load_mgm_reqst_brdcst
	cmd
	 
	X
	LMS or DSM sends a broadcasted load management event to customers HAN device of a planned event.
	broadcast ID, event ID, event time and duration, randomization value for start and stop, load adjustment percentage, maximum duty cycle, criticality level,
	13, 15/16
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them.
A - Receipt of these messages need to completed in a reasonable time.

	Load_mgm_reqst_mltcst
	cmd
	 
	X
	LMS or DSM sends a multicast load management event notifying specific group of customers' HAN devices of a planned event.
	device group ID, event ID, event time and duration, randomization value for start and stop, load adjustment percentage, maximum duty cycle, criticality level,
	13, 15/16
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them.
A - Receipt of these messages need to completed in a reasonable time.

	meter_capped_kwh_mode_cancel_cmd
	cmd
	X
	X
	LMS sends cancel meter-capped-kwh-mode command to specific 2-Way Meters - Electr. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component.
	Meter ID, command code
	13/14
	M-M-M
	C - minimal harm to customer or organization reputation for allowing access to/disclosure of payload data as payload is tied to Meter ID not customer account ID or name;
I - inaccurate command parameters associated to a meter may lead to an incorrect command being applied to the correct meter or command being sent to the wrong meter with most harm being going back to normal or a service switch operate, when should stay in capped kwh mode, which may lead to minimal harm to customer or minimum to serious trust impact to utility (if in -scale);
A - not receiving the command would produce capped kwh mode and customer power disconnects after full power is restored, leading to customer frustration and probable complaint filed with jurisdiction;

	meter_capped_kwh_mode_cancel_cmd_ack
	ack
	X
	X
	2-Way Meter - Electr sends cancel meter-capped-kwh-mode command receipt/operate acknowledgement to LMS & MDMS. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component.
	Meter ID, acknowledgement code
	13/14
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data as payload is tied to Meter ID not customer account ID or name;
I - These messages need to be properly attributed to the Meter that sent them, none to minimal harm to electric grid;
A - minimal harm to comer or organization for failure of receipt of this payload, no harm to electrical grid other than accelerated discharge of distributed customer storage device.

	meter_capped_kwh_mode_cmd
	cmd
	X
	X
	LMS sends meter-capped-kwh-mode command to specific 2-Way Meters - Electr. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component.
	Meter ID, command code
	13/14
	M-H-M
	C - minimal harm to customer or organization reputation for allowing access to/disclosure of payload data as payload is tied to Meter ID not customer account ID or name;
I - inaccurate command parameters associated to a meter may lead to an incorrect command being applied to the correct meter or command being sent to the wrong meter resulting in meter staying in normal mode or a service switch operation, rather than going into capped kwh mode, which may lead to minimum to serious harm to life support customers and severe impact to utility if in -scale;
A - not receiving the command would produce accelerated discharge of distributed customer storage device;

	meter_capped_kwh_mode_cmd_ack
	ack
	X
	X
	2-Way Meter - Electr sends meter-capped-kwh-mode command receipt/operate acknowledgement to LMS & MDMS. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component.
	Meter ID, acknowledgement code
	13/14
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data as payload is tied to Meter ID not customer account ID or name;
I - These messages need to be properly attributed to the Meter that sent them, none to minimal harm to electric grid;
A - minimal harm to customer or organization for failure of receipt of this payload, no harm to electrical grid other than accelerated discharge of distributed customer storage device.

	meter_in_capped_kwh_mode_alert
	alert
	X
	X
	2-Way Meter - Electr sends meter-capped-kwh-mode alert to IHD, Cust EMS, MDMS. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component.
	Meter ID, alert code, alert text
	13/14
	L-M-M
	C - none to minimal harm to customer or organization reputation for allowing access to/disclosure of payload data as payload associated to Meter ID not customer account ID or name;
I - inaccurate payload attributes associated to Meter may lead to unnecessary actions taken by customer to reduce power consumption, which may result in customer complaints to jurisdictions (if in-scale)
A - not receiving this payload by the customer IHD or Customer EMS may lead to accelerated distributed customer storage device and/or customer's service switch open operation (lose of power) 

	meter_out_of_capped_kwh_mode_alert
	alert
	X
	X
	2-Way Meter - Electr sends meter-out-of-capped-kwh-mode alert to IHD, Cust EMS, MDMS. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component.
	Meter ID, alert code, alert text
	13/14
	L-H-M
	C - none to minimal harm to customer or organization reputation for allowing access to/disclosure of payload data as payload associated to Meter ID not customer account ID or name;
I - inaccurate payload attributes associated to Meter may lead to customer not realizing a return to normal operations and normal power consumption patterns;
A - not receiving this payload by the customer IHD or Customer EMS may lead to prolonged Customer's self initiated reduced power consumption actions, which may lead to customer frustration and may lead to complaint filed with jurisdiction

	metrology_firmware_update_broadcast_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate the metrology firmware update on a large body of meters. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	timeout, firmware version number , cut over time or cut over parameters
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, with device ID, firmware version number and cut over information.
I - Inaccurate Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	metrology_firmware_update_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a firmware update on a single meter. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device ID, timeout, firmware version number , cut over time or cut over parameters
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, with device ID, firmware version number and cut over information.
I - Inaccurate Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	metrology_firmware_update_confirmation
	resp-data
	 
	X
	Meter sends confirmation of completion of firmware upgrade to MDMS and/or Field Tool. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device ID, success or fail notification, firmware revision information
	13, 20
	M-M-M
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update confirmation, with device ID, firmware version number and cut over information.
I - Inaccurate device ID , success versus fail status and firmware version could lead a utility to believe a system is up to date when incorrect.
A - Failed firmware updates confirmations are assumed to be retried if failed without consequence however confirmation is expected to be guaranteed

	metrology_firmware_update_multicast_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a firmware update to a defined group of meters. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis.
	device group ID, timeout, firmware version number , cut over time or cut over parameters
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, with Group device ID, firmware version number and cut over information.
I - Inaccurate Device group ID, Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	metrology_program_update_broadcast_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a program update on a large body of meters.  Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	timeout, program version number, cut over time or cut over parameters, program update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the configuration/program command with Group device ID, and cut over information.
I - Inaccurate Group Device ID, configuration could lead to a device loading incorrect configuration cutover time could lead to a device updating before the system is ready.
A - Failed configuration/program update commands are assumed to be retried if failed without consequence.

	metrology_program_update_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a meter program update on a single meter. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device ID, timeout, program version number, cut over time or cut over parameters, program update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the configuration/program command with device ID, firmware version number and cut over information.
I - Inaccurate Device ID, configuration could lead to a device loading incorrect configuration cutover time could lead to a device updating before the system is ready.
A - Failed configuration/program update commands are assumed to be retried if failed without consequence.

	metrology_program_update_confirmation
	resp-data
	 
	X
	Meter sends confirmation of completion of program change to MDMS and/or Field Tool. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device ID, success or fail notification, program revision information
	13, 20
	M-M-M
	C - moderate harm to customer and utility if an adversary is able to ascertain the configuration/program confirmation, with device ID, acknowledgement code and cut over information.
I - Inaccurate device ID , success versus fail status and configuration/program version could lead a utility to believe a system is up to date when incorrect.
A - Failed configuration/programming updates confirmations are assumed to be retried if failed without consequence however confirmation is expected to be guaranteed

	metrology_program_update_multicast_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a program change to a defined group of meters. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device group ID, timeout, program version information, cut over time or cut over parameters, program update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the configuration/program command with Group device ID, and cut over information.
I - Inaccurate Group Device ID, configuration could lead to a device loading incorrect configuration cutover time could lead to a device updating before the system is ready.
A - Failed configuration/program update commands are assumed to be retried if failed without consequence.

	Mtr-read_data_resp-data
	resp-data
	X
	X
	2-Way Meters - Water send meter read data to AMI Head-End. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device ID, reading period, reading type, reading data
	13
	M-M-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate payload data associated to a meter may lead to an incorrect data interpretation or next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-billing) for that meter, or customer taking incorrect action that if happens in-scale may lead to serious impact to customers or the organization;
A - not receiving the response payload to the command would create missing data for a meter and may trigger an immediate retry, which if fails again, may wait for next time periods send of meter read data and then processing for multiple time periods;

	Mtr-read_multi-interval-data_cmd
	cmd
	X
	X
	Operations e.g. MDMS actor sends command requesting a specific interval of meter consumption information for a specific period from 2-Way Meter (Electr or Gas). Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device ID, period of time to be reported, reading type
	13
	M-M-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account, but made lead to serious impact to Utility if in-scale
I - inaccurate Meter ID, reading period and reading type can lead to billing errors and customer complaints leading to serious harm to utility (if in-scale)
A - not receiving the payload would create missing meter data and would trigger an immediate retry or retry at next file transfer period to satisfy next workflow processing steps (e.g. billing);

	Mtr-read_multi-interval-data_resp-data
	resp-data
	X
	X
	2-Way Meter (Electr or Gas) response including requested meter interval consumption information for a specific period. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device ID, reading period, reading type, reading data
	13
	M-M-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate payload data associated to a meter may lead to an incorrect data interpretation or next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-billing) for that meter, or customer taking incorrect action that if happens in-scale may lead to serious impact to customers or the organization;
A - not receiving the response payload to the command would create missing data for a meter and may trigger an immediate retry, which if fails again, may wait for next time periods send of meter read data and then processing for multiple time periods;

	NIC_firmware_update_broadcast_cmd
	cmd
	 
	X
	Operations e.g. MDMS actor sends command to initiate a firmware update on a large body of meter NICs. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	timeout, firmware version number  cut over time or cut over parameters, firmware update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, firmware version number and cut over information.
I - Inaccurate Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	NIC_firmware_update_cmd
	cmd
	 
	X
	AMI Head-End and/or Field Tool sends command to initiate a firmware update on a single meter NIC. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device ID, timeout, firmware version number, cut over time or cut over parameters, firmware update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, with device ID, firmware version number and cut over information.
I - Inaccurate Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	NIC_firmware_update_confirmation
	resp-data
	 
	X
	Meter sends confirmation of completion of NIC firmware upgrade to MDMS and/or Field Tool. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device ID, success or fail notification, firmware revision information
	13, 20
	M-M-M
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update confirmation, with device ID, firmware version number and cut over information.
I - Inaccurate device ID , success versus fail status and firmware version could lead a utility to believe a system is up to date when incorrect.
A - Failed firmware updates confirmations are assumed to be retried if failed without consequence however confirmation is expected to be guaranteed

	NIC_firmware_update_multicast_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a NIC firmware update to a defined group of meter NIC. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device group ID, timeout, firmware version number, cut over time or cut over parameters, firmware update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, with Group device ID, firmware version number and cut over information.
I - Inaccurate device Group ID, Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	NIC_program_update_broadcast_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a program update on a large body of meter NIC. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	timeout, program version number, cut over time or cut over parameters, program update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the firmware update command, firmware version number and cut over information.
I - Inaccurate Firmware could lead to a device loading incorrect firmware, cutover time could lead to a device updating before the system is ready.
A - Failed firmware updates commands are assumed to be retried if failed without consequence.

	NIC_program_update_cmd
	cmd
	 
	X
	AMI Head-End and/or Field Tool sends command to initiate a meter program update on a single meter NIC. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device ID, timeout, program version number, cut over time or cut over parameters, program update
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the configuration/program command with device ID, firmware version number and cut over information.
I - Inaccurate Device ID, configuration could lead to a device loading incorrect configuration cutover time could lead to a device updating before the system is ready.
A - Failed configuration/program update commands are assumed to be retried if failed without consequence.

	NIC_program_update_confirmation
	resp-data
	 
	X
	Meter sends confirmation of completion of NIC program change to MDMS and/or Field Tool. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device ID, success or fail notification, program revision information, program update
	13, 20
	M-M-M
	C - moderate harm to customer and utility if an adversary is able to ascertain the configuration/program confirmation, with device ID, acknowledgement code and cut over information.
I - Inaccurate device ID , success versus fail status and configuration/program version could lead a utility to believe a system is up to date when incorrect.
A - Failed configuration/programming updates confirmations are assumed to be retried if failed without consequence however confirmation is expected to be guaranteed

	NIC_program_update_multicast_cmd
	cmd
	 
	X
	AMI Head-End sends command to initiate a NIC program change to a defined group of meter NICs. Meter is not a electric grid critical infrastructure component. This payload is not used primarily for disturbance analysis
	device group ID, timeout, program version information, cut over time or cut over parameters
	13, 20
	M-H-L
	C - moderate harm to customer and utility if an adversary is able to ascertain the configuration/program command with Group device ID, and cut over information.
I - Inaccurate Group Device ID, configuration could lead to a device loading incorrect configuration cutover time could lead to a device updating before the system is ready.
A - Failed configuration/program update commands are assumed to be retried if failed without consequence.

	on-demand_Mtr-read_cmd
	cmd
	X
	X
	CIS/Billing - Utility or IHD or Cust EMS sends command requesting adhoc consumption information from a single meter. Even though Meter is not a electric grid critical infrastructure component, this payload may be used in performing meter and telecomm network diagnostics. 
	Meter ID, reading type desired
	13, 15, 18, 20
	L-M-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate command parameters associated to a meter may lead to an incorrect data interpretation or next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-billing) for that meter, or customer taking incorrect action at the IHD or Custr. EMS;
A - not receiving the response payload to the command would create missing data for a meter and may trigger an immediate retry, which if fails again may lead to customer frustration and/or complaint filed with jurisdiction;

	on-demand_Mtr-read_cmd_comm_err
	comm-err
	X
	X
	IHD or Cust EMS or DAP or AMI Head-End sends message to MDMS, NMS, and/or CIS/Billing - Utility of issue with adhoc meter read request. Even though Meter is not a electric grid critical infrastructure component, this payload may be used in performing meter and telecomm network diagnostics. 
	Meter ID, failure code, sending device ID
	13, 20
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive payload attributes associated to a specific meter may lead to an unnecessary health check of the meter and the telecomm network to the meter;
A - not receiving this payload to the command may lead to multiple repeated attempts to request the on-demand meter read, which may lead to a specific customers frustration and/or complaint filed with jurisdiction;

	on-demand_Mtr-read_cmd_err
	cmd-err
	X
	X
	Meter sends communication to IHD or Cust EMS or MDMS and NMS and/or CIS/Billing - Utility of issue with adhoc meter read request relating to metrology. Even though Meter is not a electric grid critical infrastructure component, this payload may be used in performing meter and telecomm network diagnostics. 
	Meter ID, failure code,
	13, 15, 18, 20
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive payload attributes associated to a specific meter may lead to an unnecessary health check of the meter and the associated application;
A - not receiving this payload to the command may lead to multiple repeated attempts to request the on-demand meter read, which may lead to a specific customers frustration and/or complaint filed with jurisdiction, or eventually to organization observing a broken meter read application;

	on-demand_Mtr-read_resp-data
	resp-data
	X
	X
	Meter sends communication of consumption information as requested from a adhoc meter read request to IHD or Cust EMS or MDMS and NMS and/or CIS/Billing - Utility. Even though Meter is not a electric grid critical infrastructure component, this payload may be used in performing meter and telecomm network diagnostics. 
	Meter ID, reading type, reading data
	13, 15, 18, 20
	L-M-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate payload data associated to a meter may lead to an incorrect data interpretation or next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-billing) for that meter, or customer taking incorrect action at the IHD or Custr. EMS that if happens in scale may lead to sever impact to customers or the organization;
A - not receiving the response payload to the command would create missing data for a meter and may trigger an immediate retry, which if fails again may lead to customer frustration and/or complaint filed with jurisdiction;

	on_distr-cust-strg_alarm
	alarm
	X
	X
	LMS sends on_distr-cust-strg  alarm to specific customer's IPD, Cust. EMS, MDMS. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component.
	HAN Device ID, alarm code, alarm text
	13/14
	L-M-L
	C - none to minimal harm to customer or organization reputation for allowing access to/disclosure of payload data as payload associated to HAN Device ID not customer account ID or name;
I - inaccurate payload attributes associated to HAN Device may lead to unnecessary actions taken by customer to reduce power consumption, which may result in customer complaints to jurisdictions (if in-scale)
A - not receiving this payload by the customer IHD or Customer EMS may lead to accelerated distributed customer storage device discharge and/or customer's quicker lose of power event 

	off_distr-cust-strg_alert
	alert
	X
	X
	LMS sends off_distr-cust-strg alert to specific customer's IPD, Cust. EMS, MDMS. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component.
	HAN Device ID, alert code, alert text
	13/14
	L-M-M
	C - none to minimal harm to customer or organization reputation for allowing access to/disclosure of payload data as payload associated to HAN Device ID not customer account ID or name;
I - inaccurate payload attributes associated to HAN Device may lead to customer not realizing a return to normal operations and normal power consumption patterns;
A - not receiving this payload by the customer IHD or Customer EMS may lead to prolonged Customer's self initiated reduced power consumption actions, which may lead to customer frustration and may lead to complaint filed with jurisdiction

	otg_ntf_evnt_data
	alarm
	X
	X
	The communication from a device notifying the utility of a loss of power.
	device ID, event code
	11, 12
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive payload attributes associated to a specific device may lead to an unnecessary health check of the device;
A - not receiving this payload from a specific device may lead to not having accurate information about where the electrical system outage occurred.  Due to this payload originating from a device that is experiencing the outage, these messages may not be successfully sent due to a broadcast sent from the device along with other devices that are affected.

	PHEV_price_rate_cmd
	cmd
	X
	X
	Operations e.g. LMS actor sends communication to PHEV notifying customer of PHEV price tier.
	device ID, price information
	13, 15, 18
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data e.g. the PHEV base charging price rates are either published tariffs or those posted at public charging stations;
I - inaccurate command parameters associated to a meter may lead to an incorrect data interpretation or next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-billing) for the PHEV charge, which may lead to customer frustration and/or complaint filed with jurisdiction;
A - not receiving the payload will create missing data for a PHEV charge and may trigger an immediate retry, which if fails again may lead to customer frustration and/or complaint filed with jurisdiction;

	PHEV_price_rate_comm_err
	comm-err
	X
	X
	ESI sends communication to Operations e.g. LMS of issue with sending PHEV price tier to PHEV.
	device ID, failure code
	13, 15, 18
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive payload attributes associated to a specific EVSE/EUMD or Sub-Meter may lead to an unnecessary health check of the EVSE/EUMD or Sub-Meter and the telecomm network to the EVSE/EUMD or Sub-Meter;
A - not receiving this payload may lead to multiple repeated attempts to request the PHEV price rates, which may lead to a specific customers frustration and/or filed complaint with jurisdiction;

	PHEV_pwr_chrg_rate_comm_err
	comm-err
	X
	X
	AMI Head-End sends communication to PHEV, Operations e.g. LMS, NMS of issue with communication of PHEV power charging rate negotiation to PHEV.
	device ID, failure code
	13, 15, 18
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive payload attributes associated to a specific EVSE/EUMD or Sub-Meter may lead to an unnecessary health check of the EVSE/EUMD or Sub-Meter and the telecomm network to the EVSE/EUMD or Sub-Meter;
A - not receiving this payload may lead to multiple repeated attempts to request the PHEV power charging rates, which may lead to a specific customers frustration and/or filed complaint with jurisdiction;

	PHEV_pwr_chrg_rate_negot-thrd
	negot-thrd
	X
	X
	LMS & PHEV exchanging negotiation messages of 'Notification of relative power charging rate levels and associated price rate tiers with any available DR or TOU pricing riders for PHEV.
	device ID, price rate tier, power charge rate level, DR or TOU rider rates
	13, 15, 18
	L-M-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data, if any non-public DR or TOU riders then this would be a minor harm and might rise to serious harm to organization especially if in-scale;
I - inaccurate payload attributes associated to a specific PHEV may lead to an unnecessary health check of the EVSE/EUMD or Sub-Meter and may lead to inaccurate PHEV charge billing or may lead to serious effect on safe reliable operation of associated meter's circuit especially if in-scale;
A - not receiving this payload may lead to multiple repeated attempts to select (negotiate) the customer preferred power charging rate, which may lead to a specific customers frustration and/or filed complaint with jurisdiction;

	PHEV_pwr_chrg_status_resp-data
	resp-data
	X
	X
	PHEV sends response to Operations e.g. LMS actor of charge status request
	device ID, battery charge status (e.g. 80%, full, etc)
	13, 15, 18
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - inaccurate payload attributes associated to a PHEV may lead to an incorrect data interpretation or next workflow process execution;
A - not receiving the response payload to the command would create missing data for a meter and may trigger an immediate retry, which if fails again may lead to customer frustration and/or complaint filed with jurisdiction;

	PHEV_Vin_data_cmd
	cmd
	X
	X
	PHEV sends communication to Operations e.g. MDMS actor of specific PHEV identification
	device ID, VIN, command parameter
	13, 15, 18
	L-M-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data as other customer account data is not in this payload;
I - inaccurate command parameters associated to a meter may lead to an incorrect data interpretation or next workflow process execution;
A - not receiving the response payload to the command would create missing data for a PHEV charging attempt and may trigger an immediate retry, which if fails again may lead to customer frustration and/or complaint filed with jurisdiction;

	PHEV_Vin_data_comm_err
	comm-err
	X
	X
	AMI Head-End sends communication to PHEV of error in sending PHEV identification to MDMS.
	device ID, failure code
	13, 15, 18
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive payload attributes associated to a specific PHEV may lead to an unnecessary health check of the PHEV or EVSE/EUMD and the telecomm network to the PHEV or EVSE/EUMD;
A - not receiving this payload may lead to multiple repeated attempts to request the PHEV Vin data, which may lead to a specific customers frustration and/or filed complaint with jurisdiction;

	Power_Quality_Event
	alarm
	X
	X
	Meter sends to MDMS any number of Power Quality alerts/alarms e.g. out-of-state or passed theshold conditions e.g. leading/lagging power, voltage fluxuactions, inbalance in energy flow, harmonics, sags, swells
	Meter ID, alarm code
	13
	M-H-H
	C - minimal to sever harm to organization for not showing good stewardship (unauthorized access to/disclosure) of customer meter and electrical characteristics data;
I - a false negative or false positive alarm code associated to a specific meter may lead to an incorrect next workflow process execution that may lead to serious to catastrophic effect on safe reliable operation of the meter or associated meter's circuit;
A - not receiving this payload from a specific meter might lead to lead to an inappropriate action/operation being taken that may have a serious to catastrophic effect on safe reliable electric operation of the meter or associated meter's circuit;

	prepay_cust_enroll_cmd
	cmd
	X
	X
	Customer sends command (via browser) notifying Service Provider (after customer authentication to secure web portal) of Customer's request to enroll in prepay program.
	customer's Account ID, cust-program code
	16
	H-M-L
	C - severe to catastrophic harm to customer or organization (in scale) for access to/disclosure of payload data, probably leads to complaint filed with jurisdiction;
I - inaccurate command parameters associated to an account or a batch of accounts may lead to an incorrect next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. un-enrollment/re-enrollment) for specific or batches of accounts leading to severe harm to customers or organization, with likely complaints filed with jurisdiction;
A - not receiving the response payload to this command would create missing data for a specific or batch of accounts and would trigger a retry by customer; may lead to customer frustration and complaint filed with jurisdiction, minor harm to organization;

	prepay_cust_unenroll_cmd
	cmd
	X
	X
	Customer sends command (via browser) notifying Service Provider (after customer authentication to secure web portal) of Customer's request to unenroll from prepay program.
	customer's Account ID, cust-program code
	16
	H-M-L
	C - severe to catastrophic harm to customer or organization (in scale) for access to/disclosure of payload data, probably leads to complaint filed with jurisdiction;
I - inaccurate command parameters associated to an account or a batch of accounts may lead to an incorrect next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-enrollment/un-enrollment) for specific or batches of accounts leading to severe harm to customers or organization, with likely complaints filed with jurisdiction;
A - not receiving the response payload to this command would create missing data for a specific or batch of accounts and would trigger a retry by customer; may lead to customer frustration and complaint filed with jurisdiction, minor harm to organization;

	prepay_meter_config_cmd
	cmd
	X
	X
	CIS/Billing - Utility sends command configuring meter to accept customer participation in prepay. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component
	Meter ID, command code, config-parms
	13, 20
	L-H-L
	C - minimum to severe harm to customer or organization (in scale) for access to/disclosure of payload data, may lead to complaint filed with jurisdiction;
I - inaccurate command parameters associated to one or a batch of prepay meters may lead to an incorrect next workflow process execution that may lead to a reprogramming/reconfig of meter(s), that may lead to serious harm to customers or severe harm to organization (if-in-scale), with likely complaints filed with jurisdiction;
A - not receiving the response payload to this command would create missing data for a specific or batch of prepay meters, creating meters unable to function as prepay meters, and may trigger a retry of meter reconfig it not detected, may lead to customer frustration and complaint filed with jurisdiction if customer service /billing impacted, minor harm to organization;

	prepay_msg_[1of10]_resp-data
	resp-data
	X
	X
	CIS/Billing - Utility sends notifications (e.g. any one of ~10 different messages specific to prepay account balance, usage, and other account/payment information) to customer IHD, Cust EMS 
	HAN device (IHD, Cust EMS) ID, command code, display variable data (e.g. kwh, prepay $/kwh balance, estimate time to 0 balance, avg usage per period, payment amounts)
	13, 15
	M-H-M
	C - minor to severe harm to organization for access to/disclosure of payload data (not demonstration ability to restrict access to data, minor harm to customer as the payload data is associated to a HAN device identifier not to an account IT or customer name;
I - inaccurate data (specific to more than one account), may lead to an incorrect next workflow process execution (by Service Provider or Customer), that may lead to inappropriate service disconnect, Customer premature payments,and lost of Customer trust and increased frustration with Utility, and/or complaint filed with jurisdiction, a sever to catastrphic (if life threatening) harm to customer and service provider when in-scale;
A - not receiving this payload would create stale data for a specific or batch of prepay meters and may trigger an immediate retry or retry at next file transfer period and not providing customer with adequate time to take appropriate prepay program action, may lead to severe harm to customer if service disconnect message is missed;

	RTP_pricing-data_ack
	ack
	X
	X
	HAN device participating in the RTP program sends message to LMS or DSM for either Utility of REP, acknowledging receipt and processing of the RTP pricing data
	HAN device ID, acknowledgement code
	13/14, 15/16
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - minimal harm to customer or organization if a false acknowledgement from the wrong HAN device is sent/received, provided not in-scale.
A - Receipt of these messages need to completed in a reasonable time.

	RTP_pricing-data_brdcst
	cmd
	X
	X
	LMS or DSM for either Utility of REP sends RTP pricing data command to all RTP enrolled HAN devices
	HAN device broadcast group ID, RTP price data, RTP effective time period
	13/14, 15/16
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them and the content of message.
A - Receipt of these messages need to completed in a reasonable time.

	RTP_pricing-data_cmd
	cmd
	X
	X
	LMS or DSM for either Utility of REP sends RTP pricing data command to specific RTP enrolled HAN device
	HAN device ID, RTP effective time period, RTP price data
	13/14, 15/16
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them and the content of message.
A - Receipt of these messages need to completed in a reasonable time.

	RTP_pricing-data_mltcst
	cmd
	X
	X
	LMS or DSM for either Utility of REP sends RTP pricing data command to specific groups of RTP enrolled HAN devices
	HAN device multicast group ID, RTP price data, RTP effective time period
	13/14, 15/16
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them and the content of message.
A - Receipt of these messages need to completed in a reasonable time.

	Security_Event
	alarm
	X
	X
	Meter sends notification to Operations e.g. MDMS actor of a possible security breach or related event Tamper / tilt, bad credentials, abnormal activity reporting, Denial of service, Meter inversion, Cover removal
	Meter ID, alarm code
	13, 22
	M-H-H
	C - minimal to server harm to organization or Customer for not showing good stewardship (unauthorized access to/disclosure) of customer meter security and operation data;
I - a false negative or false positive alarm code associated to a specific meter may lead to an incorrect next workflow process execution that may lead to serious to catastrophic effect on safe reliable operation of the meter or false claim against customer;
A - not receiving this payload from a specific meter might lead to lead to an inappropriate action/operation being taken that may have a serious to catastrophic effect on safe reliable electric operation of the meter or  false claim against customer;

	svc_rst_ntf_evnt_data
	alert
	X
	X
	Meter sends communication to Operations e.g. OMS actor of Meter metrology detecting power restoration.
	device ID, alert code
	13
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - a false negative or false positive payload attributes associated to a specific device may lead to an unnecessary health check of the device;
A - not receiving this payload from a specific device may lead to the utility not knowing with certainty if an any "nested" outages still exist after a major outage.

	SW_opr_cancel_cmd
	cmd
	X
	X
	CIS/Billing - Utility sends communication to Meter cancelling the issuance of a previously issued switch open or close command. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component. HAN networks are not used
	Meter ID, command code
	13/14
	M-H-M
	C - minimal harm to individual customer, rising to serious impact (if in scale) to organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate command parameters associated to a meter would lead to incorrect service switch operation, and potential serious (especially if on life support) harm to customer or potentially severe harm to customer and/or Utility (if in-scale), leading to customer frustration and likely complaint filed with jurisdiction;
A - not receiving this payload (and the follow-on acknowledgement) may trigger an immediate retry, which if fails again may lead to a field visit after potential serious harm to customer, leading to customer frustration and likely complaint filed with jurisdiction;

	SW_opr_cmd
	cmd
	X
	X
	CIS/Billing - Utility sends communication to Meter issuing a service switch open or close command. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component. HAN networks are not used
	Meter ID, command code
	13/14
	M-H-M
	C - minimal harm to individual customer, rising to serious impact (if in scale) to organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate command parameters associated to a meter would lead to incorrect service switch operation, and potential serious (especially if on life support) harm to customer or potentially severe harm to customer and/or Utility (if in-scale), leading to customer frustration and likely complaint filed with jurisdiction;
A - not receiving this payload (and the follow-on acknowledgement) may trigger an immediate retry, which if fails again may lead to a field visit after potential serious harm to customer, leading to customer frustration and likely complaint filed with jurisdiction;

	SW_opr_cmd_ack
	ack
	X
	X
	Meter sends to CIS/Billing - Utility & MDMS actors of service switch command receipt/operate acknowledgment. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component. HAN networks are not used
	Meter ID, acknowledgement code
	13/14
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate command parameters associated to a meter might lead to incorrect next work flow task execution, or a extra meter service switch state inquiry, with minimal harm to customer or organization;
A - not receiving the response payload to the command may create missing dependency for a workflow next step execution, and may trigger an immediate retry, which if fails again may lead to further meter health checks, with minimal harm to customer or organization;

	SW_opr_cmd_comm-err
	comm-err
	X
	X
	DAP or AMI Head-End sends to CIS/Billing - Utility, MDMS, NMS service switch operate communication failure notification. Even though Meter is not a electric grid critical infrastructure component, this payload may be used in performing meter and telecomm network diagnostics.  HAN networks are not used.
	Meter ID, failure code, sending device ID
	13, 20
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - a false negative or false positive payload attributes associated to a specific meter may lead to an unnecessary health check of the meter and the telecomm network to the meter;
A - not receiving this payload to the command may lead to multiple repeated attempts to request the service switch operation, which may lead to a specific customers frustration and/or complaint filed with jurisdiction;

	SW_opr_fail_cmd-err
	cmd-err
	X
	X
	Meter sends service switch operate failure notification to CIS/Billing - Utility & MDMS. Even though Meter is not a electric grid critical infrastructure component, this payload may be used in performing meter and telecomm network diagnostics.  HAN networks are not used.
	Meter ID, failure code,
	13, 20
	L-M-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - a false negative or false positive payload attributes associated to a specific meter may lead to an unnecessary health check of the meter and the associated application;
A - not receiving this payload to the command may lead to multiple repeated attempts to request the service switch operation, which may lead to a meter in an abnormal operating state that may lead to damage to the meter, which may lead to customer frustration and/or complaint filed with jurisdiction;

	SW_post-oper-info_resp-data
	resp-data
	X
	X
	Meter sends service switch post operation metrology data to CIS/Billing - Utility & MDMS. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component. HAN networks are not used
	Meter ID, Meter oper extended data
	13/14
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate payload data associated to a meter may lead to an incorrect data interpretation or next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-billing) for that meter;
A - not receiving the response payload to the command would create missing data for a meter and may trigger an immediate retry, which if fails again may lead to organization performing unnecessary meter health checks;

	SW_state_cmd
	cmd
	X
	X
	CIS/Billing - Utility sends to Meter command requesting current state of service switch. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component. HAN networks are not used
	Meter ID, command code
	13/14
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate command parameters associated to a meter may lead to an incorrect data interpretation or next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing for that meter;
A - not receiving the response payload to the command would create missing data for a meter and may trigger an immediate retry, which if fails again may lead to unnecessary meter health checks;

	SW_state_cmd_resp-data
	resp-data
	X
	X
	Meter sends response to CIS/Billing - Utility, MDMS, or LMS or DSM the meter service switch state command request. This is a grid op task not a maint task. A meter is not an electric grid critical infrastructure component. HAN networks are not used
	Meter ID, response data (SW state, voltage, amps)
	13/14
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate payload data associated to a meter may lead to an incorrect data interpretation or next workflow process execution that may lead to a partial rebuild of stored data or a reprocessing (e.g. re-billing) for that meter;
A - not receiving the response payload to the command would create missing data for a meter and may trigger an immediate retry, which if fails again may lead to may lead to unnecessary meter health checks;

	TOU_pricing-data_ack
	ack
	 
	X
	HAN device participating in the TOU program sends message to LMS or DSM for either Utility of REP, acknowledging receipt and processing of the TOU pricing data
	HAN device ID, acknowledgement code
	13/14, 15/16
	L-L-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - minimal harm to customer or organization if a false acknowledgement from the wrong HAN device is sent/received, provided not in-scale.
A - Receipt of these messages need to completed in a reasonable time.

	TOU_pricing-data_brdcst
	cmd
	 
	X
	LMS or DSM for either Utility of REP sends TOU pricing data command to all TOU enrolled HAN devices
	HAN device broadcast group ID, TOU price data, TOU effective time period
	13/14, 15/16
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them and the content of message.
A - Receipt of these messages need to completed in a reasonable time.

	TOU_pricing-data_cmd
	cmd
	 
	X
	LMS or DSM for either Utility of REP sends TOU pricing data command to specific TOU enrolled HAN device
	HAN device ID, TOU effective time period, TOU price data
	13/14, 15/16
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them and the content of message.
A - Receipt of these messages need to completed in a reasonable time.

	TOU_pricing-data_mltcst
	cmd
	 
	X
	LMS or DSM for either Utility of REP sends TOU pricing data command to specific groups of TOU enrolled HAN devices
	HAN device multicast group ID, TOU price data, TOU effective time period
	13/14, 15/16
	L-H-L
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them and the content of message.
A - Receipt of these messages need to completed in a reasonable time.

	valve_opr_cancel_cmd
	cmd
	X
	X
	CIS/Billing Utility sends a valve open or close cancel command to 2-Way gas meter
	Meter ID, cmd code
	na
	M-H-M
	C - minimal harm to individual customer, rising to serious impact (if in scale) to organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate command parameters associated to a meter would lead to incorrect service valve operation, and potential catastrophic if in scale(e.g. Gas leak) harm to customer or potentially severe harm to customer and/or Utility (if in-scale);
A - not receiving this payload (and the follow-on acknowledgement) may trigger an immediate retry, which if fails again may lead to a field visit after potential serious harm to customer, leading to customer frustration and likely complaint filed with jurisdiction;

	valve_opr_cmd
	cmd
	X
	X
	CIS/Billing Utiltiy sends a valve open or close command to 2-Way gas meter
	Meter ID, opr cmd, scheduled time
	na
	M-H-M
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate command parameters associated to a meter would lead to incorrect service valve operation, and potential serious (e.g. Gas leak) harm to customer or potentially severe harm to customer and/or Utility (if in-scale);
A - not receiving this payload (and the follow-on acknowledgement) may trigger an immediate retry, which if fails again may lead to a field visit after potential serious harm to customer, leading to customer frustration and likely complaint filed with jurisdiction;

	valve_opr_cmd_ack
	ack
	X
	X
	2-Way Meter - Gas sends message to CIS/Billing Utility, acknowledging receipt and processing of the valve operate command
	Meter ID, acknowledgement code
	na
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate command acknowledgements would cause the utility to not understand whether a valve was operated correctly
A - not receiving the response payload to the command would cause the utility to not understand the state of the valve and would cause the utility to visit the premises in person

	valve_opr_cmd_comm-err
	comm-err
	X
	X
	DAP sends message to Utility back-office systems, of failure to communicate with the 2-Way Meter - Gas
	Meter ID, err-code
	na
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate command acknowledgements would cause the utility to not understand whether a valve was operated correctly
A - not receiving the communication error payload to the command would cause the utility to not understand the state of the valve and would cause the utility to visit the premises in person

	valve_opr_fail_cmd-err
	cmd-err
	X
	X
	2-Way Meter - Gas sends message to Utility back-office systems, of failure to perform/complete the valve operate command
	Meter ID, err-code
	na
	L-M-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate command parameters associated to a meter would lead to incorrect service valve operation, and potential serious (e.g. Gas leak) harm to customer or potentially severe harm to customer and/or Utility (if in-scale);
A - not receiving this message may cause a utility to not understand business value of reducing visits to a customers premises

	valve_post-oper-info_resp-data
	resp-data
	X
	X
	2-Way Gas meter sends message to Utility back-office systems, of the state of the 2-Way Meter - Gas
	Meter ID, device state values
	na
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate valve state payloads would cause the utility to not understand whether a valve was operated correctly
A - not receiving the response payload to the command would cause the utility to not understand the state of the valve and would cause the utility to visit the premises in person

	valve_state_cmd
	cmd
	X
	X
	CIS/Billing Utiltiy sends a get valve state command to 2-Way gas meter
	Meter ID cmd code
	na
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate valve state payloads would cause the utility to not understand whether a valve was operated correctly
A - not receiving the response payload to the command would cause the utility to not understand the state of the valve and would cause the utility to visit the premises in person

	valve_state_cmd_resp-data
	resp-data
	X
	X
	2-Way Meter - Gas sends message to Utility back-office systems, of the position of the valve
	Meter ID, device state values
	na
	L-L-L
	C - minimal harm to customer or organization for access to/disclosure of payload data as the payload data is tagged to a Meter ID not a customer account;
I - inaccurate valve state payloads would cause the utility to not understand whether a valve was operated correctly
A - not receiving the response payload to the command would cause the utility to not understand the state of the valve and would cause the utility to visit the premises in person

	Vol_load_shed_req_ack
	ack
	 
	X
	IHD or Cust EMS or PCT sends message to LMS or DSM acknowledging customer IHD, Cust EMS, or PCT received the load management event.
	device ID, mac address, acknowledgement code, event ID, estimation of load reduction
	13, 15/16, 18
	L-M-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - Caller of the load management event needs to understand the message is properly received by the  intended devices.
A - Receipt of these messages need to completed in a reasonable time but are not critical.

	Vol_load_shed_reqst
	cmd
	 
	X
	LMS or DSM sends notification of voluntary load shed opportunity to Meter, IHD, Cust EMS..
	device ID, command code, duration of event
	13, 15/16, 18
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them.
A - Receipt of these messages need to completed in a reasonable time.

	Vol_load_shed_reqst_brdcst
	cmd
	 
	X
	LMS or DSM sends notification of voluntary load shed opportunity to a large group of meters, IHD, Cust EMS.
	command code, duration of event
	13, 15/16, 18
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them.
A - Receipt of these messages need to completed in a reasonable time.

	Vol_load_shed_reqst_mltcst
	cmd
	 
	X
	LMS or DSM sends notification of voluntary load shed opportunity to a specific group of meters, IHD, Cust EMS.
	group ID, command code, duration of event
	13, 15/16, 18
	L-H-M
	C - none to minimal harm to customer or organization for access to/disclosure of payload data;
I - These messages need to be properly attributed to the Energy Service Provider that sent them.
A - Receipt of these messages need to completed in a reasonable time.


�	 Payload attributes excludes comm packet fields), date-time-stamps assumed for all payloads







