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Abst ract

Smart netering deploynents in residential settings introduce the
prospects of ad-hoc depl oynment of internetworked |IPv6 custoner

preni se equi pnent (CPE). WFi access points, cable boxes and other
home devices with internet access could all be internetworked with
smart netering devices by custoners with no data networking expertise
resulting in a conplex nulti-segnment network with differing

prefixes, routing support and service di scovery needs.
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1. Introduction

The availability of energy usage information within the Hone Area
Net wor k, enabl ed through smart neter depl oynent, adds a popul ar
interconnection target for electricity custoners, service providers
and third party suppliers. These opportunities for energy usage
managenent are all assuming a home owner with no data networking
expertise can |link together a collection of standal one networks

and enabl e a consistent set of services and devi ce addressi ng nodes.
This draft starts a discussion on needed standards work to make the
depl oynent of these services a reality in an | Pv6 environnent.

2. Description

In a regulated utility environnment, utilities nust depl oy energy
savi ngs prograns accessible to all custoners. Broadband internet
access cannot be assumed since around 40% of custoners don’t have
broadband. The smart nmeter is then architected as a standal one
border gateway with a unique prefix supplied by the smart neter.

To fully enabl e depl oynment of energy savings applications onto a
vari ety of devices, ad hoc internetworking of smart neters with HAN
devi ces and exi sting networks enpl oyi ng diverse data |inks such as

| EEE 802.15.4, |EEE P1901, and WFi nust be supported. The set of

i ssues to be addressed incl ude:

0 Assignnent of /64 prefixes fromd obally Unique Address (GUA)
and Uni que Local Address (ULA) [RFC4193] prefixes avail able
to the residential network

0 Introduction of ULAs for a residence

0 ULA Del egati on and Reassi gnnent when network segnents with
differing ULAs are conbi ned

o Enabl enent of intra-network routing when CPEs within the
resi dence are interconnected

0 Extensions to nulticast DNS to extend | ocal nanme resol ution
across a nmulti-link residential network
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2.1 Assignnent of /64 prefixes from GUA and ULA prefixes

The residential network that includes multiple links will need a
mechani sm for assigning /64 prefixes for each |link fromone or nore
shorter prefixes assigned to the network. For exanple, DOCSIS 3.0
uses DHCPv6- PD [ RFC3633] to delegate a prefix to the residentia
gateway. /64 prefixes fromthis delegated prefix nust be assigned
to every link within the residential network.

Simlarly, the residential network may have a ULA prefix for |oca
traffic if the residential network does not have any GUA prefixes
(see section 2.2). /64 prefixes fromthe ULA nust be assigned to
the links in the residential network

2.2 Unique Local Addresses (ULAs)

I Pv6 offers three types of addressing prefixes: GUA ULA and

link-local. ULA prefixes are useful in the residential network
scenario for |ocal comunication when no GUA prefixes are
avail al be; e.g., when the external link to the ISP is unavail abl e

and no del egated prefixes are avail abl e.

The first requirement is that gateways in the residential network
create a ULA for use within the network rooted at the gateway and no
other ULA prefix is available.

The second requirenment is that when multiple networks are created,
then interconnected in a hone, nmultiple ULAs may be present. Wen
these networked are interconnected (by a honmeowner wi thout
networking skills), the ULAs for these network segenents should be
har noni zed without user interaction into a single set of ULAs and
notification made to hosts holding references to the previous ULAs.

2.3 Intra-network routing with multiple internet connected CPEs
As network segnents are interconnected, and CPE devi ces becone border
gat eways for new bordering network segnents, a routing protocol |ike
Rl Png needs to be supported. As noted for ULA del egation, the CPE
needs to automatically detect the need in support for inter-segnent
routing and provi de support automatically.

2.4 Extensions to nulticast DNS for sitew de name resol ution
For service discovery, two alternatives exist: user agent based
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di scovery and directory agent based di scovery described as
fol | ows:

0 User agent: Devices hold service discovery information
thensel ves and respond to discovery requests based on
matching criteria in the request. DNS Service D scovery
[ DNS-SD] resol ved over Multicast DNS [nDNS] is an
exanple of this type of solution

o Directory agent: Devices register service discovery
information with a central repository. A well known exanple of
this type of solution includes uPnP [uPnP] which uses the
Sinple Service Discovery Protocol (SSDP) [SSDP]. Note that
uPnP supports both user agent and directory agent service
di scovery met hods.

nDNS only provides link-1ocal name resolution. Use of nDNS in the
residential network requires extensions so that nDNS can use
site-local nulticast that spans nultiple hops using | P forwarding
for sitew de |ocal nane resolution

3. Future Work

The following work itens are proposed:

0 Create extensions to DHCPv6-PD to del egate prefixes across
mul tiple links

o Define precoedures for gateways to generate a ULAif required

0 Create procedures for HAN devices to join the ULA and
procedures to combi ne network segnents with different ULAs
into a single ULA

o Define nechanisns for automated provisioning and operation of
routing across nultiple links in a residential networl

0 Create extensions to nulticast DNS to support sitew de |oca
name resolution across nultiple Iinks

4. Concl usi ons
To realize deploynment requirenents of self installed, ad hoc
net wor ki ng where different segnments can be installed and
provi sioned at different tines and where various |ink technol ogies
may be used, additional features are needed in CPE

5. Security Considerations

Thi s requirenments docunment introduces no security considerations

6. | ANA Consi derations

Thi s requirements docunent introduces no | ANA consi derati ons.

7. Acknow edgnents
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