HAN Security
May 2010 F2F discussions

Goal:  (1) Agree upon a definition of the term Security in the OpenHAN document

(2) Agree upon one more Guiding Principles related to security in the HAN environment. 
1. What does security in the HAN environment mean?
· No trust on the network because things can be cloned. Just because you are communicating with a device it may not be the device that actually receives the communication.  There is no security in the HAN.
· We need to have systems in place to have some level of certainty that we are communicating to a certain device.  Just assuming the premise above shouldn’t stop you from providing security in the HAN.  What do we need to get it right?
· There is a cost element here. Define a level of security acceptable at a cost which is reasonable. 

· Could be risk to the grid which means power outages.

· Interests of the consumer and interests of the Service Provider- need a common level of understanding for the minimum level the consumer will accept versus what the Service Provider is willing to accept. There is a discrepancy between these two.

· Where is the threat assessment?  What are the requirements needed to mitigate these threats.  Within the realm of the technology what are the threats and what is the mitigation.

· Device level trust and is not binary.  There are various shades of trust. The way that the HAN is designed has to play back to this value proposition.  We have to intelligently design the system based upon the various levels of trust.
· Address some of the treat with AMI.  OpenHAN is looking for guidance from SG – Security. If there is a substantial risk that any HAN device can be a point of entry into the grid vs someone breaks into one device and affects a small number of device.  Accepting a single or local compromise is very different than know absolutely what device we are taking to.  
· Clarity on the attack approaches (i.e. attack just because they can, attack to affect the grid; attack to disrupt a neighbor’s HAN, etc.)

· Can you use a home end point to get into the utility grid control?  Need to mitigate this.  The difference between an attack coming from the home and a substation is not much.  The industry already has addressed an attack at the substation.

· May not be able to provide a complete answer to OpenHAN in the time for completing v2.0

· SG Security will do a HAN security profile which would be a plug into the OpenHAN
· Need to make recommendations in OpenHAN v2.0 and can add a fuller security recommendation in the next version.

· We are poor at guessing at what the threats will be.  We can address what the impacts of the threats e.g. what is the impact of the compromise of a portion of the AMI system. SG Security needs to do this anyway to do the security analysis. Identify the points of concern.
· Common abstract network issues, control points, 

· The security requirements should be formulated by the head end for communications toward the head in. 

· Worst case is a trusted device that acts in an unexpected way.
· The HAN gateway must act as a security barrier to the AMI
· Privacy of the individual and safety of individual

· Contain the risk to the HAN and not letting it spread outside the HAN. Don’t let the device be a pivot point.

Scope of Compromise
· Singular device within a single HAN

· Concerns

· Magnitude of associated load or energy supply
· Credential / key information

· False / misleading messages

· Humans

· Other devices

· Metrology / revenue information

· Personally Identifiable information (PII) theft

· Loss / destruction of device functionality

· Includes human safety

· Value
· Proportional to potential for personal injury / value of the device

	Utility / Service Provider
	Low

	Consumer
	Medium

	Premise owner
	Low

	Vendor
	Low

	Regulator / policy-maker
	Low


· Multiple devices within a single HAN / all devices within a single HAN

· Concerns

· Amplification of concerns for singular device

· Value

	Utility / Service Provider
	Low

	Consumer
	High

	Premise owner
	Low

	Vendor
	Low

	Regulator / policy-maker
	Low


· Multiple devices within multiple HANs (single neighborhood scale)
· Concerns

· Service availability to neighbors (i.e. xfmr fuse)

· Mayhem / public distrust

· Damage to a distribution system asset 
· Synchronistic events (e.g. resource contention)

· System stability

	Utility / Service Provider
	Medium

	Consumer
	High

	Premise owner
	Medium

	Vendor
	Low

	Regulator / policy-maker
	Low


· Large number of HANs (multiple neighborhood)
· Concerns

· Denial of service to wide areas

· Damage to a distribution system asset

· Loss of revenue

· Misuse / abuse of system

· Breach of sensitive information (e.g., PII)

· Value

	Utility / Service Provider
	High

	Consumer
	High

	Premise owner
	High

	Vendor
	High

	Regulator / policy-maker
	High


· Extension into a network beyond the HAN
· Concerns

· Compromise of command and control - Use the ESI as a router to compromise the utility command and control system (why would your AMI network have that access to the utility command and control)
· Using the end point gateway to affect denial of service to a wide area

· Route packets up stream

· Compromise of a 3rd party 

· Damage to a distribution system asset

· Loss of revenue

· Misuse / abuse of system

· Breach of sensitive information (e.g., PII, corporate sensitive information, etc.)

· Compromise of business back office systems

· Value

	Utility / Service Provider
	High

	Consumer
	High

	Premise owner
	High

	Vendor
	High

	Regulator / policy-maker
	High


2. What type or level of security should each of the following have?

a. HAN communications 
i. ESI to HAN devices - Does it depend upon the type of communication (e.g. control signals, consumer specific information, generic messaging, etc.)

ii. HAN device to HAN device

iii. Possible communications security expectations
1. End to End Message Integrity will allow an ESI to know that a message intended for a specific HAN device was not intercepted or modified in transit. Conversely, a HAN device can know that a message intended for a specific ESI was not intercepted or modified in transit. Note that there is a distinction between knowing a message was not tampered with and trusting that the sender of the message is telling the truth.

2. End to End Message Authentication will allow a device to know that a request was made from an ESI. Conversely, it allows an ESI to know that a message came from a particular device. Note that there is a distinction between knowing a message came from a particular sender and trusting that the sender of the message is telling the truth.

a. For authentications to be considered secure they must not be able to be reversed with modern computing technology in the amount of time for which they are valid. 
3. Confirmation of Message Receipt allows an ESI to know that a message intended for a specific HAN device was received. Note that there is a distinction between knowing a message was received and knowing that the message was acted upon.

b. HAN applications 

c. ESI – should the ESI provide all the security in the HAN? 
d. Utility ESI – should Utility ESI security be different than a non-Utility ESI?
e. HAN devices- should HAN devices have no security requirements not even tamper resistant packaging?

f. AMI meter 
g. Where does the maintenance/monitoring 

3. Other security considerations
a. Privacy involves using encryption or other mechanisms to help make sure only the sender and receiver of a message are able to understand the message. Information intended for public consumption does not need privacy.

i. Appropriate levels of security to protect consumer privacy must be observed by the receiving entity of measurement and monitoring data.  
b. Prevention of Eavesdropping
4. Definition of Security in OpenHAN SRS v1.915 – is this definition valid?

a. Those measures that protect and defend information and information systems by assuring their confidentiality, integrity, access controls, availability, and accountability
5. Definition of Secure Communications provided by Kirk Oatman (I’m in Control)
a. A message received by a HAN Device is considered secure when it meets these four requirements within the computational capabilities available when it is received:   
i. The receiver may prove the identity of the sender (data origin authentication); 
ii. The sender may not later claim it did not send the message (non-repudiation);  
iii. The receiver is able to ensure no part of the message was changed in transit (data integrity); 
iv. The contents of the message may not be read by an unauthorized party which may eavesdrop at any point during transmission (encryption).  
This definition does not encompass: confirmation to the sender that the receiver actually received the message; or tampering with the receiving device
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