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GUIDING PRINCIPLES


1. Secure Two-way Communication Between HAN Devices and Service Provider(s)

2. Supports Load Control Integration

3. The AMI meter provides the HAN with direct access to Consumer-specific usage data

4. Provides a Growth Platform for Future Products Which Leverage the HAN and Meter Data

5. Supports Three Types of Messaging: Public Messaging, Consumer-Specific Messaging, and Control Messaging

6. Supports End-Use Metering and other Utility Meters

7. HAN Devices Present a Unique Set of Security Considerations

8. Consumer Owns the HAN

9. The HAN Supports Smart Grid Standards and Interoperability
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1. Secure Two-way Communication Between HAN Devices and Service Provider(s)

Description

HAN devices, including AMI meters, must be capable of connecting to a communications network. By utilizing an Energy Services Interface (ESI), HAN devices and Service Provider(s) gain the ability to engage in secure two-way communications.

As such, the ESI and communications network may carry various types of data, including sensitive, confidential, and control data. Security and privacy protections are paramount; therefore appropriate levels of protection must be provided for these types of communications.  

Rationale

Fundamental HAN capabilities (e.g. real-time monitoring, dynamic pricing, demand response programs, PEV programs, etc.) are possible when a secure two-way communication path between Service Provider(s) and HAN devices is present. The ESI is the critical component that makes this secure communication possible.

2. Supports Load Control Integration

Description

Load control is the concept of load being managed (e.g. deferred, eliminated, cycled, reduced, etc.). A load control device (e.g. PCT, Smart Appliance, pool pump controller, EMS, etc.) has the capability to reduce the peak power consumption of the equipment under its control. These devices within the Consumer’s premises can be used to reduce load through direct and indirect control.  Control signal execution should not in anyway compromise safety systems built into HAN Devices or compromise the ability of the HAN Device to complete the task previously initiated. 

Rationale

A capability to interface and integrate with load control systems improves the operational efficiency of the electrical distribution system, and as such, it is critical that this capability be enabled within the HAN. This also enables the Service Provider to offer various programs that help consumers adjust their energy usage based on events external to the consumer (such as grid demand stress or generation failure). Enabling load control integration via the HAN will provide consumers with more choices with respect to energy management and energy management services.

3. The AMI meter provides the HAN with direct access to Consumer-specific usage data

Description

The AMI meter provides the HAN with access to Consumer-specific usage data (e.g. instantaneous usage, interval usage, volts, Amps, VAr, Power Factor, etc.) which enables a new class of energy services and products.  

Rationale

One of the main requirements for energy management and conservation is a better informed Consumer.  By providing Consumers with more timely and detailed usage information, Consumers will be able to make informed choices about when and how they consume energy. Applications may use the usage data to automatically optimize premises consumption (e.g. EMS, PEV programs, pool pump, PCT, etc.). With direct access to usage data, Consumers need not wait until the end of the month to get an indication of how their bill is affected by their choices in energy consumption.  Since the energy usage from the AMI meter is recorded in shorter time intervals, the Consumer can more readily observe the impact of changing energy usage patterns. 
4. Provides a Growth Platform for Future Products Which Leverage the HAN and Meter Data

Description

A growth platform is typically an opportunity identified as providing value to consumers and thereby providing business opportunities.  The HAN is an example of a strategic growth platform. Strategic growth platforms are longer term initiatives where the initiative and results span years.  While AMI enables the Utility to exchange information with a HAN via the Utility ESI, the growth platform is not limited to the Utility, but extends to any organization that wants to develop products or services leveraging the HAN and meter data. 

Rationale

The HAN environment enables a new class of energy services and products and is expected to support many innovative applications and devices, including the next generation of applications (e.g. DER, PEV programs, Smart Appliances, EMS, other energy applications, etc.) as the technology, information, and communication capabilities of the HAN mature.  By supporting open standards (see Principle 9), it is expected that many Service Providers and vendors will be able to expand the capabilities of the HAN by developing innovative products for this emergent HAN market.

5. Supports Three Types of Messaging: Public Messaging, Consumer-Specific Messaging, and Control Messaging

Description

To support the anticipated growth in the HAN market, the system must provide for various types of messaging.  These message types may include public, consumer-specific, and control messaging.  Public messaging is the communication of material which is publicly available and of general interest to all or a large identifiable subset of consumers. Consumer-specific messaging is information which is specific to a consumer.  Contents of these types of messages might include. usage, pricing, billing, load control,  etc.. Control Messaging signals are used to support applications such as load-reduction, demand response, load limiting, etc. (see Principle 2).  

Rationale

Each message type is required to support the HAN as a growth platform (see Principle 4).  Each message type warrants individual security and privacy analysis and treatment. Consumer-specific information messaging implies a level of privacy and additional privacy measures and methods are warranted.  Demand Response messaging for load control is a special use of the system and as such, requires robust handling methods.  This capability expectation is based on Service Provider accountability for reliable and secure delivery of the control signal.  

6. Supports End-Use Metering and other Utility Meters

Description

End-use metering is when an additional meter may be installed in the premises to record DER production or to measure discrete loads (e.g. PEV, etc.). DER systems are small-scale power generation technologies used to provide an alternative to or an enhancement of the traditional electric power system.  

Additionally, the OpenHAN architecture does not presume use of only electric meters.  The Utility ESI may also communicate with gas and water meters and transmit their data through the HAN (e.g., to an IHD) or through a backhaul network (e.g. AMI network, internet, etc.) for transfer to an appropriate entity (e.g., an electric utility could gather water meter information and pass that information to the water utility).  

Rationale

The ability to support communication to multiple HAN Devices provides greater value to the Consumer and Service Provider by facilitating automation and reducing redundancy in the systems required to capture metering information. As more homes and business become “green” it is anticipated that the HAN will need to support DER sources such as solar panels, small wind turbines, or PEVs that may discharge energy back into the grid.  In addition, non-revenue grade metering of end-use devices can provide consumers with additional information on the energy and cost associated with end-uses such as individual circuits, appliances, or plug loads.

7. Supports Distributed Energy Generation -Add additional language about DER functionality, safety, dispatching, .- Erich G.
8. HAN Devices Present a Unique Set of Security Considerations

Description

Any device on the HAN may be tampered with at any time. Short of physical inspection, it may be impossible to determine whether tampering of a HAN device has occurred. Once an attacker has physical access to a device and a (basically) infinite amount of time to modify the device, that device and its communication with other devices on the HAN may be compromised
Rationale

Lack of physical security for HAN devices has implications regarding what can be expected from the HAN network. From a security perspective, it is important to assume the HAN environment is hostile to other devices and any system accepting data from that device and make requirement, design and policy decisions accordingly. The appropriate level of security should be applied to mitigate the risk.
9. Consumer Owns the HAN

Description

The Consumer owns and controls the HAN and its data within their premises.  For various reasons and under designated conditions, the Consumer may cede control of specific HAN devices and functions in accordance with a Service Provider's program In order for a Service Provider to manage  the Consumer’s Registered HAN device is for the Consumer to enroll a HAN Device in that a Service Provider’s program.

Rationale

The Utility owns the AMI meter and the Utility ESI.  The Utility ESI provides the HAN direct access to AMI meter data. Service Providers and vendors may offer Consumers innovative applications, programs, and devices which utilize the HAN and the AMI meter data. However, the Consumer decides which applications, products, information, programs, devices, etc. are best suited to meet the Consumer’s energy goals and needs. 

10. The HAN Supports Open Standards and Interoperability

Description

From the IEEE P1003.0 Committee:

"An open system is: A system that implements sufficient open specifications for interfaces, services, and supporting formats to enable properly engineered applications software to be ported across a wide range of systems with minimal changes, to interoperate with other applications on local and remote systems, and to interact with users in a style which facilitates user portability.” 
Key elements of this definition are the terms, “open specification” and “interoperate”, which are defined as follows:
Open specification: “A public specification that is maintained by an open, public consensus process to accommodate new technology over time and that is consistent with standards.”
Interoperability: The capability of two or more networks, systems, devices, applications, or components to directly exchange and readily use information—securely, effectively, and with little or no inconvenience to the user.
 

Rationale

The use of open standards are key to accessibility, availability, innovation, and wide-spread adoption.  Standards provide for (1) cyber security that protects systems and data, (2) interoperable components that protect investments in technology and enable growth in the HAN ecosystem, (3) competition among consumer products companies, which drives down costs while increasing choices for Consumers, (4) reduced maintenance and support costs caused by proprietary solutions, and (5) a common understanding of information exchange. 
� Recovery Act Financial Assistance, Funding Opportunity Announcement. U. S. Department of Energy, Office of Electricity Delivery and Energy Reliability, Smart Grid Investment Grant Program Funding Opportunity Number: DE-FOA-0000058.  
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