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Definitions

Certification – is an official act of approving a product by a legally constituted entity. It may be a legal requirement. (ISO9000)

Validation - the act of validating; finding or testing the truth of something
Conformance (testing) - is testing to determine whether a system meets some specified standard
Interoperability -the ability of two or more systems or components to exchange information and to use the information that has been exchanged.[1
Accreditation – validation of certification process and/or a certification laboratory (ISO9000)

Abstract test case – the description of test required that is technology agnostic

Test procedure - A document providing detailed instructions for the execution of one or more test cases.
Test plan - a document that describes the objectives, scope, approach, and focus of a testing effort.
Test Suites - less commonly known as a validation suite, is a collection of test cases that are intended to be used to test an entity to show that it has some specified set of behaviours. A test suite often contains detailed instructions or goals for each collection of test cases and information on the system configuration to be used during testing. A group of test cases may also contain prerequisite states or steps, and descriptions of the following tests.

Test specification – document containing test plan and test procedure

1 Overview
1.1  Introduction
This document describes the Guiding Principles for the Edge Conformance Task Group of OpenSG.  The target audience includes Utilities, Vendors and Industry.

1.2  Scope

The Edge Conformance Task Group will:

· define certification Policy and Procedure for devices operating within the HAN, i.e. devices from the ESI into the premises only
· collate Use cases from OpenHAN, OpenADE and OpenADR
· collate Network Interoperability requirements from Communications Group
· define abstract tests based on Use cases and other requirements
· define certification test requirements (testability, repeatability, coverage etc)
· define interoperability certification requirements for equipment operating on the same network
· define interoperability certification requirements for equipment operating on different networks within the HAN
It will not: 

·  preclude any specific relevant standard
· define detailed test plans, test specifications and test cases
1.3  Organizational Interfaces
It is the intention of this group to work with other organisations to reduce duplication of effort and leverage other activities and expertise. The Open SG Edge Conformity Task Group will interface with the following organisations such as:

· NIST
· SGIP TCC
· Zigbee Alliance
· Homeplug Alliance
· Wi-Fi Alliance
Formal liaisons will be established as required. This will dependent on level of accreditation.  It may also be dependent on use of a logo.

Requirements and contributions from Utilities, Vendors and others will be captured through the contributors’ participation in OpenSG.

1.4  Task Group Goals

To define:

· define certification Policy and Procedure for devices operating within the HAN, i.e. devices from the ESI into the premises only
· collate Use cases from OpenHAN, OpenADE and OpenADR
· collate Network Interoperability requirements from Communications Group
· define abstract tests based on Use cases and other requirements
· define certification test requirements (testability, repeatability, coverage etc)
· define interoperability certification requirements for equipment operating on the same network
· define interoperability certification requirements for equipment operating on different networks within the HAN
2  Guiding Principles (GP)
2.1  General
The Edge Conformance Task Group shall define Policy, Process and Procedures required to implement testing and certification programs.

Next, SE 2.0 being a communication technology, some very basic assumptions are also required.  These assumptions are derived from testing and certification experiences of communication protocol stacks, and are described in Figure 21, Best Practice Structure.

Furthermore, there are additional requirements that add to the evaluation and framework discussion and further reinforce the former two requirements.  These are described in Figure 22 Deployment Requirements.

Lastly, the importance of accumulated experience of testing institutions is recognized.  These points relate to robustness of SE technology in a multi-protocol and multi-physical/communication media environment.  They are in particular: coexistence with interferers, interoperability at application layers but with various physical layers and interconnections thereof, and enforcement of standards based interoperability. 

2.1.1 Open standards based 
A public specification that is maintained by an open, public consensus process to accommodate new technology over time and that is consistent with standards.  Open standards lower total cost of ownership and provide an open platform that encourages innovation. 

2.1.2 Robust and comprehensive certification process  
Robust certification processes are needed to guarantee a seamless user experience that minimizes support calls and builds consumer confidence in the maturity of the HAN concept. 

2.1.3 Clean, layered architecture 
Adherence to industry best practices for software and systems development is a guiding principle.  Specifically, the system designs will follow a clean, layered OSI architecture model.  This allows standardization of the higher levels of the stack to provide modularity and use of multiple transport layers. 

2.1.4 Focus on the application programming interfaces and not specific applications 
Identifying the interfaces between applications and the core information sets available provides a minimum set of attributes to enable the required functionality.  This enables a platform for innovation upon which a wide range of applications can be designed and built to suit users’ requirements and preferences while maintaining adherence to the open standard. 

2.2  Product Certification
2.2.1  Best Practice Structure (BPS)
Figure 2-1 
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ion under each Test Suite.   
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In Figure 2-1, each Test Suite is supported by a well defined set of documents and system requirements.  

The Smart Grid communication infrastructure can be described by the OSI-7 layer model, but with added description of multiple domains of network (EDGE and AMI).  Conformance tests evaluate a unit or system under test for its adherence to a specification, whereas an interoperability test verifies the ability of a device to intercommunicate within its domain with peer layers of the OSI-stack.  Lastly, the performance tests evaluate a unit or system under test for its fitness of use in deployment scenarios under business requirements.
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The following diagram shows an example certification scheme as proposed for Zigbee Alliance Smart Energy Profile 2.0.  The Certification Test Cases has been divided in 4 main sets: IEEE 802.15.4-2006, Stack, Platform and Device Type Certification. Figure 2-3 Zigbee SE2.0 Certification Scheme shows the coverage of each set of tests.
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2.2.2  Deployment Requirements
Figure 24 Deployment Requirements shows the installation requirements for scalable adoption.

 P1 shows the situation where the utility supplies and deploys a device to the consumer’s premises.  In this case, the Utility has complete control of the installation and provisioning of the equipment.

P2 shows the situation where the Utility provides the device to the consumer, but the consumer installs and initiates commissioning.

P3 shows a case where the consumer buys the device, but installation and commissioning requires technician skill levels.

P4 shows the case, where the consumer buys and installs the device and initiates commissioning.  This is the most challenging scenario and encompasses P1, P2 and P3. If the criteria can be met to make P4 a practical scenario, then P1, P2 and P3 can be achieved.
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2.2.3  Testing Policy (TP)
The following statements describes the foundation of the testing program to establish rapidly maturing interoperable products and interfaces between products based on designated specifications relevant to the Edge.

2.2.3.1 Coexistence
A mass, scalable deployment of communication technology requires “robustness”, and in particular, coexistence with other technologies already in the field.  These technologies may be wireline, such as DSL, or non-standard PLC technologies to wireless, such as Bluetooth and Wi-Fi.  Many times, the newer of installed technologies may or may not have impacted the legacy device; however, with SE 2.0, wireline and wireless technologies may have mutual interference effects that need to be mitigated for successful deployment. 

2.2.3.2 Interoperability
Certified products should interoperate at all layers.  For mature technologies with proven certification programs, adoption should be straightforward. In recognition of various physical communication and protocol layers (OSI layers 1-4) that may be deployed at any time by the adopters of SEP, applications need to interoperate independent of the physical, MAC, link, and transport layer selection.

2.2.3.3 Standardization Efforts
Industry, nation and worldwide efforts are underway to define specifications not only of technology but of interoperability itself.  As such the Edge device testing and certification program shall continually monitor these standard developments (such as IEEE-SA P2030) and maintain compatibility with specified standards.

2.2.3.4 Security
Security is a cross cutting issue.  Testing policy will be determined by Conformity Working Group and adopted by Edge Conformity Task group.
2.3  Software Interface Certification

ADE is an example of an environment for which testing and certification is PHY layer independent.  ADE defines an object model and communications interface including authorisation and authentication.  However, ADE is transport layer independent.  In this case, the Edge Conformity Group can make assumptions about lower layer operation:  ADE will use a TCP/IP based protocol, which we can assume to be beyond the scope of this group’s remit
To be completed…

3 What is the Edge?
Within the context of the Edge Conformity Task Group, the “edge” describes the edge interface at which the Utility no longer has complete control of connected equipment and communications.
3.1  OpenADE

The OpenADE SRS includes the following diagrams, which help identify the Edge of the Utility Network:
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3‑1 OpenADE component diagram showing the actors and components.
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3‑2 OpenADE Stakeholders Overview
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3‑3 Overview of Business Process Flows
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3‑4 Overview diagram of Logical Components
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