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Disclaimer

This document is work in progress. It is anticipated that there will be updates resulting from further work within OpenSG and the work of the SGIP Test and Certification committee.
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1. Introduction
1.1. Purpose
The purpose of this document is to define the context, test methodologies and test cases for products claiming compliance with OpenHAN which can then be used as a basis for creating a comprehensive Conformance and Interoperability test program.[image: image3.png]OpensSG

users group.




1.2. Scope
This document describes the Abstract Test Cases for OpenHAN.  It summarises the Methodology and Context  for the product / device / implementation under test and provides the Proforma background information including PICS, PIXIT etc ...
1.3. Acronyms and Abbreviations
1.3.1. Testing Methodology

See R2 for full definition and context w.r.t. Test Method

ASP: Abstract Service Primitive

IUT: Implementation Under Test

PCO: Point of Control and Observation

PDU: Protocol Data Unit
PICS: Protocol implementation comformance statement
PIXIT: Protocol Implementation Extra Information for Testing
SUT: System Under Test

UT: Upper Tester, behaves as a User of the Implementation Under Test
1.4. Terminology
Device: A device is a product which incorporates hardware, typically including communications hardware which is included as part of the compliant portion. A device will usually be deployed at the edge of the utility network.  

System: Part or whole instance of product functionality, usually associated with software portion of product
Product: Hardware and/or software implementation to be tested for compliance / interoperability 
Module: Hardware and software implementation that incorporates a compliant portion
1.5. Other Considerations and References
[R1] UCAIug Home Area Network System Requirements Specification Version 2.0 – August 30, 2010
[R2] X291 OSI Conformance Testing Methodology and Framework for Protocol Recommendations for ITU-T Applications – Abstract Test Suite Specification available from:

http://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.291-199504-I!!PDF-E&type=items
2. Pre-requisites
2.1. Implementation Under Test
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· Consistent OpenADR,OpenADE,AMI-Ent, SE 2.0 semantics 

based on IEC CIM

· Different Service Interfaces based on 

OpenADR,OpenADE,AMI-Ent, SE 2.0

Figure 1 shows an Overview of the System Components to be considered.  The service interfaces are shown as
[image: image2].  Note that HAN devices also include a service interface.  In the case for OpenHAN, the Implementation Under Test will implement functionality as shown in the Residential Customer domain.

Figure 1: System Component Overview

2.2. HAN Device Functionality 
The OpenHAN SRS v2.0 identifies Logical HAN device types as shown in Table 1.  The functionality for each logical device type (optional and mandatory features) is described in Section 3 of R1 OpenHAN SRS V2.0 and summarized in the ICS proformas in 3
	
	Logical Device
	Primary Functionality

	1
	Energy Services Interface (ESI)
	Network Control and Coordination

	2
	Utility ESI
	Network Control and Coordination

	3
	Programmable Communicating Thermostat (PCT)
	HVAC Control

	4
	In-Home Display (IHD)
	Display of Energy Information 

	5
	Energy Management System (EMS)
	Controlling end-device energy

	6
	Load Control
	Resource Control

	7
	AMI meter
	Energy Measurement 

	8
	HAN Non-Electric Meter
	Resource Measurement 

	9
	Smart Appliance
	Intelligent Response 

	10
	Electric Vehicle Supply Equipment (EVSE)
	Charging a PEV

	11
	Plug-in Electric Vehicle (PEV)
	Electric transportation

	12
	End-Use Measurement Device (EUMD)
	Metering of an end-device load


Table 1: Logical HAN Device Types
3. Implementation Conformance Statements
3.1. Abbreviations and special symbols

Notations for requirement status:

M
Mandatory

O
Optional

O.n
Optional, but support of at least one of the group of options labeled O.n is required

N/A
Not applicable

X
Prohibited

Item Number: Status
Status is conditional on support of item number
3.2. ICS Proformas - Applications
This section defines the proformas for the Implementation Conformance Statements for the Applications Requirements.
3.2.1. Logical Device Type
	Item number
	Item description
	 Reference
	Status
	Support Y/N

	LDT1
	Is this device capable of acting as an Energy Services Interface (ESI)?
	R1.Table1:1
	O.1
	

	LDT2
	Is this device capable of acting as a Utility ESI?
	R1.Table1:2
	O.1
	

	LDT3
	Is this device capable of acting as Programmable Communicating Thermostat?
	R1.Table1:3
	O.1
	

	LDT4
	Is this device capable of acting as an In-Home Display?
	R1 Table1:4
	O.1
	

	LDT5
	Is this device capable of acting as Energy Management System?
	R1 Table1:5
	O.1
	

	LDT6
	Does this device support Load Control Functionality?
	R1 Table1:6
	O.1
	

	LDT7
	Is this device capable of acting as AMI Meter ?
	R1 Table1:7
	O.1
	

	LDT8
	Is this device capable of acting as a HAN non-electric meter?
	R1 Table1:8
	O.1
	

	LDT9
	Is this device capable of acting as a Smart Appliance?
	R1 Table1:9
	O.1
	

	LDT10
	Is this device capable of acting as Electric Vehicle Supply Equipment (EVSE) ?
	R1 Table1:10
	O.1
	

	LDT11
	Does this device behave as Plug-in Electric Vehicle (PEV)
	R1 Table1:11
	O.1
	

	LDT12
	Is this device capable of acting as an End-Use Measurement Device (EUMD)
	R1 Table1:12
	O.1
	


Table 3: Logical Device Type
3.2.2. Application Control

	Item number
	Item description
	 Reference
	Status
	Support Y/N

	AC1
	HAN device shall accept control signals from one or more authorized parties
	R1.Table3:1
	LDT1:N/A

LDT2:N/A
LDT3:M

LDT4:N/A

LDT5:M

LDT6:M

LDT7:N/A

LDT8:N/A

LDT9:M

LDT10:M

LDT11:M

LDT12:N/A
	

	AC2
	HAN device shall limit or reduce energy consumption in response to control signal receipt
	R1,Table3:2
	LDT1:N/A

LDT2:N/A

LDT3:M

LDT4:N/A

LDT5:M

LDT6:M

LDT7:N/A

LDT8:N/A

LDT9:M

LDT10:M

LDT11:M

LDT12:N/A
	

	AC3
	HAN device shall resume previous operational state (as appropriate) following receipt of Control Signal that cancels, expires or overrides a previous Control Signal in effect 
	R1,Table3:3
	LDT1:N/A

LDT2:N/A

LDT3:M

LDT4:N/A

LDT5:M

LDT6:M

LDT7:N/A

LDT8:N/A

LDT9:M

LDT10:M

LDT11:M

LDT12:N/A
	

	AC4
	HAN device shall acknowledge receipt of Control Signal when requested
	R1,Table3:4
	LDT1:N/A

LDT2:N/A

LDT3:M

LDT4:N/A

LDT5:M

LDT6:M

LDT7:N/A

LDT8:N/A

LDT9:M

LDT10:M

LDT11:M

LDT12:N/A
	

	AC5
	HAN device shall acknowledge execution of Control 
	R1,Table3:5
	LDT1:N/A

LDT2:N/A

LDT3:M

LDT4:N/A

LDT5:M

LDT6:M

LDT7:N/A

LDT8:N/A

LDT9:M

LDT10:M

LDT11:M

LDT12:N/A
	

	AC6
	HAN device shall acknowledge execution failure of Control Signal (i.e. exceptions)
	R1,Table3:6
	LDT1:N/A

LDT2:N/A

LDT3:M

LDT4:N/A

LDT5:M

LDT6:M

LDT7:N/A

LDT8:N/A

LDT9:M

LDT10:M

LDT11:M

LDT12:N/A
	

	AC7
	HAN device shall communicate any consumer or device-initiated overrides or delays in response 
	R1, Table3:7
	LDT1:N/A

LDT2:N/A

LDT3:M

LDT4:N/A

LDT5:M

LDT6:M

LDT7:N/A

LDT8:N/A

LDT9:M

LDT10:M

LDT11:M

LDT12:N/A
	

	AC8
	HAN device shall implement its response to a control signal at a specific future time as set forth in the control signal
	R1 Table 3:8
	LDT1:N/A

LDT2:N/A

LDT3:M

LDT4:N/A

LDT5:M

LDT6:0

LDT7:N/A

LDT8:N/A

LDT9:0

LDT10:M

LDT11:M

LDT12:N/A
	

	AC9
	HAN device shall resume previous operational state (as appropriate) following expiration of a control signal
	R1 Table 3:9
	LDT1:N/A

LDT2:N/A

LDT3:M

LDT4:N/A

LDT5:M

LDT6:0

LDT7:N/A

LDT8:N/A

LDT9:0

LDT10:M

LDT11:M

LDT12:N/A
	

	AC10
	HAN device shall support randomization of scheduled control signal start ad stop times to prevent unnecessary stress on the electric grid
	R1 Table 3:10
	LDT1:N/A

LDT2:N/A

LDT3:M

LDT4:N/A

LDT5:M

LDT6:0

LDT7:N/A

LDT8:N/A

LDT9:0

LDT10:M

LDT11:M

LDT12:N/A
	


3.2.3. Application Measurement and Monitoring

[Note: Insert tables here for Measurement and Monitoring Requirements]

3.2.4. Application Processing

[Note: Insert tables here for Processing Requirements]
3.2.5. Application Human-Machine Interface

[Note: Insert tables here for HMI Requirements]

3.3. ICS Proformas – Communications Requirements
3.3.1. Communications Interface Support

	Item number
	Item description
	 Reference
	Status
	Support

Y/N

	CIF1
	Does this device include 802.15.4 /ZIP Interface?
	tbc
	O.1
	

	CIF2
	Does this device include an 802.11/Wi-Fi Interface?
	tbc
	O.1
	

	CIF3
	Does this device include a HomePlug interface?
	tbc
	O.1
	

	CIFS4
	Others?
	tbc
	O.1
	


Table 3: Communications Interfaces

3.3.2. Commissioning

[Note: Insert tables here for Communications Options]
3.3.3. Control

[Note: Insert tables here for Communications Options]

3.4. ICS Proformas – Security Requirements

3.4.1. Access

[Note: Insert table here for Security Access Options]
3.4.2. Integrity

[Note: Insert table here for Security Integrity Options]
3.4.3. Accountability

[Note: Insert table here for Security Accountability Options]
3.4.4. Registration
[Note: Insert table here for Security Registration Options]
3.4.5. Enrollment
[Note: Insert table here for Security Enrollment Options]
3.5. ICS Proformas – Performance Requirements

[Note: Insert table here for Performance Options]
3.6. ICS Proformas – Operations, Maintenance and Logistics Requirements

[Note: Insert table here for OML Options]
4. Test Methodology

4.1. Example for U-Snap Load Control module

The following diagram shows the test methodology where the Implementation Under Test is a USNAP module that incorporates Load Control Functionality with SEP2.0 and a Wi-Fi/802.11 compatible radio.
4.1.1. Justification

The test methodology chosen is the Local Test Method. The Local Test Method is used because:
i) The upper service boundary of the IUT is a standardized hardware interface that can be used for the Testing purpose. (see R2, 11.3.2. c)
ii) The specification of the hardware upper interface of the IUT (i.e. the USNAP interface) fully defines the mapping between the relevant ASP and PDUs and the realization of the interface. (see R2, 11.3.2. d)
iii) The Upper Tester can be completed located within the Test System (see R2, 11.3.2. e)

4.1.2. Description

· The X-Service-Provider is the 802.11 Radio Interface.
· X-Service-Provider acts as PCO (observation using Wireshark or similar)

· The X-ASPs are actually Physical Layer PDUs – see R2 I.2 a) and b)

· The lower tester is part of the test harness and implements an 802.11 wireless interface, a method of generating frames to be transmitted and receiving and processing frames as part of the Test Control Program coordination.
· P1 -Pn PDUs are the data frames transmitted over air in 802.11 frames (P1).  P1- Pn layers include 802.11 PHY and MAC, IPv6, UDP, http, XML.
4.2. Example for In Home Display - Conformance Testing
Figure 3 shows the test methodology where the Implementation Under Test is an In Home Display (IHD) with ZigBee SEP2.0 implementation and a single Communications interface supporting 802.15.4 / ZigBee ZIP. 

4.2.1. Justification

The test methodology chosen is the Distributed Test Method (R2 11.3.3). The Distributed Test Method is used because:

i) The upper service boundary of the IUT is a human user interface that is used for the Testing purpose. (see R2, 11.3.3. c)  No requirements are placed on the realization of the interface in SUT.
ii) Because the upper interface of IUT is a human user interface, the human operator of the SUT fulfills all/some of the requirements of the TCP (see R2, 11.3.3. g)
4.2.2. Description
The test system implements a test harness in which:
· The X-Service interface is implemented as 802.15.4-2006 operating at 2.4GHz (Channel Page 0)

· The Lower Tester (LT) is included as a component of the test harness and incorporates an ESI emulation comprising

· 802.15.4 PHY and MAC, Zigbee IP, etc
· P1 to Pn PDUs are sent in 802.15.4 data frames transmitted between IUT and Lower Tester.  P1 == 802.15.4 PHY frames, Pn compresies 802.15.4 frames, 6loWpan, ZIP, UDP, http, XML
· The Upper Tester is a human Test System Operator interacting with keypad / display device
· The Y-Abstract Service Primitive (ASP) interface comprises the IHD display device and push buttons

· The Test Coordination Procedure, TCP, comprises an automated test program as part of the Test System, with a HMI to allow the Test System Operator to control the test procedure and observe the results.
4.3. Example for EMS with multiple physical interfaces
The following diagram shows the test methodology for interoperability testing where the Implementation Under Test is an EMS with Wi-Fi and 802.15.4 Physical layer interfaces.  In this case the EMS will be required to communicate with multiple HAN devices concurrently using multiple physical interfaces.
4.3.1. Justification

The test methodology chosen is a General Model for Multi Party Testing. This Test Method is used because:


i) The IUT is required to communicate with multiple other real devices on multiple communications interfaces.

4.3.2. Description

The test system implements a test harness in which:

· 1st X-Service interface is implemented as 802.15.4-2006 operating at 2.4GHz (Channel 0)
· 2nd X-Service Interface is implemented as 802.11 Radio Interface

· X-Services PCO Observation is achieved using Wireshark or similar

· Lower Testers 1 and 2 emulate HAN network devices, e.g. Load Control Devices.
· Upper Testers 1 and 2 emulate Control Functions e.g. Utility signals / 3rd Party service provider signals

5. Abstract Test Cases

5.1. Application
5.1.1. Application Control

[Note: Insert test cases for Application Control Requirements as defined in 3.2.2]

5.1.2. Application Measurement and Monitoring

[Note: Insert test cases for Measurement and Monitoring Requirements]

5.1.3. Application Processing

[Note: Insert test cases for Processing Requirements]

5.1.4. Application Human-Machine Interface

[Note: Insert test cases for HMI Requirements]
5.2. Communications 

[Note: Insert test cases for Communications Requirements]

5.3. Security

[Note: Insert test cases for Security Requirements]
5.4. Performance

[Note: Insert test cases for Communications Requirements]
5.5. Operations, Maintenance and Logistics 

[Note: Insert test cases for OML Requirements]
policy
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Figure � SEQ Figure \* ARABIC �3�: ZigBee SEP2.0/802.15.4 In Home Display
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Figure � SEQ Figure \* ARABIC �4� EMS
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