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Purpose
The purpose of the Smart Grid Security Testing Council is to organize key Smart Grid stakeholders to develop and manage the following key deliverables:

· Smart Grid Security Certification – a repeatable testing method used to score the security protections of a Smart Grid product or system.
· Smart Grid Security Assessor Certification – a process used to certify individuals to assess products and systems under the Smart Grid Security Certification testing method.
Scope

The goal of the Smart Grid Security Certification is to ensure:

· Security tests are conducted thoroughly

· Security tests are performed by independent agents

· Security tests comply with laws and regulations

· Security testing results are measurable

· Security testing is consistent and repeatable

· Acceptable security scores are achieved in Smart Grid products and applications
The Council will seek to leverage existing work available throughout the information security and electric power system industries.

Out of Scope

Certification of a Smart Grid asset or system by a Certified Smart Grid Security Assessor is not an indication that a system is secure from all possible threats, but that an asset or system has been found to implement thorough and reasonable controls. It is not in the purview of this group to provide an assessment of an asset or system’s risk for a given organization.
Organizational Structure

The initial organization structure is expected to consist of a Smart Grid Security Testing Council Working Group (OpenSG Security Conformity), Smart Grid Applications Certification Task Force and Smart Grid Security Assessors Certification Task Force to facilitate the development and harmonization of the key deliverables.
