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1.0 Purpose

The purpose of the Smart Grid Security Testing Council is to organize key Smart Grid stakeholders, consisting of utilities, vendors, regulators and other interested parties, to develop and manage the following key deliverables:

· Smart Grid Security Certification Process – a repeatable testing guideline used to score the information security protections of a Smart Grid vendor product and services. A product and service may consist of a single component or a set of components that comprise a system.
· Smart Grid Security Assessor Certification – a guideline used to certify 
organizations to assess products and systems under the Smart Grid Security Certification testing method.
2.0 Scope

The overall scope of the Smart Grid Security Testing Council is to organize the effort for developing a Smart Grid Security Certification guideline and Smart Grid Security Assessor Certification guideline (refer to Organizational Structure below). The certification guideline describes a is considered an on-going process that demonstrates the information security maturity of a vendor product and service over time.
2.1 Certification Scope

The goal of the Smart Grid Security Certification is to ensure:

· Security tests are conducted thoroughly

· Security tests are performed by independent agents not affiliated with either the product being tested or the entity requesting the test

· Security tests comply with laws and regulations

· Security tests provide sufficient coverage

· Security testing results are verifiable by measurement or analysis
· Security testing is consistent and repeatable

· Acceptable security scores are achieved in Smart Grid products and applications

The goal of the Smart Grid Security Assessor Certification is to ensure:

· Security testing organizations have received appropriate training, education and experience
 as defined by the OpenSG.
· Security testing organizations have signed and understand a Statement of Ethics 
 as defined by the OpenSG
· Certification Testing is conducted thoroughly in an ethical manner
 as defined by the OpenSG
· Testing results and current status of security tests is properly maintained

The Council will seek to leverage existing work and services available throughout the information security and electric power system industries.

2.2 Out of Scope

Certification of a Smart Grid asset or system by a Certified Smart Grid Security Assessor is not an indication that a system is secure from all possible threats, but that an asset or system has been found to implement thorough and reasonable controls
. It is not in the purview of this group to provide an assessment of an asset or system’s risk for a given organization.
3.0 Organizational Structure

The initial organization structure is expected to consist of a Smart Grid Security Testing Council Working Group (OpenSG Security Conformity), Smart Grid Certification Process Task Force and Smart Grid Security Assessors Certification Task Force to facilitate the development and harmonization of the key deliverables. Membership will consist of utilities, vendors, laboratories, regulators and interested parties.
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Smart Grid Security Testing Council (SGSTC) Working Group – Will provide direction and oversight for the overall program and facilitate the activities of the Smart Grid Certification Process Task Force and Smart Grid Security Assessors Certification Task Force. The SGTC will serve as an adjudicator for organizations that choose to participate in the SGTC.

Smart Grid Certification Process Task Force – Will produce a Smart Grid Certification Process by identifying certification standards, defining the requirements and developing the certification process steps.

Smart Grid Security Assessors Certification Task Force – Will produce a certification process for assessors based on requirements and standards chosen by the task force.
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�This document needs to state clearly who is the user of the guideline. The list of those on the council cannot be the users because the list is all inclusive.


�Certification is the responsibility of a company, these are not personal services contracts.


�“thoroughly” is unbounded. Furthermore, certification is designed to verify that approved predefined tests are properly executed and produce the expected results.


�This is absolutely not true. The system is owned by the vendor for unit, FAT and SAT until it is turned over to the utility. Then, it may be maintained by the OEM or someone else including the utility.


�Same problem as DKH3.


�In order to determine if a security score is acceptable, you have to have a well-defined security program, which is the responsibility of the certifying agency. It is not the possible to do this in a guideline.


�This is also the responsibility of the certifying agency and should not be a requirement of the guideline.


�This is also the responsibility of the certifying agency and should not be a requirement of the guideline.


�This is also the responsibility of the certifying agency and should not be a requirement of the guideline.


�What does this mean? Are you referring to properly protecting the data from disclosure?


�Delete this sentence. It implies that this guideline will be a “one size fits all” specification.


�Absolutely not true. Certification only verifies that test were performed in accordance with approved procedures and produced the expected results.


�Delete this sentence. One size does not fit all. This should be a local responsibility. The legal implications are serious. Therefore, the SCTG should not accept this responsibility and liabilities.


�Only as a guideline is this acceptable. Otherwise, the concrete steps are up to the certifying agency.


�Only as a guideline is this acceptable. Otherwise, the concrete steps are up to the certifying agency.





