SG Security Conformity Task Group – Meeting Minutes


SG Security Conformity Task Group Meeting Date: January 22, 2010
Chair:  Bobby Brown (bobby@enernex.com) 
Vice-Chair: Sandy Bacik (sandy.bacik@enernex.com) 
Secretary: <need volunteer>

Overview:

· The SG Security Conformity Task Group reports into Open SG Conformity Working Group and not to the OpenSG Security (UtiliSec) group

· Joining the list server:  http://smartgridlistserv.org/cgi/wa.exe?A0=OPENSG-SGCONFORM-SEC
· Listserv address: OPENSG-SGCONFORM-SEC@SMARTGRIDLISTSERV.ORG
· Sharepoint site:  http://osgug.ucaiug.org/conformity/security/default.aspx (You need to be a member of UCAIug and an account to post documents)
· Charter: http://osgug.ucaiug.org/conformity/security/Shared%20Documents/20091201_SGSecurityConformity_Charter_v0p1.doc
· Work Plan: http://osgug.ucaiug.org/conformity/security/Shared%20Documents/SGSecurityConformity-WorkPlan-v02.doc
Notes:

1. If you cannot access the sharepoint or cannot join the listserve, please contact Bobby Brown or Sandy Bacik

2. Future notices will be sent to the SG Security Conformity Task Group listserv

3. We will have a reoccurring meeting each Friday at 2:00 PM EST.

4. The charter and work plan have been posted to the sharepoint point and track changes have been turned on.  Comments on the charter and work plan are due to Sandy or Bobby by Wednesday, January 27, 2010. 

5. We will discuss and accept any changes to the charter and work plan on Friday, January 29, 2010 at 2:00 PM EST meeting.

6. Face to Face meeting will be at the OpenSG meeting February 4, 2010 8-10 PST in SFO.  We will have a conference bridge setup and will vote on the charter
7. Current discussion on charter and work plan to keep in mind:
· Bruce Muschlitz will be the approver of the documents and needs more specifications (as documented below

· Set boundaries - Need to define domains / interfaces; need to be set in more concrete (clarification on where we want to test – only positive/negative cases)
· Requirements for testing labs that can be haded off, to assure interoperability of Smartgrid profiles.

· First application is AMI. 

· This is a small FEAT within itself, but probably the more mature area taht has mature use cases and systems in use.

· Will start at a high level interfaces and work our way down – do a pure black box testing and not try to do the in between testing, need a test for each physical interface, but not the in the middle of the device interface test

· We want to leverage what has already been established with models and such

· Keep it simple to not have to rev it each week

· Hardware security and not hardware reverse engineering and the same with software

· Conformance versus vulnerability testing – something may be conformed, but not necessarily secure – stay away from vulnerability testing
· Processes, standards, and guides to validate security controls
· This is to setup requirements and where to test, but we will not test

· SDO to derive the test cases – understandable, repeatable, operable

· Private labs will form the backbone

· Studies from INL and DOE testing for the meters

· We need to add value to the vendors products for QA

8. Additional items /questions

· Comments due Wednesday (01/27/2010)m then iterate documents one last time (01/29/10), then ratify at the face to face in SFO on 02/04) meeting the charter and work plan
· No need for a perfect document, just something close and we will continue to work

· Face to face in SFO will have review of the group (vision, charter), voting of the charter, and start working on the work plan details - define use cases and other tasks
9. Thank you Michael Leppitsch for the additional notes.
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