SG Security Conformity Task Group – Meeting Minutes


SG Security Conformity Task Group Meeting Date: January 29, 2010
Chair:  Bobby Brown (bobby@enernex.com) 
Vice-Chair: Sandy Bacik (sandy.bacik@enernex.com) 
Secretary: <need volunteer>

Overview:

· The SG Security Conformity Task Group reports into Open SG Conformity Working Group and not to the OpenSG Security (UtiliSec) group

· Joining the list server:  http://smartgridlistserv.org/cgi/wa.exe?A0=OPENSG-SGCONFORM-SEC
· Listserv address: OPENSG-SGCONFORM-SEC@SMARTGRIDLISTSERV.ORG
· Sharepoint site:  http://osgug.ucaiug.org/conformity/security/default.aspx (You need to be a member of UCAIug and an account to post documents)
· Charter: http://osgug.ucaiug.org/conformity/security/Shared%20Documents/20091201_SGSecurityConformity_Charter_v0p1.doc
· Work Plan: http://osgug.ucaiug.org/conformity/security/Shared%20Documents/SGSecurityConformity-WorkPlan-v02.doc
Notes:

· Review Charter: http://osgug.ucaiug.org/conformity/security/Shared%20Documents/SGSecurityConformity_Charter_v0p2.doc 

· No real comments on content, more grammar fixes

· Select use cases (technical) and develop test cases

· Document review discussion
· Definition for conformance: “device X to device Y has not been shown to not be conformant to xxxx” – I cannot find a fault with the device to the standard

· Definition for interoperability: “test cases for a limited set of communication device a to communicate with device b” – we have tried everything we can think of and it appears they appear to interoperate.

· Work on a scope

· Review Work Plan: http://osgug.ucaiug.org/conformity/security/Shared%20Documents/SGSecurityConformity-WorkPlan-v03.doc 

· Need to identify standards and guidance with reference to security

· Who is qualified to say this device / software / process is qualified (MattC)

· Need to develop checklists to see if a device meets the requirements (Bobby)

· Way to specific an interface and meet the requirements, does not mean you implement everything the interface supports and possibly mess up the device interface (Darren)

· Assume the vendor implemented the interface properly – part of the conformity testing (Bruce)

· Discussion

· Leave document review period open until next Wednesday before the F2F to be able to go over at the F2F

· Resources:

· Testing methodology: UML (unified modeling language) for abstract testing

· Baseline with SP800-37 NIST Certification and Accreditation: http://csrc.nist.gov/publications/nistpubs/800-37/SP800-37-final.pdf 

· C&A Certifiers Handbook: http://csrc.nist.gov/publications/secpubs/otherpubs/CA_Handbook.pdf 

· Sources for Use Cases

· Initial scoping is AMI – from the meters to the head end

· Resources: SEI, NISTIR, SEI, SG Security SSR, Consumers Energy

· Any vendors that could supply test cases (Jon)
· Selecting a group to review initial use cases to include (Sandy, Kevin) – more volunteers are needed
· Agenda for OpenSF F2F SG Conformity Security session

· Review charter – will be refined later

· Need to get the charter approved to move forward

· Review work plan – will be refined later

· Brainstorming on the test cases

· Grab a use case or two and work through them and get a list

· Actor list

· Device or component list for developing the test and interoperability requirements to test

· Define the functionality around the components for the use case and then look at the interfaces
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