SG Security Conformity Task Force Meeting Date: April 02, 2010

Chair:  Bobby Brown (bobby@enernex.com) 

Vice-Chair: Sandy Bacik (sandy.bacik@enernex.com) (not present) 

Secretary: Sandy Bacik
· Old Business

· Charter and Work Plan passed in the last meeting and have been submitted to the Conformance WG. The Conformance WG has passed back document with comment. Overall looks good. We need to revise/add clarity in some sections. Bobby and Sandy working on and present back to group.

· Reporting & Communications status – Sandy to reach out to John Lilley as of last call. No update.
· High Level Conformance Requirements status – Jon Stitzel and Ido Dubrawsky. Ido to reach out to Jon Stitzel to get things moving.
· Technical Use Cases status – Kevin working on scope statement. Working on framework that will provide attack vectors and weaknesses.
· New Business

· Looking for a new vice chair from a non-utility entity

· Open SG Face-to-face May 3 – 6 at Ritz-Carlton Tysons Corner, McLean, VA
Security Conformance Meeting 8am – 10am Thursday, May 6 (working session)

· Brainstorming exercise for security test cases

· Additional Items / Questions

· None

· Roll Call

Kevin Brown, Gary Aumaugher, Ido Dubrawsky, Nakul Jeirath, Joel Miller
Security Test Cases

· Functions

· Authentication, Authorization, Auditing

· Integrity, Confidentiality, Availability

· What else?

· Black Box / Grey Box / White Box

· Positive / Negative

· Unit -> Component -> System
AMI-SEC AMI Security Profile:
http://osgug.ucaiug.org/utilisec/amisec/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2futilisec%2famisec%2fShared%20Documents%2fAMI%20Security%20Profile%20%28ASAP%2dSG%29
Meter Implementation
How do we test for these types of things?
· Test for existence of non-essential services?
· Test for non-essential interfaces?
· Tests using fuzzers?
· Check/audit for procedures that exist and that they follow them for proper coding practice
· Example: Removal of test stubs, unused functions, etc.
· Using automated tools to validate code
· Tests for existence of keys, passwords and other security information in accessible memory locations (EEPROM)
· Data in transit on the bus (bus sniffing) unencrypted (keys, passwords, etc.)
· Test for presence of mechanisms to protect against DOS
· Filtering, QoS, diversity
Meter Read Request
· Test for presence of encryption (privacy)

· Test for authenticity of read request

· Test for integrity/validity of data sent

· That mechanisms are in place maintaining integrity (ex.: CRC, HMAC)

· Test for accounting/logging of read request

· Test for meeting latency requirements (timeliness)

· On demand (low latency)

· Scheduled

· Test for duplicate messages received (replay / intentional or non-intentional))

· Test for existence/capability of remote monitoring (Network Management System) (e.g.: wireless)
· Interference (natural, incidental and deliberate) (e.g. noise to signal ratio, receive signal strength (RSSI)

· Excessive retries

· Bandwidth saturation

