SG Security Conformity Task Group – Meeting Minutes


SG Security Conformity Task Group Meeting Date: May 14, 2010
Chair:  Bobby Brown (bobby@enernex.com) 
Vice-Chair: Sandy Bacik (sandy.bacik@enernex.com) 
Secretary: Sandy Bacik
· Old Business

· Reporting & Communications status – Sandy presented an outline at the F2F and will create a document for all to review

· What types of things need to be in the reports? NDA, scope of work. Justin also suggested liability release which may be included in the statement of work or testing agreement.
· Additionally, lab isolation should be documented in the description of the testing environment.

· Bruce stated that the product capabilities should be stated by the vendor/manufacturer.

· Conformance testing should be pass/fail, possibly inconclusive, and not vulnerability research or a pen testing approach.

· inconclusive means "has not failed" by default.

· Report should include data classification (confidential, business sensitive, etc.) and be clearly marked as such

· Data (report) belongs to the vendor and there should be three reports: Public, commercial, and private and the vendor will determine what to release in which format.

· A baseline test should be performed which all testing labs must pass in order to certify a lab. Additionally, background information and "chain of certification" (who certified this testing lab) should be in the report.

· Device configuration should be included in the report. 

· Sufficient detail should exist to make findings in reports 100% reproducible in other labs.

· Tester's notes will be supplied when there is a "fail" but not necessarily for objects that "pass.
· High Level Conformance Requirements status – scope document completed by Jon, reviewed the document with Jon walking through it, Ido Dubrawsky volunteered to help John within the meeting.  No update, as John and Ido were not on the call. 
· Add for a call of volunteers – send Ido a list of potential volunteers

· What type of requirements should be included? High-level requirements so that labs can develop their own methods.

· existing PCI, ICSA, and other standards were observed in order to "glean the cream and scrap the crap"

· It was suggested to not observe the common criteria as it analyzes process testing and that this testing.  should stick to "nuts and bolts" such as using the PCI "yes/no" yet include things like ICSA interoperability tables.

· Some discussion ensued regarding whether a product should be run in a default configuration or configured according to vendor-supplied documentation. This segued into whether documentation should be "tested" as well.

· The point-of-view from the group should be from the tester's perspective. 

· Suggested tests included testing encryption via PCAP then running an entropy test. Running OWASP testing against IP-connected devices.

· It was suggested that this group remain a high-level "advisory board" and not "get in the weeds." For example, do not define how a test is performed but what you expect to be tested.
· Team to get a listing of testing tools: NEED TO GET VOLUNTEERS

· Technical Use Cases status – Kevin walked through the high level meter breakout for conformity.  Kevin also walked through the tool selection and test document; additional volunteers: none.  Kevin added a scope statement to the sharepoint.  Was reviewed and updated during the call and Kevin will work on it.

· New Business

· Looking for a new vice chair from a non-utility entity (add the responsibilities)
· Joel looking for a contact at ISCA lab

· Additional Items / Questions

· None

· Roll Call (Sandy apologizes for name mis-spellings)
· Ido Dubrawsky
· Mark Freund

· Sean Ferenci

· Sandy Bacik

· Gary Itano

· Joel Miller

· Galen Rasche

· Gary Finco
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