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Abstract

The UCAIug SG Security Conformity Task Group (TG) has been formed under the auspices of OpenSG Security Conformity Task Group (WG). This document represents scope, charter, guiding principles, policies and procedures for this group and defines the scope of work for that charter.   
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Chapter 2: SG Security Conformity Task Group Scope, Charter and Responsibilities
2.1 Charter

The SG Security Conformity Task Group (TG) is a designated task group operating under the Conformity Working Group (WG), which is constituted to operate under the OpenSG Technical Committee.  The charter of the SG Security Conformity Task Group is a deriviative of the SG Security Conformity Task Group and OpenSG TC charters.
The purpose of this group is to establish requirements for laboratories wishing to certify smart grid components and systems. This is recognized to be a complicated domain, and the leadership will be expected to quickly guide the task force to establish clear scoping boundaries, perform research to identify existing models, and propose a high-level philosophy of approach. The UtiliSec WG also expects that maintaining the dialog at a sufficiently high level in the early stages will be essential to the success of the Certification Task Force.

The SG Security Conformity Task Group will focus on deriving cyber security certification requirements for Smart Grid Systems. Specifically we are chartered to accomplish the following: 

· The activities of the SG Security Conformity Task Group shall be limited in scope in order to support proper division of labor with respect to the other UCA, Open SG, and SG Conformity Task and Working Groups and to provide boundaries for the task at hand. 

· The SG Security Conformity TG shall follow the UCAIug guiding principles.

· Develop an initial process for cyber security testing for labs and utilities evaluating smart grid applications. Potential cyber security testing categories: 

· Communication

· Application
· Hardware 
· Device
· Interoperability
· Processes
· Organizational policies

2.2 Conformity Scope

The activities of the SG Security Conformity Task Group shall be limited in scope in order to support proper division of labor with respect to the other UCA, Open SG, and SG Conformity Task and Working Groups and to provide boundaries for the task at hand. Specifically, scope of cyber security certification is comprehensive and will include endpoints through head end systems (AMI) and then expand research and testing into the complete smart grid space.
2.3 Strategic Goals

2.3.1 Strategic Priorities

1. Assessing and protecting Smart Grid critical assets and infrastructure, including interdependent cyber information systems
2. Fusing and sharing information security among the Smart Grid entities

3. Protecting and supporting continuous functioning of interoperable communication systems surrounding Smart Grid critical assets and infrastructure
2.3.2 Strategic Themes

1. Partnership and Leadership.  Promote a collaborative environment for sharing cyber security information, resources, assistance, and expertise as we jointly strive to enhance the protection of the Smart Grid

2. Prevent Attacks.  A wide spectrum of prevention efforts including intelligence and warning capabilities to ensure situational awareness and hardening of critical infrastructure within Smart Grid hosted data center
3. Reduce Vulnerabilities and Risk.  Protect Smart Grid by improving the protection of the individual pieces and interconnecting systems that make up our critical information infrastructure

2.3.3 Strategic Objectives

1. Ensure the confidentiality, integrity, accountability, and availability of information assets within the Smart Grid

2. Protect against any anticipated threats or hazards to the security or integrity of such information

3. Protect against unauthorized access to or use of such information that could result in substantial harm or inconvenience to any customer or employee of Smart Grid
4. Minimize risk, impact, and costs to systems, information, and schedules for Smart Grid

5. Maintain flexibility to respond to changing Smart Grid needs of information using good business practices, high-quality management, and innovative ideas
2.4 SG Security Conformity Tasks

The activities of the SG Security Conformity Task Group shall perform the following tasks with specific deliverables:

· Provide testing laboratories with best practice for cyber security testing.

· Provide a list of environmental and technical considerations when an entity is developing their own internal cyber security testing processes.

· Develop a basic list of various cyber security tools and resources for outsourcing and in-sourcing security testing.

· Provide NIST with cyber security testing guidance. 

· Support funded efforts conducting actual testing to vet and assist in the development of the testing method, cyber security metrics and terms and conditions language.

· Develop a basic list of questions for suppliers when outsourcing cyber security testing – technical, procedural, communication, reporting, and status. 
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