Security Conformity Reporting and Communications Guideline
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Purpose

When an entity contracts for security conformity testing one of the main concerns is the disclosure of any information and more specifically conformity failure results.  This guideline should be applied to communications before, during, and after security conformity events.  This guideline defines report types, basic report content, and communications types that can occur during security conformity events.  This guideline follows the recommendation in ISO / IEC 17025.
Responsibility
Client

The client is any entity requesting and / or sponsoring security conformity work.  The responsibilities of the client are as follows:

· Ensure component functionality documentation, documentation of the standard, is provided.

· Ensure the non-disclosure agreements (NDA) and confidentiality agreements are in place.;

· Ensure the scope of work meets the needs of the entity.
· Ensure the testing facility provides regular status reports.
· Ensure the testing facility provides the reports and findings per the scope of work.
Testing Facility
The testing facility is any entity that performs the security conformity work.  These responsibilities extend to any contractor, sub-contractor, partner, or consultant working with or on behalf of the testing facility:
· Ensure the non-disclosure agreements (NDA) and confidentiality agreements are in place.
· Ensure the scope of work meets the needs of the client.
· Provide regular status reports based on client requests.
· Provide the reports and findings per the scope of work to meet client needs.
· Document detailed audited trail of the security conformity testing events and results.
Communications

Communications apply to any party involved with the security conformity project.  When communicating anything about the security conformity project, the following should be kept in mind:

· All communications and documentation should have a document marking the information classification.
· All communications should be in a consistent format.
· Consistent recipients of communications
· All communications shall be accurate and validated.
· Dissemination of information shall be limited to information authorized for dissemination and/or generally available to the public; No information that is confidential, considered to be “insider information”, or proprietary to the entity shall be disseminated.
· Written authorization of the entity is required prior to the dissemination of information.
· Report shall never present personal views or opinions.
Pre-Work Documentation

The business arrangement constitutes the key terms of any contract and should spell out in great detail what each party agrees to do.  These terms are extremely important and should be carefully reviewed and understood.  No assumptions should be made when interpreting the contract’s provisions, and all duties and responsibilities should be spelled out clearly.  

A non-disclosure agreement (NDA) should be in place prior to developing a security conformity scope of work.  The NDAs are determined between the client and the testing facility and should involve both sets of counsel and contracts departments.

The following list identifies business issues that shall be reviewed and carefully considered prior to signing any contract with a security conformity project.  This list is not intended to identify all issues to be considered in connection with the negotiation of a security conformity project contract, but is merely representative of some common issues. The facts and circumstances are specific and unique to the transactions contemplated in any security conformity project contract and may result in other issues not identified below. Such issues shall be carefully considered as well.

1. A detailed description (Scope) of the work to be performed by the testing facility, along with the frequency and general content of the related reports.   A description of “support services” is too broad and could result in unsatisfactory performance from the testing facility.  Some items to request and document include but are not limited to:

a. The obligations of each party (i.e., identify any responsibilities and important response times of each party to the contract)

b. The times and days on which the services being provided will be available (if necessary, take fallback facilities into account and/or require other backup coverage or support)

c. The right to supervise the activities of users (and the right to revoke this right)

d. A requirement that the testing facility keep the software current by incorporating all telecommunication and public company regulatory changes and updates

e. Responsibilities for installing and maintaining equipment and software;

f. Permitted methods of access and the management and use of user identification (IDs) and passwords

g. Project’s obligation to a keep a list of authorized persons and a corresponding authorization procedure for user access rights

2. An outline of any potential knowledge transfer to be provided for client or test facility personnel, including the type and number of personnel to be trained and the related costs, if training is needed or requested. 

3. Established schedule for receipt and delivery of work products or services. 

4. The availability of on-line communications, security related to access controls, transmissions, and alternate data entry considerations. 

5. Confidentiality of information.  Measures to ensure that all information learned about the client, including names and addresses and any internal data, is treated as confidential.  The security conformity project and its agents shall be prohibited from using or disclosing this information except as necessary to provide the contracted services.  The security conformity project is responsible for maintaining appropriate security measures (e.g., policies, procedures, and practices) to ensure confidentiality of all client information.  The security conformity project will fully disclose breaches in security resulting in unauthorized intrusions into the security conformity project that may materially affect client information.  Measures to ensure that confidential information is returned to client after the security conformity project contract’s expiration.

6. Ownership of software, intellectual property and related documents, if the testing facility is writing or selling software and documentation for client.  If the testing facility is providing source code, access to the testing facility’s source code and maintenance documentation via escrow agreement for turnkey operations. 

7. Ownership of master and transmission data files and their return in machine-readable format upon the termination of the contract. 

8. Processing priorities for normal and emergency situations. 

9. Mandatory notification of client by the testing facility of all systems changes that affect client. 

10. A guarantee that the testing facility will provide necessary levels of transition assistance if client decides to convert to other automation alternatives. 

11. Covenants regarding the disclosure of any information.

Report types
The emphasis of the conformity report should be on verifying conformity, not necessarily just documenting nonconformities.

Private Report Information
Private report information is not intended for disclosure, by the test group, to parties other than the test subject. 

· Executive summary
· Introduction
· Entity (customer) contact information
· Scope of work
· List / reference of conformity tests and criteria
· Conformity methodology
· Conformity detailed results
· Test ID
· Requirement / summary of test
· Compliant – yes or no
· Notes
Public Report Information
Public report information is intended for disclosure to customers and the public.

· Executive summary
· Vendor information
· Scope of work
· Summary of conformity results
· Testing framework
Retesting / Spot Checking (Private Report)
· Similar to the initial testing report
· Summary of the original / past results
· Reason for retesting (e.g. published vulnerabilities)
· Test results or gap analysis
Non-Conformity Results

A nonconformity, according to the definition in ISO 9000(3.6.2, is the "non-fulfillment of a requirement".  Each nonconformity should have three well-documented parts:
· audit evidence to support auditor findings

· record of the requirement against which the nonconformity is detected

· statement of nonconformity

While all of these need to be addressed in actual practice, it is the audit evidence that is the first part to be identified and documented. During a conformity test, competent conformity staff will observe situations that he or she “feels” may be a potential nonconformity, even though he or she may not be 100 percent certain at that point in time. The staff will then document the test evidence for the potential nonconformity in his/her conformity notes, before pursuing additional conformity test trails, in order to confirm if it is a nonconformity.   It should be noted that a nonconformity does not exist without supporting evidence. Conversely, if evidence does exist, the nonconformity must be documented clearly and not be given a separate classification such as observations, opportunities for improvement, or recommendations.
The test evidence should be documented, and be sufficiently detailed, to enable the client to find and confirm exactly what the tester observed.  The next step the tester will need to take is to identify and record the specific requirement that is not being met.  The record may be something as simple as a reference to the standard and relevant clause.

The final (and most important) part of documenting nonconformity is the writing of a statement of nonconformity. The statement of nonconformity must be precise and actionable as it drives the cause analysis, correction and corrective action by the organization.  The statement of nonconformity should:
· be self-explanatory and be related to the system issue

· be unambiguous, linguistically correct, and as concise as possible

· not be a restatement of the audit evidence, or be used in lieu of audit evidence

If all three parts of the nonconformity are well documented, the tester, or any other knowledgeable person, should be able to read and understand the nonconformity. This will also serve as a useful record for future reference.  In order to provide traceability, facilitate progress reviews, and evidence of completion of corrective actions, it is essential that nonconformities are recorded and documented in a systematic manner.

The testing facility should maintain a positive approach and look for the facts, not faults.  However, when the conformity evidence determines that there is a nonconformity, then it is important it is documented correctly.

Supplemental Information

· Appendix – Conformity Software information
· Hardware version / date
· Firmware version / date
· Software version / date
· Operating system version / date
· Appendix - Component information
· Hardware version / date
· Firmware version / date
· Software version / date
· Operating system version / date
· Appendix – Network configuration
· Device list
· Hardware version / date
· Firmware version / date
· Software version / date
· Operating system version / date
· Appendix – Conformity Configuration
· Software configuration and parameters
· Hardware configuration and parameters
· Component configuration and parameters
· Network configuration and parameters
Security Conformity Details

Private – SAMPLE – SIMPLE Workpapers
	Conformity Objectives and Procedures


	Workpaper

Ref
	By
	Pass / Fail

	
	
	
	

	Purpose And Scope 
	
	
	N/A

	General Preparatory Work 
	
	
	N/A

	Review current industry literature and periodicals to become familiar with the conformity testing procedures.  
	
	
	N/A

	Review existing work papers and response to prior reviews, (if any). 
	
	
	N/A

	Discuss with the management of the department(s) being reviewed any problem areas which might require investigation. 
	
	
	N/A

	Document in the work papers interviews such as entrance meetings with key personnel. Define functional responsibilities and include documented job descriptions, if available. 
	
	
	N/A

	
	
	
	

	Vendor / Manufacturer stated component capabilities (description)
	
	
	N/A

	
	
	
	

	Conformity Test Details 
	
	
	

	Conformity test description:
	
	
	

	Conformity test description:
	
	
	

	Etc…
	
	
	


Sample Security Conformity Summary Template

	SAMPLE SECURITY CONFORMITY SUMMARY



	

	PART I   SECURITY CONFORMITY PLAN   

	
	DATE: 
	Revision: 

	Client name: 

	Project number: 

	General Description of project:  



	

	PART II NAME OF THE PROJECT POINTS OF CONTACTS

	Conformity Facility
	This is the name(s) of the conformity facility staff who are assigned to this project.   This staff would be involved in the planning and completion of the conformity of the project.  This staff is responsible for ensuring that the components conforms and is submitted for conformity.   A phone number and or Email address should be added here.

	Client
	This is the name(s) of the client staff who are assigned to this project.   This staff would be involved in the planning and completion of the conformity of the project.  A phone number and or Email address should be added here.

	

	PART III  GENERAL INFORMATION

	Components to be tested:



	Standards or baseline security conformity testing requirements source:



	Any special considerations:




Revision Control

	Date
	Revision Number
	Modification

	20100604
	0.2
	S. Bacik.  Initial draft.


�I know you can use punctuation on lists, I just didn’t have anything better to point out ;-).
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