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Change Record

	Date
	Author
	Version
	Change Reference

	12/01/09
	Sandy Bacik
	0.1
	Initial daft based on general discussions

	01/28/10
	Sandy Bacik
	0.2
	Included comments for the initial draft on IEEE and requirements to review

	02/10/10
	Sandy Bacik
	0.3
	Updated based on comments at the OpenSG sessions in SFO February 2010.

	
	
	
	

	
	
	
	


Purpose

This work plan is necessary for the SG Security Conformity group to achieve its objectives and complete its report. The purpose, goals, and objectives of the SG Security Conformity group is documented within our charter document.  It will consider system planning, design, testing and certification of Smart Grid. The approach will be to group conformity by application domains. Examples include Home Area Network (HAN), Advanced Metering Infrastructure (AMI), Distribution Automation (DA), Substation Automation and Wide Area Situational Awareness (WASA). The first Smart Grid application domain to be evaluated is AMI.  Therefore this work plan will focus on issues related with developing conformity requirements in the context of AMI.
Identified Issues

	Issues to Be Addressed
	Recommended Activity

	SG Security Conformity Task Force is new and the group has not been established.
	CY0. Establish the SG Security Conformity Group membership.

	When vulnerabilities are discovered a communication process needs to be in place.
	CY1.  Develop a reporting and communication plan when tests fail conformity and / or interoperability.

	Setup a generic and iterative process for reviewing each application / device to be tested.
	CY2.  Document high-level conformity requirements for AMI and then expand to all Smart Grid components

	Baseline set of security use cases for testing has not been identified.
	CY3.  Review existing use cases and create a baseline of technical use cases for AMI and then expand the baseline list to encompass all Smart Grid components

	Other security conformity groups have and are being established.  Many of these groups are not aware or working with each other to not re-invent the wheel for each domain.
	CY4.  Ensure that the security conformity group has participation from and in various industry groups.

	Baseline set of security test cases have not been developed or identified.
	CY5.  Develop test cases and best practices for cyber security conformity.

	Tools sets, equipment, and methodologies to perform cyber security tests within AMI.
	CY6.  Based on the information from the NIST SGIP Conformity and the OpenSG SG Conformity group, adapt or modify the tools sets, equipment, and methodologies to be used in AMI.

	Tools sets, equipment, and methodologies to perform cyber security tests within Smart Grid.
	CY7.  Based on the information from the NIST SGIP Conformity and the OpenSG SG Conformity groups, adapt or modify the tools sets, equipment, and methodologies to be used in Smart Grid.

	Utilities do not have a baseline of environment and testing considerations for developing a security test environment.
	CY8.  Provide a list of environmental and technical considerations when an entity is developing their own internal security conformity processes.

	Many utilities do not have a list of questions or scopes of work when dealing with security testing third parties.
	CY9.  Develop a basic list of questions for user within an RFP. 


Activity CY0 (Completed) – Establish the SG Security Conformity Task Force Membership.

Task: Establish logistical items for Task Force.
Assumptions:  

1.  None.
	Key Tasks
	Start Date
	Complete Date

	Send invitations to OpenSG for participation
	01/15/2010
	01/20/2010

	Establish meeting dates and times (teleconference and face-to-face)
	01/29/2010
	01/29/2010

	Setup ListServ
	1/27/2010
	1/27/2010

	Hold Kick-off meeting
	01/29/2010
	01/29/2010


Status: Completed.

· Joining the list server:  http://smartgridlistserv.org/cgi/wa.exe?A0=OPENSG-SGCONFORM-SEC
· Listserv address: OPENSG-SGCONFORM-SEC@SMARTGRIDLISTSERV.ORG
· Sharepoint site:  http://osgug.ucaiug.org/conformity/security/default.aspx
· Weekly call Fridays from 2:00 – 3:00 EST

Activity CY1 – Develop a reporting and communication plan when tests fail conformity and / or  interoperability.
Task: Documenting a standard reporting and communication process when and tests fails conformity and / or interoperability.
Assumptions:  

1. Communication will be based on contract requirements, namely confidentiality.

	Key Tasks
	Start Date
	Complete Date

	Document a communication process back to the vendor and / or utility for conformity status information
	
	

	Document a reporting process back to the vendor and / or utility for failed conformity
	
	

	
	
	


Activity CY2 – Document high-level conformity requirements for AMI and then expand to all Smart Grid components.
Task: Documenting a standard list of high-level conformity requirements for AMI components and expand to all Smart Grid components.
Assumptions:  

2. We will not re-invent the week for any high-level conformity requirements.
3. Use the SG Security AMI Security Profile document, current version, for a baseline of security conformity requirements.
	Key Tasks
	Start Date
	Complete Date

	Develop basic state diagrams for each AMI component (e.g. meter)
	
	

	Document baseline references
	
	

	Document baseline high-level conformity requirements
	
	

	Document baseline AMI components and applications
	
	

	Document baseline Smart Grid components and applications
	
	


Activity CY3 – Review existing use cases and create a baseline of technical use cases for AMI and then expand the baseline list to encompass all Smart Grid components.
Task:  Review existing use case resources to see what will fit for security conformity within AMI.
Assumptions:  
4. At least one member of the cyber security subgroup will be a participant in the following groups: NIST, FERC, NEMA, NAESB, NERC.
5. The cyber security subgroup will not develop anything from scratch and will use currently developed use cases before expanding
	Key Tasks
	Start Date
	Complete Date

	Document current locations / resources of use cases.
	
	

	Reviewing existing sources for AMI technical use cases.
	
	

	Documenting any gaps
	
	

	Develop additional technical use cases
	
	

	
	
	


Activity CY4 – Ensure that the security conformity group has participation from and in various industry groups.

Task:  Review the roster of SG Security Conformity subgroup members and document which industry groups are currently attended by members.
Assumptions:  

1. Industry group involvement from groups such as NIST, FERC, NERC, NEMA, and NAESB.

	Key Tasks
	Start Date
	Complete Date

	Requests information from cyber security group participants
	
	

	Create a master list of industry groups to be involved with
	
	

	Create a matrix and document gaps of industry involvement
	
	


Activity CY5 – Develop test cases and best practices for cyber security conformity.
Task:  Using the list of technical use cases develop test cases and list best practice for security conformity.
Assumptions:  

1. Business uses cases have been listed and partial development has been completed

2. There is a standard format for developing test cases
3. AMI conformity will be established before expanding to the whole Smart Grid
	Key Tasks
	Start Date
	Complete Date

	
	
	

	
	
	

	
	
	


Activity CY6 – Based on the information from the NIST SGIP Conformity and the OpenSG SG Conformity group, adapt or modify the tools sets, equipment, and methodologies to be used in AMI.
Task:  Develop tool sets, methodologies and standards for testing.
Assumptions:  

1. Technical uses cases have been developed and vetted
2. Test cases have been developed and vetted
3. Test cases will be based on UML
	Key Tasks
	Start Date
	Complete Date

	
	
	

	
	
	

	
	
	


Activity CY7 – Based on the information from the NIST SGIP Conformity and the Open SG SG Conformity groups, adapt or modify the tools sets, equipment, and methodologies to be used in Smart Grid.
Task:  Develop tool sets, methodologies and standards for testing.
Assumptions:  

1. Uses cases have been developed and vetted

2. Test bases have been developed and vetted

3. Tool sets, methodologies and standards for testing AMI is almost complete.

	Key Tasks
	Start Date
	Complete Date

	
	
	

	
	
	

	
	
	


Activity CY8 – Provide a list of environmental and technical considerations when an entity is developing their own internal security conformity processes.
Task:  Develop tool sets, methodologies and standards for environmental and technical considerations for utilities to develop their own conformity environments.
Assumptions:  

1. Technical uses cases have been developed and vetted

2. Test cases have been developed and vetted

3. Tool sets, methodologies and standards for conformity AMI is almost complete.

4. Tool sets, methodologies and standards for conformity Smart Grid is almost complete.
5. We will not be a certification body.
6. We will develop a certification regime and how we will play a role.
	Key Tasks
	Start Date
	Complete Date

	Review and consider PCI DSS and DHS Procurement Language documents for basic requirement
	
	

	
	
	

	
	
	


Activity CY9 – Develop a basic list of questions for user within an RFP.
Task:  Develop a standard for basic and advanced questions for use within an RFP.
Assumptions:  

1. Technical, procedural, communication, reporting, and status questions will be developed for use with the RFP.

	Key Tasks
	Start Date
	Complete Date

	Review and consider PCI DSS and DHS Procurement Language documents for basic requirement
	
	

	
	
	

	
	
	


Planned Collaboration with Others
· NIST CSWG.  Since NIST has been tasked to develop a set of Smart Grid cyber security standards, participation and sharing of information with the NERC effort will limit the amount of cyber security work that needs to be accomplished.

· SG Security and other task groups within the Open SG group.  UCAIug and the SG Security work group has much input into the NIST CSCTG subgroups.  By participating and soliciting participation of the SG Security group, the NERC task groups will have a previous of the information that NIST will be evaluating.

· NEMA.  NEMA is requiring some smart endpoint security requirements that may affect interoperability and reliability of the requirements within the bulk power space.

· NERC SGTF.  Within bulk power, NERC is attempting to setup similar objectives and goals.
· IEEE.  Developing many engineering standards for Smart Grid communication, functionality, and interoperability.
Key Reference Documents
· NISTIR 7628 draft 2 (http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/NISTIR7628Feb2010/draft-nistir-7628_2nd-public-draft.pdf)
· Security Profile for AMI v1.0 (http://osgug.ucaiug.org/utilisec/amisec/Shared%20Documents/AMI%20Security%20Profile%20(ASAP-SG)/AMI%20Security%20Profile%20-%20v1_0.pdf)
· CSCTG potential list of cyber security standards (http://collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/CyberSecurityStandards) 
· IEEE Smart Grid standards in development (http://smartgrid.ieee.org/standards/ieee-smartgrid-standards-in-development) 
· Common Criteria Testing (http://www.commoncriteriaportal.org/thecc.html)
· IEC 61850 (http://en.wikipedia.org/wiki/IEC_61850) 
· SmartGridipedia Use Case listing (http://www.smartgridipedia.org/index.php/Category:Use_Cases) 
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