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1. Introduction
In response to local and federal initiatives toward improving grid reliability and promoting consumer involvement in balancing supply and demand of energy resources, the Open Smart Grid (OpenSG) subcommittee within the UCA International Users Group has organized a number of working groups and task forces to develop requirements and specifications for Smart Grid needs.  Among them, the need for Automated Data Exchange (ADE) between utilities and third parties that wish to provide value-added services to consumers has become a high priority.  Subsequently, an ad-hoc group has been formed within OpenSG to gather requirements and use cases for ADE from all utilities that participate in OpenSG, which spans multiple states in the USA.  
This initial framework for ADE is developed as a vehicle to promote open discussion within the industry and to facilitate a speedy development of requirements and implementable specifications in this area, as vendors in this space are already developing solutions for the market.  The goal is to promote shared, standards-based, open interfaces to improve integration efficiency, and to reduce the cost of implementation for utilities, third parties and consumers.  The aim is to improve interoperability and reduce complexity through open and standards-based information model and integration services for ADE. In the end, utility, vendor, and consumer will have an equal opportunity and shared platform to have access to Smart Grid services and will benefit from this ecosystem of providers, suppliers and consumers for different components. 
This framework follows the same approach and architecture principles of AMI-ENT Systems Requirements Specifications with added focus on integration challenges due to the Business to Business (B2B) nature of ADE requirements.  It is anticipated that this work will be incorporated into the AMI-ENT SRS and other relevant specifications as the ADE requirements and services design matures over time.  As OpenSG and AMI-ENT is closely aligned with IEC TC57 and a number of other standards organizations, it is anticipated that the eventual ADE requirements and specifications produced from OpenSG will be promoted to appropriate Standards Development Organizations (SDO). 
1.1 Purpose
The purpose of this document is to capture known ADE requirements at a high level, and provide a feasibility analysis and an initial framework and reference implementation for the ADE interface. It is anticipated that as ADE requirements mature, this framework will evolve quickly into an OpenSG AMI-ENT requirements specification. 
1.2 Scope

This document covers Smart Grid electronic data exchange interoperability recommendations for services provided by a utility for the purpose of providing ability to authorize release of information to 3rd parties, and if so, periodic updates of energy consumption, and potentially pricing or utility events such as outages or peak demand events, etc. The goal is to provide a framework on which specific interfaces and capabilities to external service providers can be agreed and specified. Section 1.4, Assumptions, contains several points that provide additional detail about the scope of the system, that once verified, will be used to fully define the scope of ADE for Smart Grid. In addition, tables of requirements (in Section 2.2) and data elements (in Section 4.2) are marked with “Future” where the item has been identified but is not in the initial scope. 
Given the tight timeframe to develop this initial framework document, there was no opportunity to conduct detailed user and vendor community workshops to gather requirements and facilitate technical approach discussion.  This initial framework was developed based upon discussions with a number of California utilities, reviewing of materials available to date, and leveraging work from OpenSG and other standards organizations. 
1.3 References
The following initiatives were used as inputs into the design if this framework.
	Name
	Location

	IEC TC57 WG14 Draft Standards
	http://osgug.ucaiug.org/utilityami/AMIENT/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2futilityami%2fAMIENT%2fShared%20Documents%2fIEC%20Draft%20Standards&FolderCTID=&View={AE210767-1957-42A0-A6B4-46E383ED6114} 

	OpenSG UtilityAMI, UtiliSec, AMI-ENT, etc.
	http://osgug.ucaiug.org/utilityami/AMIENT/Shared%20Documents/Forms/AllItems.aspx 

	SCE SmartConnect Use Cases
	http://www.sce.com/PowerandEnvironment/smartconnect/open-innovation/use-cases.htm 

	PUCT Advanced Metering 
	http://www.puc.state.tx.us/electric/projects/34610/34610rel.cfm 

	WS-I
	Web Services Interoperability Standards, www.ws-i.org, which refers to WS standards from OASIS and W4C. 


1.4 Assumptions

The following assumptions were made in development of this framework. If any of these assumptions prove to be incorrect, the design may need to change to accommodate the different constraints. 
· Third party service providers must be authorized by the utility and/or bonding agency to use the ADE system to get access to utility meter data. 

· Third party service providers will be charged for the use of the ADE service. 

· Consumers must authorize 3rd parties with the utility to access their data, individually or as a community or group. 
· Utilities will provide no customer data (such as address, zip code) through this system. 3rd parties will have their own representation of the user profile. The only association between the two systems is based on the identity (login) of individuals in each system. 
· Minimal billing-related information will be made available. Possibly the rate code will be available, but not everything necessary to show full bill calculation. 

· Interactions with home energy management functions including in home displays and other devices that interact directly with the home area network of the meter are not likely to be provided by ADE. 

· Historical archive of data will be minimal, to minimize the cost of the system. Permanent storage of required data will be the responsibility of the 3rd party service provider. 
· When consumers configure 3rd party access, all service points managed by the accounts associated with the user will be made available to the 3rd party. 

· Third parties have the responsibility to manage and protect consumer’s data and privacy in accordance to state and federal regulations. 
1.5 Document Overview
This document is organized into five main sections, listed and described below.
· Section 1: Introduction
· Includes background, the purpose of the document, scope, references, and assumptions.

· Section 2: ADE Current State Assessment
· Contains a discussion of the ADE requirements, including a description of the problem and challenges, as well as a tabular listing of the high-level requirements for confirmation and prioritization. 

· Section 3: ADE Architecture Considerations
· This section describes the architecture considerations of the ADE system. 

· Section 4: ADE Solution Design Considerations
· Contains solution options and discussion of the design considerations important to each entity involved in the system, utilities, 3rd parties, and consumers. Also contains an assessment of data elements required for these exchanges, service patterns, and a listing of candidate services comprising the interface. 

· Section 5: Appendix
· Includes terms and definitions as well as sample service definitions. 
2. ADE Current State Assessment 
2.1 Problem Statement
2.1.1 What is ADE?

Not only will Smart Grid revolutionize how energy is delivered to consumers, improving reliability and efficiency, it will also change the way consumers manage their energy use, allowing them to participate in the supply through distributed generation such as solar, or indirectly through load reduction during times of peak demand.  To help consumers make more economical decisions about energy consumption, new tools must be made available to both the commercial and industrial customers as well as mass market (residential customers).  In order for third parties to provide value-added products and services to a wider range of consumers than a traditional utility model, those third parties will need to have access to customer related data, perhaps in an automated fashion.  Therefore, the term Automated Data Exchange (ADE) is coined to refer to the ability for third parties to receive customer energy consumption related data, both historical and real-time from utilities that deliver the energy to the consumers.  
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The Changing Dynamics of Energy Services

With the advent of AMI and Smart Grid capabilities, demand side management will be enabled across the board.  Not only utilities will provide energy management services, third parties will compete to provide value added services as well, see the diagram on the right.   

Today, most of the ongoing AMI programs have components of customer web presentment and portal and third party portal.  Depending on the size and nature of the customers (large vs. small, C&I vs. Residential), such customer access capabilities will be different.  Third party portal in this context are more for the meter data access from third parties for whom a utility deploys and manages the AMI network and meters.  
The broad set of third parties that ADE may need to support over time can be listed as: 

1. Demand Response (DR) aggregators; 
2. Retail Service Providers;

3. Consumers Energy Management Service and/or Platform providers;
4. Third parties for which a utility manages AMI infrastructure and need to have access to meter data and events of their customers. 
5. Energy Management service providers for future Smart Grid features such as distributed generation, PHEV management, energy storage, etc. 

6. Other public authorities (PUC, city, etc.) may also be a consumer of ADE data. 
From a data perspective, ADE may include the following types of information:

1. Consumer profile data (name, address, accounts, etc.); 

2. Consumer energy usage (historical (billed), up to yesterday (not yet billed, assuming still a monthly billing cycle) marked as “estimated” where appropriate; and real-time; 

3. Consumer energy management data (demand response program, events, pricing, actions, and notifications.)

4. Consumer meter events including power quality, outages, and others. 

2.1.2 ADE Challenges

As consumers are presented with choices for energy management, there will be new business entities and business models to assist consumers in the decision making process.  ADE is needed as an enabling technology for value-added services for energy consumers as part of the overall Smart Grid.  It also presents a number of challenges for all parties involved: 

From utility’s perspective: 

· Presenting their customer and energy usage data, which are core to its revenue generation, to third parties, is a new paradigm.  Today, utilities are used to providing a monthly bill to consumers for services delivered.  With AMI, they are going to have a more granular level of billing data, but still they control how the energy usage data is processed and applied with respect to tariff and rates for billing.  If the energy usage data are going to be presented to their customers prior to billing and closer to the real time through third parties, it will have impact on utility billing process especially when usage data has to be estimated or changed for valid reasons.  Therefore, a key question is: Will utilities allow for third parties to access data on meter directly in real time?  

· Consumer data security and privacy are always a concern for utilities. ADE presents another new set of requirements for that.  Despite all the technologies in data synchronization, data discrepancies due to latency and process errors on either side of ADE will add to the cost of ADE services as well as potential data secutiry and privacy challenges for all parties involved. 
· Increased customer services effort for dealing with issues between consumers, third parties and utilities when things do not agree with each other.  

· There is cost associated with implementing and maintaining ADE.  Such cost can either be built into a rate case, or be shared with third parties and/or consumers in a different way.  The business model is not clear at this moment. 

From consumers’ perspective: 

· Residential consumers want an “easy” button that costs little.  In reality, consumers will have to treat energy management as a way to save money and help the environment.  To that end, any solution that is easy and works will be adopted by proactive consumers.  A large demographic of energy consumers makes one solution fits all very difficult.  From an ADE perspective, consumers care a lot about the privacy of their data and the security of their home. 

· C&I consumers, based on their size and needs, present a different set of challenges.  Ultimately, ADE requirements will have to deliver true business value to those consumers if used for this purpose. 

From third party’s perspective: 

· Third parties, depending on their business model, will demand different requirements for ADE.  Cost, if it is passed onto them, would be passed onto the consumers.   

· Third parties may want to impose their preference of solution and technologies of choice where possible, to create and corner the market.  This presents challenges to utilities where they must serve multiple third parties.  
2.2 Requirements Assessment

Based on the inputs gathered and listed in the References section, the following high-level requirements were identified. One of the primary inputs for these requirements is the activity diagrams provided in Appendix Section 5.3, PG&E Conceptual ADE Activity Diagrams, from PG&E’s conceptual proposal about ADE. 
The following categories are used: SEC – Security; FNC – Functional; DAT – Data; NFR – Non-Functional Requirements; ARC – Architecture 
	ID
	Cat.
	Short Name
	Description
	Provider
	Clients
	Priority / Phase

	
	SEC
	Identity
	Provide capability of managing shared representations of user and other party identities. 
	ADE
	All
	

	
	SEC
	Authorization
	Allow 3rd party Smart Grid service providers to manage authorizations from customers.
	ADE
	3rd Party, Data Provider (Utility)
	

	
	FNC
	Subscribe
	Allow 3rd party to manage subscriptions to available authorized data sets. 
	ADE
	3rd Party
	Future

	
	FNC
	Publish
	Provide usage and other data as authorized and requested to 3rd party. 
	ADE
	Data Provider
	Future

	
	FNC
	Receive
	Allow third party to subscribe to data in accordance with consumer authorization, Used if subscribing. 
	3rd Party
	ADE
	Future

	
	FNC
	Request / Reply
	Used if the 3rd party wants to request data updates periodically instead of subscribing. 
	ADE 
	3rd Party
	

	
	FNC
	Manage Payment Related Data
	If any money is to change hands to satisfy agreements between utility data providers and 3rd Party (or consumers) it must be tracked, secure, auditable, and accessible. 
	ADE
	All
	

	
	DAT
	User Data
	Data set containing the user profile of each managed identity on the system, including name, contact, address, affiliations, and authorizations.
	N/A 
	N/A 
	

	
	DAT
	3rd Party Data
	Data set containing information about each 3rd Party configured to have access.
	N/A 
	N/A 
	

	
	DAT
	Usage Data
	Data set containing usage data per service point, at base granularity, e.g. 15 minute or hourly.
	N/A 
	N/A 
	

	
	DAT
	Aggregated Usage Data
	Data set containing usage data, aggregated to requested granularity, e.g. daily, or price tier / time band (e.g. peak) per service point, or for multiple service points (within an area or other dimension).
	N/A 
	N/A 
	Future

	
	DAT
	Meter or Utility Events
	Pricing events, outages, and other events provided by utility.
	N/A 
	N/A 
	Future

	
	NFR
	Next-day Performance
	Data collected the previous day is available through this interface
	N/A 
	N/A
	

	
	NFR
	Near Real-Time Performance
	Data collected recently (as recent as feasible) is available through this interface. 
	N/A
	N/A
	Future

	
	NFR
	Availability
	Data from the previous day will be available by 6AM 
	N/A
	N/A
	

	
	NFR
	Retention
	Data will be available for one week after collection.
	N/A
	N/A
	

	
	NFR
	Exception Handling
	Any exceptions to the normal processing must be handled, by retrying if unable to connect, as well as reporting errors and warnings related to all failures.
	All
	All
	

	
	ARC
	Web Services
	Interface uses WS-I compliant contract agreements to define interfaces. 
	N/A
	N/A
	

	
	ARC
	File Transfer
	Interface uses secure file transfer to exchange data. 
	N/A
	N/A
	


3. ADE Architecture Considerations 
3.1 AMI-ENT SRS Reference

The ADE system is part of the larger collection of systems envisioned in the overall AMI / Smart Grid capability. As such, architecture principles, reference model, and requirements documented in the AMI-ENT SRS are assumed to apply. Several applicable points are listed below for convenience. 
· Common protocol and business semantics should be used to achieve loosely coupling of end-point service (directly or indirectly)   

· Services should be representative of a unique unit of work and reusable across business functions. 

· Services should be reusable across common practices of utilities. 

· Service design should be driven by business requirements and reflected in the architecture. 

· Service design should be governed with a common approach and framework to achieve conceptual integrity. 

· Services should be abstract, precise (no overloading, but allow for polymorphic services), atomic but composable, testable, etc. 
Fro further details of AMI-ENT SRS, please refer to AMI-ENT SRS v03, see Reference Table. 
3.2 B2B Integration Considerations

Because the ADE system will be used to communicate electronically with external entities, the integration must accommodate the additional security, interoperability, and availability and auditability requirements. The table below shows several integration styles considered for this purpose. 
	Style
	Description
	Considerations

	EAI
	Typically used to allow application clients to send and receive messages. 
	Requires all parties to use the same technology, less flexible / open / standard / interoperable.

	EDI
	Typically flat batch file exchanges – most appropriate for well-established exchanges.
	Possibly a good fit for batch transfers – not real-time. Usually requires 3rd party to manage delivery. 

	Web Services – SOAP over HTTPS
	“Traditional” or “Full” web services for electronic exchanges between application servers, usually specified with WSDL and XSD.
	Fairly wide tool / vendor support and interoperability / flexibility. 

	SFTP
	Uses certificates to transfer files of any format using SSL. 
	Requires management to provide auditable record of transfers, possibly simpler than full web services. 

	Web Services – XML over HTTPS
	“Lightweight” web services, possibly using REST to allow part of the request to be specified in the resource (URL) instead of input parameters, possibly using RSS or Atom conventions. Typically no SOAP, just XML (conforming to an agreed XSD). 
	Gaining acceptance, but still less mature than SOAP over HTTP(S). 

	ESB
	Typically “brokered” web services, using a queuing mechanism to ensure delivery, and orchestration engine to handle long / complex transactions. Typically exposed as web services, but using an EAI platform internally, possibly adding capabilities such as security and guaranteed delivery more easily.
	Internal decision for implementers of ADE. (Not mandatory)


The main considerations related to B2B integration architecture are cost and quality of service. The technologies used should be easy to use, have widespread adoption and support, minimal maintenance costs, and should provide the ability to send any data securely between parties. The capability to add new data to the exchanges without breaking existing clients should also be supported. To this end, the proposed architecture for B2B integration (all ADE interfaces) is to use XML formats, optimized and/or compressed to reduce file sizes when necessary, transferred over HTTPS or FTPS. Other Web Services specifications such as Security, Reliability etc. will be considered as these ADE requirements become mature. Further discussion is needed with concerned parties to finally decide on additional specifics.

3.3 Security Considerations
In general, security requirements are captured in “AMI System Security Requirements”, a document proposed by the AMI-SEC subcommittee within UCAI. These requirements must be discussed further to determine if all are required for this purpose, and specifics about those that are deemed necessary. In general, though, the main considerations regarding security are listed below. 
· The ADE system must allow an administrator to configure and/or allow configuration of the system to allow identities to be created, verified and managed within the system, to prevent unauthorized parties to access the system by using the identity of an authorized party. 

· The ADE system must allow an administrator to configure the system to allow authorized requests and reject unauthorized requests. 

· The ADE system must protect sensitive information from inspection and modification by unauthorized parties in transit and at rest, under all conditions. 

· The ADE system must track all requests to allow an administrator or other authorized party to view the history of information within the system – when it was created, updated, or deleted, and who performed the action. 

4. ADE Solution Design Considerations 

4.1.1 ADE Solution Option

The ADE solution needs to be able to handle the basic requirements of providing core customer data and their energy consumption and pricing, as well as future requirements of advanced Smart Grid features.  Due to the nature of ADE, it is truly Business to Business (B2B) integration at play. Therefore, standards based solution with open interoperability and scalability is a must when building such an infrastructure. 

Logically, ADE fits into a larger Smart Grid solution as the component handling external interfaces.  The following diagram describes where ADE could potentially fit into the infrastructure of a Smart Grid implementation. 
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Again, from the utilities perspective, ADE provides the means to provide data that it collects through AMI and combines with customer and rate/price/billing data and makes it available on a daily basis.  Typically, such data could be made available through an AMI meter data warehouse, assuming that the data warehouse is updated daily.  An ADE data server could be built to act as the staging area for the current customer and usage data.  Depending on ADE requirements, the simplest implementation would be for third parties to pull the data from the agreed-upon location and time intervals.  The data could be made available as XML files that conform to an industry standard information model and formats (XSD).  
The ADE information model would be based upon the IEC TC57 CIM and the XSD would be based upon IEC TC57 WG14 XML NDR.   The mechanism to transport the file could be SFTP through secure and scalable network.  More complex means of ADE integration could involve using notification services for notifying third parties that a file is ready for SFTP.  This would apply to files that exceed a certain size.  Other types of interactions would be implemented through direct service interaction.  Unless otherwise proved prudent, the default technology for service implementation would be Web Services technology stack that supports the proper B2B level integration requirements including security, reliability and audibility etc. 

From third parties perspectives, there could be a wide range of requirements based upon the types of services they provide.  Generally, there will be an ADE interface that pulls data from the ADE data server.  They will in turn load the data into their repository, along with other data, in support of either the Consumer Energy Management or the Utility Energy Management or both.  For DR aggregators that offer managed services on behalf of consumers and for the utilities for dealing with those consumers, the integration between them and utilities will be more than the basic ADE data exchange.  Not only they will offer energy management to consumers, they will offer energy management and control capabilities to utilities and have to integrate with utility operational processes.  
For those States where retailers exist, it is mostly about customer management processes and basic energy usage information and scenario analysis.  For those that would like to offer an “easy” solution for the mass market, they would be mostly interested in customer usage/pricing and energy management options/scenario analysis.   The challenge is really about how much real-time information they would need to make a difference in their offering, and how that could be accomplished without complicating the process too much.  Today, a utility AMI solution often includes a Web Presentment and Analysis component for the residential and certain small business segments.  Consumers will have choices to go with the Energy Management capability offered by a third party or by utilities themselves.  It is still unclear as to which business model will win over the consumers. 

From consumers’ perspective: 

· For large C&I business: they typically have already in place strong DR capabilities, and any AMI implementation would be an enhancement to those programs.  Perhaps they may go with the new DR aggregators instead of dealing with utilities directly.  DR integration will most likely cover the scope of ADE in this context. 
· For small C&I business: they may choose to go with DR aggregators and leverage their solution and buying power.  They will likely use some type of EMS offered by a third party to help manage and control their energy consumption and communicate with the utility.  There might be a small segment that may choose to deal with utilities directly, where ADE may have an impact to them. 

· For Residential consumers: Typically, there will be an In-Home Display (IHD) that acts as the gateway and control to the Smart Meter and to the home Smart Devices that are attached to various energy consumption units.  The IHD may be able provide enough information and command/control for consumers energy management needs so that they would not need to go to a Web Browser for that purpose.  They may still use a Web Browser to access their account information and do some energy usage scenario analysis, etc. 
4.2 ADE Information Model and Message Design

The following information elements (data fields) are proposed as needed to be exchanged for this purpose. 
	Data Element
	Description
	CIM Element
	Priority / Phase

	Utility Identifier
	Used to distinguish between data elements from different utilities
	ServiceSupplier name
	Future

	User Identifier
	A key value to be used by the 3rd party to represent a user, which is associated with a number of service points for which usage data is collected.
	Customer ElectronicAddress userID
	

	Resource
	A data resource (such as meter readings) to which authority is being granted or revoked
	TBD
	

	Resource Access
	Type of access to resource 
	TBD
	

	Resource Access Action
	Grant, revoke, etc.
	TBD
	

	Account Identifier
	This does not need to be the actual utility account number, but must be an identifier to which specific measurements and other consumption related information is and always will be associated. 
	CustomerAccount name
	Future

	Premise Address
	Street Number, Street Name, and Street Type 
	ServiceLocation StreetAddress addressGeneral
	Future

	Premise City
	Name of the city in which the premise is located
	ServiceLocation StreetAddress city
	Future

	Premise Postal Code
	Zip code
	ServiceLocation StreetAddress postalCode
	Future

	Service Point
	An identifier for the (metered) point at which the commodity was delivered to the customer. 
	ServiceDeliveryPoint mRID
	

	Service Type
	The type of commodity related to the readings, such as energy, gas, water, etc.
	ServiceCategory kind
	

	Meter Readings Start Time
	The date and time of the beginning of the period during which the readings apply.
	MeterReading startTime
	

	Meter Readings End Time
	The date and time of the end of the period during which the readings apply.
	MeterReading endTime
	

	Reading Type
	The type of measurement represented by the value of the reading (e.g. energy, voltage, pressure)
	ReadingType kind
	

	Interval Duration
	Length of time of each reading interval
	MeterReading valuesInterval
	

	Reading Value
	The value of the reading.
	Reading value
	

	Reading Units
	The units of the reading value (e.g. W, Wh, V)
	ReadingType unit
	

	Reading Date / Time
	The time at which the readings were taken.
	MeasurementValue timeStamp
	


4.2.1 Information Model
The following diagrams are provided to show how the CIM elements referred to in section 4.2 are related to each other. Note that this is not refined to the collection of elements actually required, nor is it organized as a schema – it is simply the names and valid relationships (from the IEC CIM model) of the information objects involved.  It is to show that the CIM provides most of all data elements and relationships required to support ADE services.  The area that may require extension is the authorization. 
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class ADE - Information Model

 IdentifiedObject

Metering::ServiceDeliveryPoint

+ phaseConfigurationKind:  PhaseConfigurationKind [0..1]

+ ctptReference:  Integer [0..1]

+ grounded:  Boolean [0..1]

+ nominalServiceVoltage:  Integer [0..1]

+ servicePriority:  String [0..1]

+ serviceDeliveryRemark:  String [0..1]

+ billingCycle:  String [0..1]

+ loadMgmt:  String [0..1]

+ estimatedLoad:  CurrentFlow [0..1]

+ budgetBill:  String [0..1]

+ checkBilling:  Boolean [0..1]

+ consumptionRealEnergy:  RealEnergy [0..1]

+ ratedCurrent:  CurrentFlow [0..1]

+ ratedPower:  ActivePower [0..1]

 IdentifiedObject

Metering::MeterReading

+ valuesInterval:  DateTimeInterval [0..1]

 IdentifiedObject

Metering::ReadingType

+ kind:  ReadingKind [0..1]

+ unit:  UnitSymbol [0..1]

+ multiplier:  UnitMultiplier [0..1]

+ intervalLength:  Seconds [0..1]

+ reverseChronology:  Boolean [0..1]

+ defaultValueDataType:  String [0..1]

+ defaultQuality:  String [0..1]

+ dynamicConfiguration:  String [0..1]

+ channelNumber:  Integer [0..1]

 Metering::

IntervalBlock

 Metering::

IntervalReading

+ value:  Float [0..1]

 IdentifiedObject

Meas::MeasurementValue

+ timeStamp:  AbsoluteDateTime [0..1]

+ sensorAccuracy:  PerCent [0..1]

 Customers::Customer

+ kind:  CustomerKind [0..1]

+ specialNeed:  String [0..1]

+ vip:  Boolean [0..1]

+ pucNumber:  String [0..1]

+ status:  Status [0..1]

 Document

Customers::CustomerAccount

+ billingCycle:  String [0..1]

+ budgetBill:  String [0..1]

 Document

Customers::PricingStructure

+ code:  String [0..1]

+ revenueKind:  RevenueKind [0..1]

+ taxExemption:  Boolean [0..1]

+ dailyEstimatedUsage:  Integer [0..1]

+ dailyCeilingUsage:  Integer [0..1]

+ dailyFloorUsage:  Integer [0..1]

 IdentifiedObject

Customers::

ServiceCategory

+ kind:  ServiceKind [0..1]

 Location

Customers::ServiceLocation

+ accessMethod:  String [0..1]

+ siteAccessProblem:  String [0..1]

+ needsInspection:  Boolean [0..1]

 Agreement

Customers::

CustomerAgreement

 IdentifiedObject

Common::Organisation

+ streetAddress:  StreetAddress [0..1]

+ postalAddress:  StreetAddress [0..1]

 IdentifiedObject

Common::

ElectronicAddress

+ lan:  String [0..1]

+ email:  String [0..1]

+ web:  String [0..1]

+ radio:  String [0..1]

+ userID:  String [0..1]

+ password:  String [0..1]

+ status:  Status [0..1]

+MeterReadings

0..*

+ServiceDeliveryPoint

0..1

+IntervalBlocks0..*

+MeterReading

0..1

0..*

+ReadingType

1

+IntervalBlocks

0..*

+IntervalReadings 0..*

+PricingStructures

0..*

+ServiceDeliveryPoints

0..*

1

0..*

0..*

0..1

+ServiceLocation 0..1

+ServiceDeliveryPoints 0..*

0..*

+PricingStructures 0..*

+CustomerAccount

1

0..*

+Customer

1

0..*

+ServiceCategory

1

0..*

+CustomerAgreements

0..*

+ServiceLocations

0..*

+MeterReadings

0..*

0..1

+Organisation 0..1

+ElectronicAddresses

0..*


Figure 1: ADE Information Model – A View from IEC CIM.
Note that all classes inheriting from IdentifiedObject have a collection of attributes used to provide an identifier of various types, including mRID (master resource identifier, unique to the system), as well as name and aliasName (human readable, does not need to be unique).
4.3 ADE Candidate Services 
The following diagram shows a high-level view of the integration services provided by ADE, and how they are used by utility and 3rd party service providers. 
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Figure 2: ADE Integration Service Use Case Diagram

4.3.1 Manage 3rd Parties (User Interface)

These functions are assumed to be accessed through a user interface, through which authorized utility representatives will be able to configure 3rd parties to have access to the system.
4.3.2 Manage Consumer and Authorization

This service allows utilities and 3rd parties to link and authorize an identity known by the utility with an identity known by the 3rd party. From then on, the 3rd party can interact with the ADE system using their own identity for each individual managed in their system. There are potentially two options; one is for consumer to authorize access through 3rd party first. And the other is for consumer to authorize access through their utility first. If the user does not yet have an account on “the other” system, they need to create one first. Another scenario (not shown) is revoking the association, so that the 3rd party no longer receives usage data for an individual. 
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sd ADE - Authorize via 3rd Party
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Figure 3: Consumer authorizes through 3rd party

In this scenario, the identity for the utility portal is provided to the 3rd party portal, and is then passed to the utility where it is authenticated and linked in ADE with the 3rd party identity if valid.
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sd ADE - Authorize via Utility
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Figure 4: Consumer authorizes through utility

In this scenario, the identity for the 3rd party portal is provided to the utility portal, and is then passed to the 3rd party by ADE, where it is linked with the utility identity if valid.

In both scenarios, the key provided with the usage data in the next flow for specific consumer (users) is the 3rd party identity (login).
4.3.3 Provide Usage Data

This service allows the utility to add, update, and delete usage (energy commodity consumption) data managed by the ADE system. It also notifies authorized 3rd parties that new data is available, after which the data can be retrieved by the 3rd parties. 
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sd ADE - Request / Reply
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Figure 5: Provide Usage Data to 3rd Party

After the utility provides new and updated usage data to the ADE system, 3rd parties are notified. They can then request their data, which will likely use FTPS instead of HTTPS. 3rd Parties can also request their data for a previous day. 

This service may also be required for additional data or changed data outside of the normal daily usage data update.
5. Appendix 

5.1 Terms and Definitions

The following table provides definitions for terms used in this document that may not be widely used or understood. For additional definitions and acronyms, see the AMI-ENT SRS and other referenced documents. 
	Term
	Definition

	Bonding Agency
	An administrative body authorized to define rules and policies by which utilities must operate. 

	Home energy management system
	A system through which (residential) consumers can view and manage their energy usage, as well as control smart appliances that can respond to commands. The goal of such a system is to minimize energy costs.

	Demand side management / Demand response
	The ability to control the amount of energy being used by (some subset of) consumers, with the goal of reducing the load (demand / use) during times of limited supply, when cost is greatest. 

	AMI
	Automated Metering Infrastructure – refers to technology used to provide bi-directional communication to utility meters to automatically collect measurements of usage, as well as broadcast price or event signals.

	Distributed generation
	Refers to any technology that enables or provides power to the grid, such as solar panels, PHEV, or other small sources near to where power is consumed.

	PHEV
	Plug-in Electric Hybrid Vehicles – one way to balance supply and demand during peak usage or limited supply is to allow consumers to provide energy to the grid from the batteries in these vehicles, or from standalone battery farms.

	In-Home Display
	A display providing real-time access to data being collected or provided by an AMI meter, connected to the meter through a home area network, possibly associated with or able to provide home energy management functions.


5.2 Sample Services

ADE integration services and schemas will be designed in accordance with the same design of AMI-ENT services, with added security and authentication capabilities.   AMI-ENT services (WSDLs and XSDs) can be found at www.smartgridipedia.org.
5.3 PG&E Conceptual ADE Activity Diagrams

Following diagrams are provided by PG&E as an input to the ADE discussion, it does not represent their final position on the subject of ADE. 
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Figure 6: ADE Conceptual Proposal
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Figure 7: 3rd Party Set Up
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Figure 8: 3rd Party Request
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Figure 9: Customer Approval and Transmission of Interval Usage Data
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Figure 10: Termination of Relationship
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