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Ed K; revisist high level requirements, what we should be doing for security.
Domain of what we are doing:

Within the exchange outside homes/facilites.

Darren: Between LSE and ESI.
What kinds of things are those messages.

Ed K: event signal. DR actions take to modify behavior. Price, dispatch level.

Darren: Inquisitor – comm. Links carry the same traffic? Same set of commands regardless of the link they are traveling? (yes)

Ed K: no; different values

D: structure/schema is the same. 

Ed: different integration points along the way. & different security requirements (level).

Multiple ways of info exchange. Request response or notification. Push & Pull.
D: Does end node delegate authority to 3rd parth. 

Ed: today no. Maybe in future, may be 3rd party such as AMI to negotiate comm. Channel. 

D: expectation, driven by customer or utility. 

E: unknown, have not analyzed those scenarios; assuming the channel is open.

D; Is there some transfer of trust where customer trusts 3rd party as acting for the Utility.
E: example; aggregator. Admin thing; sign up for service. Separate interaction channels. Does not require automated trust. 

D: How does customer know that I should trust the signal from AK vs. other that is malicious. 
E: no interactions that set up the relationships. 

D: OpenADE is primarily about setting up relationships. What are the technical means to use to insure the communications are used as intented.

Albert: Traditionally Utility uses 3rd party as part of their deployment.

Ed: Key management to sign up credentials for correct parties.

D: Define the security problem.

E: assumption is the parties have proper credentials and connections are established and can’t be fixed. 
?: Security association established between device and controlling entity. 

D: How to secure the link from agg/Utility to customer.  How do we establish the link in the first place. 
I do want to receive message from Akuacom and not from Hacksalot. How do I tell the widget that is the desired behavior. 
Where do it come from; proof the claim, authorized the attempted action. Are there pieces in place for claim, proof, evaluate the communication. 

E: What level of specificity do we need to get to?

i.e. Not defining implementation specifics.
D: on a limb; not convinced different controls required on different links. TLS too far down the weeds. ADE defined set of functional security requirements, anticipate take same approach; here is the model and what is expected to satisfy and OADR specifies we satisfy by x. 
E: OADR Alliance can get into that level of detail. OASIS not looking at security requirements. Have not paid enough attention to it.
D: Now is the time.

E: Overlap w/ADE, different 3rd party requirements, not automating the negotiations.
Ally: Devices need to be cost effective near the end points. Implications?
D: Roles, function at the device level; would be end load control device, (stats, meters, etc.) Map abstract control to role, with specific set of which control is appropriate.

E: what is best way to collaborate; work flow – 

D: 1. Capture what we have talked about; what are we trying to secure?

Establishment of a trust relationship between communicating entites

Es.t security mechanism that supports that trust relationhip

Flush out; look at 3PDA profile use cases and look for re-use. Current cases, intitiated by either party to nofify the utility (3rd or customer). Access to my x. for usage data. Utility I want you to give access x as a control over my widget, how close do we get to modeling what OADR is aimed at. Exercise of review use cases and make those changes. Does it make sense, or is there some initial change needed because it does not translate with this change. 
Codify what we want to accomplish. Beat up and agree. 
Ed: Scope is cyber security.

D: fair scope expectation. 3PDA does not address physical security.

E: definition?
D: Ensure that we can do what you want to do and can’t do what you are not supposed to do through electronic media.

Break down the space: data in transit, data at rest, data in processing. Frequently transit gets name in lights. Sitting data could be compromised as well. What are we trying to protect? What are 3rd party concerns?
Identify what it is about OADR signals or system behavior that we are concerned babout. It affects load. Anything else: privacy, Look at what the system does; look at goals, start from there, can it do it, and not be abused.
Albert: Physical security?

D: Guards, gates, guns. Control physical device.

Toby: ecommerce transaction.

D: resuse ecommerce stuff; but be cautious not bring over what does not apply. A trade, this is request based. 

Wendy: AutoDR critical to grid operations. Will only trust OADR if amount is what is requested. 
D: next level of expectation; what is important, next step System Operators are relying on that to perform certain operations. 

Request: OADR codify what is important and essential about OpenADR, Goal, objectives, key points of transition. 

E: functional? 

D: Business process, what is it that this system does that is important. Iteration, team from both OADR and Security to work through this. 

Express in security terms. Exercise, look at current 3pda use cases and determine if they can be re-cast and replaced usage data with load data. Is there differences or new use cases?

Look at failure analysis; controls to ensure no failures or accounted for or mitigated.

D: 3da use cases. Title: subject verb object (no passive voice; actor takes an action)

Description snapshot; preconditions; minimal gurantees (what minim must be in tact if there is a failure)

Diagram; activity diagram in swim lane format. 

Success scenarios verbal.

May be differences  in trust assumptions if roles are too abstract (e.g. VTNVEN is ISO, to Agg. Etc. Codify what the trust assumptions are. 
Wendy: NIST SGIP standards sub group/ will review draft standards. 
Ed: we need to formalize our analysis.

E: We will produce swim lane diagrams.

D: first examine architecture; can it be told through the 3pda access, or can roles be recast. Replace usage data with load data. 

If 3pda can be recast for OADR, do we have all of the OADR use cases? 

D: 3PDA privacy considerations in NISIR. No statements regarding best practices for 3rd party. 

Inquiry for cross team collaboration. Could create new listserv.
Albert: OpenHAN security security document applicable?

D: no concept of 3rd party. Within ESI. Not our scope.
