Appendix A: Relation to the NIST Interagency Report 7628

A goal of the OpenADR security profile is to support and align with the NIST IR 7628. This document approaches analyzing each interface at each process step in regard to failure analysis and control development (refer to Figure 9).

A.1 Traceability

This section documents the traceability found between the NIST IR 7628 and the OpenADR Security Profile. The OpenADR Security Profile incorporates the NIST IR 7628 in each of the five major phases of the security profile development.

1. Scope – This document incorporates a review and analysis of NIST IR 7628 use cases to guide the development of OpenADR scope.

2. Logical Architecture – This document incorporates a review and analysis of relevant architectural elements from the NIST IR 7628 in the OpenADR logical architecture development, re-using actors where possible and further decomposing the architecture where needed.

3. Security Influences – This document incorporates an analysis of the security objectives defined in the NIST IR 7628 use cases in developing and expanding security principles for OpenADR.

4. Security Controls – This document used the relevant technical requirements from NIST IR 7628 as a source of inspiration for the development of the controls for this security profile. The NIST IR 7628 controls were also used as a means to verify coverage by way of identifying controls that this document might not have otherwise considered.

5. Validation – the validation step is an iterative process in the development of a security profile. This document incorporates a review of the NIST IR 7628 controls and actor-to-control mappings as a means to ensure completeness in the OpenADR Security Profile.
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Figure 9 – Security Profile Workflow NIST-IR 7628 Mapping

A.2 NIST IR 7628 Actors to WAMPAC Roles Mapping

This section documents the mapping from NIST IR 7628 actors to WAMPAC Security Profile roles. This document uses the term “Role” to denote the function performed by the object within the use cases since a given device may perform more than one function. This approach supported the understanding of security failures and controls at the lowest level practical.

By comparison, although subtle, an “Actor” as defined by the OMG for unified modeling language is:

A type of role played by an entity that interacts with the subject, but which is external to the subject. Actors may represent roles played by human users, external hardware, or other subjects. Note that an actor does not necessarily represent a specific physical entity but merely a particular facet (i.e., “role”) of some entity that is relevant to the specification of its associated use cases. Thus, a single physical instance may play the role of several different actors and, conversely, a given actor may be played by multiple different instances. (p.604-5, OMG Unified Modeling Language (OMG UML), Superstructure Version 2.3)

Briefly, NIST IR 7628 actors are entities that may perform many OpenADR roles. NIST IR 7628 actors are derived from Figure F-6, Volume 3 page F-21. 

The NIST IR 7628 actors that are omitted are out of scope for this security profile. 
