Appendix C: Using the Security Profile to Evaluate an OpenADR Deployment
This document can be used to evaluate the security of a proposed OpenADR deployment
. The security controls and the failure analysis in this security profile are based on the definition of uses cases and roles. In different OpenADR deployments, the use cases and roles will be mapped to different elements of the actual deployment. An architectural analysis of a proposed deployment against this document has the following steps. 

1. 

2. Map the proposed deployment to the roles in Section 2.2. 
3. For each use case, use the mapping generated in step 2 and Failures mapped to Use Cases in Table xx (Section 3.2) to determine which elements are involved in the use case. 
4. For each instance of each use case, determine the possible failures, per role and per step. This information comes from the three failure tables in Section 3.3. Then determine the controls that mitigate each possible failure using the mappings in Section 4.1.2.

5. For each element of the proposed OpenADR deployment, determine the recommended controls for that element. This involves mapping each element to the appropriate use cases and use case steps, proceeding through possible failures and determining the recommended controls. This is the information gathered in steps 1-4 above. 

6. For each element of the proposed OpenADR deployment, and each recommended control for that element, determine how the control is implemented. If the control is not implemented, ensure that all the failures that would be mitigated by the recommended control are being mitigated by one or more alternate controls. Perform a risk analysis to determine the adequacy of the alternate control(s).
7. For each possible failure that is not mitigated, perform a risk analysis that determines the probability of the failure occurring and the cost if the failure does occur.

� For more advice on how to use a Security Profile for the system lifecycle see : HOW A UTILITY CAN USE ASAP-SG SECURITY PROFILES by theAdvanced Security Acceleration Project for the Smart Grid (ASAP-SG)





�Step 1 depends on what  we say about network architecture in 4.1.





