Appendix A: Glossary and Acronyms

Many of the definitions in this section have been adapted or directly quoted from Smart Grid Today's Glossary of Terms and Abbreviations.

ASAP-SG: Advanced Security Acceleration Project for the Smart Grid. This group has been tasked with developing security profiles for the smart grid to accelerate the development of security requirements & standards, requiring vendor products with built-in security, and provide tools for understanding failure mitigation and RFP language.

Authentication: The process of verifying the identity that an entity (e.g., person, or a computer system) is what it represents itself to be. 

Authorization: Specifying access rights to IT or electric power system resources.

COBIT: Control Objectives for Information and related Technologies

CSWG: Cyber Security Working Group. A sub-group formed under the Smart Grid Interoperability Panel to address the cyber security aspects of the Smart Grid Interoperability Framework.

Demand Response: Demand Response, where "demand" is the utility term for the draw of electricity from the electric distribution system and "response" refers to actions taken by utility customers to reduce their demand. This term refers to a type of arrangement between utilities and customers that can take various forms but always refers to the agreement by customers to cut their use of electricity when the utility asks them to, or in some cases customers give the utility permission to remotely change the use of power within the customer's premises. Many DR arrangements are with big industrial consumers that agree to shut down some or all of their power use when the utility alerts them -- often via a phone call -- to a peak demand condition, and often with a financial consideration to mitigate the impact on the business of the customer. Programs for residential customers often use remote controls of thermostats, water heaters, swimming pool pumps and other appliances. Some DR programs offer financial incentives to the customer to have their power use reduced temporarily and others use variable power rates, boosting the cost of power to create an incentive for the customer to reduce power use as peak use times.1
DG: Distributed Generation
DHS: Department of Homeland Security
Distributed Generation: Power generation that is on the premises of the end user.
DOD: Department of Defense

DMZ: Demilitarized Zone

DNMTT: Data and Network Management Task Team

DNSSec: Domain Name System Security Extensions

DR: Demand Response
DSL: Digital Subscriber Line
EMS: Energy Management System

External Application: Applications that reside outside of the physical infrastructure of the demand response system.

External Data Source: A source of data that does not originate with the electric utility

FERC: The Federal Energy Regulatory Commission. An independent agency that regulates the interstate transmission of natural gas, oil, and electricity. FERC also regulates natural gas and hydropower projects.

FIPS: Federal Information Processing Standard. Publicly announced standards developed by the United States government. 

Firewall: A network device designed to block or allow packets based on a pre-determined set of rules. 

Firmware: Software embedded in a hardware device including in computer chips.

FMEA: Failure Modes and Effects Analysis
FPKI: Federal Public Key Infrastructure
FTP: File Transfer Protocol

FTPS: File Transfer Protocol over SSL.  FTPS is an extension to the FTP protocol that adds application layer encryption via TLS and SSL.  For “Secure FTP” or “SSH File Transfer Protocol”, please see SFTP.
Gateway:  A network management device that functions as the entry and exit point for a network segment.

GF: General Failure

GPS: Global Positioning System
GUID: Globally Unique Identifier
HSM: Hardware Security Module. An external physical type of secure crypto-processor targeted at managing digital keys, accelerating crypto-processes such as digital signings, and for providing strong authentication to access critical keys for server applications.

HTTP: Hyper Text Transmission Protocol

IDS: Intrusion Detection System. A passive monitoring system used to monitor network and/or system activity for malicious activity or policy violations. 

IEC: International Electrotechnical Commission. A non-profit, non-governmental international standards organization that prepares and publishes International Standards for all electrical, electronic and related technologies – collectively known as "electrotechnology."

IED: Intelligent Electronic Device.
IEEE:  Institute of Electrical and Electronics Engineers. An international non-profit, professional organization for the advancement of technology related to electricity.

Information Repository: Any location where the DM system stores data.

IP:  Internet Protocol. The primary protocol used for network communications in packet-switched networks. This protocol is specifically used for node addressing and packet routing.

IPS: Intrusion Prevention System. An active monitoring system, similar to an IDS, used to monitor network and/or system activity for malicious activity or policy violations. Additionally, an IPS can terminate a connection upon detecting suspicious activity.

IPv4, IPv6:  IP (above) version 4 is the fourth revision of IP based on RFC 791. IPv4 uses 32-bit addressing with a total of 4,294,967,296 (2^32) unique addresses. IPv6 is designed to supersede IPv4 and uses 128-bit addressing for a total of 2^128   unique addresses.

IR: Interagency Report
ISO: International Organization for Standardization

ISO: Independent System Operator
IT:  Information Technology.

ITIL: Information Technology Infrastructure Library

LAN:  Local Area Network. A network covering a small physical area.

LIC: Logical Interface Category

Link: is a step labeled with the name of some other use case. A link indicates that the activity of this use case is followed by the activity of the linked use case.

Load:  Electric utility term for the infrastructure that uses the power the utility distributes -- such as homes, businesses, industry and in-the-field equipment -- thus, locating a power generation or storage device near load, for example, means putting it close to where the power will be used. 

Mesh network:  A network technology where each node or end-device can communicate with any nearby devices to create "smart" data routing that finds the most efficient path for data and can change the path when a node stops working.

MPLS: Multiprotocol Label Switching
Multi-factor Authentication: Similar to two-factor authentication, using two or more independent methods, something you have (token or smart card), something you know (password or passcode), and something you are (biometric), for authentication.

NDA:  Non-Disclosure Agreement.

NERC:   North American Electric Reliability Corporation. A self-regulatory, non-government organization which has statutory responsibility to regulate bulk power system users, owners, and operators through the adoption and enforcement of standards for fair, ethical and efficient practices.

Network Equipment: Equipment implementing any intermediary function specifically aimed at facilitating or brokering exchange of synchrophasor data between organizations is in scope.

Network Segment: In networking, this is a network segment where all devices communicate using the same physical layer. Within WAMPAC, some switching devices may be used to extend the segment which is defined by the role of the devices in that segment.
NIST:  National Institute of Standards & Technology. An office of the US Dept of Commerce, it handles standards and technology issued for the federal government including being tasked in the Energy Independence & Security Act of 2007 with heading up an effort to set interoperability standards for the smart grid industry.(www.nist.gov) 

NOAA: National Oceanic and Atmospheric Administration
Non-WAMPAC Application: This is a utility operated application that does not rely critically on time-synchronized phasor measurements for its primary task. 

NTP: Network Time Protocol
Open SG: Open Smart Grid users group – part of the UCA International users group.
 
OMG UML: Object Management Group
Operations Center Equipment: Equipment in the Operations or Control Center that internalizes and processes phasor data in the course of performing synchrophasor application functionality is in scope.

Optional flows: An optional flow indicates a flow that may or may not always happen in a use case.

OWASP: Open Web Application Security Project
Phasor Gateway: This is software that bridges one or more utility networks for the purpose of exchanging phasor measurement data. 

PKI: Public Key Infrastructure
Private Network: In networking this refers to networks using private IP space as defined by RFC 1918. Within electric power systems this refers to networks owned, operated or controlled by the utility or retail electric provider.

Public Network: In networking this refers to networks using publicly-addressable IP space which can be routed via the Internet. Within electric power systems this refers to networks not owned, operated, or controlled by the utility or retail electric provider.

QoS:  Quality of Service. In an IP network QoS provides guaranteed resource reservation to provide different priorities to different applications, users, or data flows, or to guarantee a certain level of performance to a data flow.
Reference Architecture: Abstraction of solution architectures have been successfully used to address similar requirements.
RF:  Radio Frequency. Used as a generic term in many industries to describe radio signals used for networking and even those signals that cause interference.

RFC: Request for Comments
RPN: Risk Priority Number.  A measurement used when assessing risk in the FMEA process, which equals (Severity x Occurrence x Detection).
RFP:  Request for Proposal.

RTO: Regional Transmission Organization
RTU:  Remote Terminal Unit. A unit that collects data from electrical devices, such as meters, in real time.

SAMATE: Software Assurance Metrics and Tool Evaluation
SCADA:  Supervisory Control and Data Acquisition. A system used by power utilities to gather data from and issue commands to devices in the field.

SCP: Secure Copy.  SCP is an extension to the SSH protocol to implement a secure replacement for Remote Copy (RCP).
SCL: Substation Configuration Language

SFTP: SSH File Transfer Protocol, also known as Secure FTP.  STFP is an IETF extension to the Secure Shell (SSH) protocol to implement a secure replacement for FTP.  For “FTP over SSL”, please see FTPS.

SG Security: Smart Grid Security working group within Open SG.
SGIP: Smart Grid Interoperability Panel

Sensor: A sensor is a device that collects information such as voltage, temperature, or device status.

Smart grid:  The utility power distribution grid enabled with computer technology and two-way digital communications networking.  The term encompasses the ever-widening palette of utility applications that enhance and automate the monitoring and control of electrical distribution networks for added reliability, efficiency and cost effective operations.

SOC: Security Operations Center. Often incorporated with the network operations center, but designed to monitor security logging and security-related events. 

Step: indicates the activities performed by a role during a use case

Substation: An electrical substation is a subsidiary station of an electricity generation, transmission and distribution system where voltage is transformed from high to low or the reverse using transformers. Electric power may flow through several substations between generating plant and consumer, and may be changed in voltage in several steps.

TCP, TCP/IP:  Transmission Control Protocol. Usually written with internet protocol as TCP/IP and the two make up the suite of protocols that are used to communicate via the Internet.

TLS: Transport Layer Security
TO: Transmission Owner, as defined by NERC

TPM: Trusted Platform Module. The name of a published specification detailing a secure crypto-processor that can store cryptographic keys that protect information, as well as the general name of implementations of that specification, often called the "TPM chip" or "TPM Security Device" 

Two-Factor Authentication: The act of using two independent authorization methods. Examples are mixing something you have (token or smart card), something you know (password or passcode), and something you are (biometric).

UCAIug: UCA International Users Group. A not-for-profit corporation focused on assisting users and vendors in the deployment of standards for real-time applications for several industries with related requirements. The Users Group does not write standards, however works closely with those bodies that have primary responsibility for the completion of standards (notably IEC TC 57: Power Systems Management and Associated Information Exchange).

UML: Universal Modeling Language 

UPS: Universal Power Supply

URL: Universal Resource Locator

USB:  Universal serial bus, a cable system with rectangular plugs used to connect a wide variety of devices to computers and computer peripherals.

VLAN:  Virtual Local Area Network. A method of segmenting and routing traffic between devices on an IP network so that they communicate as if they were attached to the same broadcast domain, regardless of their physical location.  

VOIP:  Voice over Internet Protocol.

VPN:  Virtual Private Network. A VPN encapsulates data transfers between two or more networked devices not on the same private network so as to protect the transferred data from other devices on one or more intervening local or wide area networks. 

WAMPAC: Wide-Area Monitoring, Protection, and Control
WAN:  Wide Area Network. A computer network that covers a broad geographic area. 

WASA: Wide-area Situational Awareness

WECC: Western Electricity Coordinating Council
WiFi:  Wireless Fidelity -- a standard for sending and receiving data -- such as in a home or small office network or LAN (or even an entire city).  The standard includes a number of sub-standards under the IEEE's 802.11 standards.
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