Appendix F: OpenADR Cryptographic Security Profile
The purpose of this document is to specify the cryptographic algorithms (security controls) for use with OpenADR 2.0. The set of controls includes: 

· Hash
· Public Key
· Symmetric key
· Key exchange/key agreement
Transport Layer Security (TLS) 1.2 is used to provide the secure transport for OpenADR. The cryptographic algorithms defined in Section 5 are to be used with TLS. 
F.1 Method

NISTIR 7628, Subsection 4.2 - Cryptography and key management Solutions and Design Considerations - provides broad guidance on the use of cryptography within the smart grid. 

This analysis looked at the specific data exchanged under OpenADR and considered the volume of data as well as requirements for confidentiality, availability, integrity and non-repudiation.  

FIPS 140-2 specifies requirements for validating cryptographic implementations for conformance to the FIPS and SPs. The validation of the cryptographic implementations is outside the scope of this document. Vendors who have validated cryptographic modules may be found at http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm 

The algorithms selection process considered

· Ensuring adequate security

· Minimizing overhead  

· Promoting interoperability. 
F.2 References

· IETF RFC 5246 - The Transport Layer Security (TLS) Protocol Version 1.2, Aug 2008
· NISTIR 7628, Guidelines for Smart Grid Cyber Security:
· Vol. 1, Smart Grid Cyber Security Strategy, Architecture, and High-Level Requirements, 
· Vol. 2, Privacy and the Smart Grid
· Vol. 3, Supportive Analyses and References
· NIST FIPS 180-3  Secure Hash Algorithm (SHA) 
· NIST FIPS 186-3, Digital Signature Algorithm (ECDSA) 
· NIST FIPS 197 - Advanced Encryption Standard
· NIST SP 800-57, Recommendation for Key Management Part 1
· NIST SP 800-90, Recommendation for Random Number Generation Using Deterministic Random Bit Generators (Revised).
· NIST SP 800-22, A Statistical Test Suite for Random and Pseudorandom Number Generators for Cryptographic Applications
· NIST SP 800-107, Recommendation for Applications Using Approved Hash Algorithms
· NIST SP 800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths, January 2011 
· OpenADR 2.0 specification 
F.3 Hash

Considerations

· The OpenADR data to be hashed has a relatively short lifetime (typically less than 60 days). 
· The data has a moderate amount of structure to it making it more difficult for an attacker to create a meaningful collision.  
· SHA-256 provides an estimated collision resistance of 128 bits which is consistent with the NIST recommended AES key length.
Recommendation

· SHA-256 as specified in NIST FIPS 180-3 shall be used. 
· The guidelines provided in NIST SP 800-107 are to be applied. 
F.4 Symmetric Encryption

Considerations

Probable plaintext/ciphertext 

Much of the data pulled down from the website will be the same for multiple recipients. Thus, an attacker could establish one legitimate account and observe a set of plaintext. It is reasonable for the attacker to assume that other users accessing the web server will initially receive similar data (e.g. the home page). This provides the attacker with probable plaintext/ciphertext. 

This threat is offset by the fact that HTTPS (TLS) will establish a new key for each session. Thus, the lifetime of the key is limited. In addition, the value of data fades quickly with time. It is tactical, not strategic.  

Volume

Volume of data to be exchanged is relatively small compared to the amount of data that can safely be encrypted using modern block ciphers. 

Recommendation

· AES 128 as specified in NIST FIPS 197 shall be used. 
· The use of stream ciphers in the context of OpenADR is prohibited. 
F.5 Public Key/Digital Signature 

Considerations

After December 31, 2013, key lengths providing less than 112 bits of security strength shall not be used to generate digital signatures.

Keys used by certification authorities to sign certificates shall be longer than the keys used by servers in establishing secure sessions with clients.  

The Transport Layer Security (TLS, RFC 5246) protocol will be used within the context of OpenADR. 

Recommendations

Certification authorities signing server certificates: ECDSA-P384, SHA-384

Operations other than certification authority certificate signing 

· Key establishment - ECDHE P-256
· Server authentication - ECDSA P-256
· Signatures - ECDSA P-256
Cipher Suites

Some protocols (e.g., TLS) specify a suite of protocols to be used together. When TLS 1.2 is used in the context of OpenADR the following cryptographic suite shall be used.
	Suite 
	MAC 
	PRF 

	TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 
	Galois Ctr. 
	P_SHA256


