Functional Analysis

2.1 Logical Architecture

 The roles defined in this profile are abstract or logical roles; that is, each role does not necessarily map one-to-one with an actor, device, or system. It is possible for an actor to implement the functionality of multiple roles. However, it is also possible for the functionality of one role to be implemented by multiple actors. This document focuses on defining the roles, their functionality, and ultimately the security controls each role must implement at this abstract level and leaves the task of mapping roles to specific actors, devices, or systems to those developing or procuring these elements.
[Figure for Logical Architecture; summary of interactions by business process area:

· DR Resource communicates capabilities, constraints, status and performance characteristics.

· DR Controlling decides to call an event (conditions)
· Objectives to meet

· What resources to apply to meet those objectives

· Execution of the Event
· Signal to the resources

· Monitor what is going on (feedback)

· Evaluation of what happened (out of scope for interop.)

· M&V

· Reconciliation
]
All roles are assumed to have some inherent communications ability (i.e., there is no need to model a distinct communications element associated with each role).
2.2 Role Definitions

All roles are defined in the following sub-sections.
Demand Response (DR) Controlling Entity
This role that represents all the different entities that may need to manage and interact with wholesale and/or retail DR resources and includes the following actors: Independent System Operator / Regional Tranmission Operator (ISO/RTO), Distribution Company, Load Serving Entity, DR Aggregator and others. Different actors may function as the DR Controlling Entity at different points in the process of administering a DR Event. The DR Controlling Entity may represent a single actor, such as a Utility Distribution Company (UDC) in the business role of a Load Serving Entity. A DR Controlling Entity may also represent a hierarchy of entities, such as an ISO/RTO dispatching DR instructions to a Transmission Operator, who in turn sends the dispatch instructions on to a UDC, who sends instructions to a DR Aggregator, who then directs a specific DR Resource to execute the instruction. This can be modeled as a recursive relationship with DR Controlling Entity which represents each of these actors in an integration role. The goal is to minimize the number of different logical components and hence the number of different services and message payloads that need to be defined through reuse of the standard services and payload definitions.  

This concept is elaborated more extensively in an EPRI report titled Concepts to Enable Advancement of Distributed Energy Resources.
 The terminology for the interaction parties varies depending on the source
,
. For the purposes of this analysis, the roles and definitions used are those defined in “OpenADR 1.0 System Requirements Specification v1.0” developed by the OpenSG OpenADR Task Force. 
[add the  the source references used to the beginning]
Demand Response (DR) Resource

A DR resource is a virtual representation of one or more assets or physical devices capable of shedding or managing load in response to a triggering event. A DR Resource may consist of multiple assets or devices that have been aggregated to form a larger load shedding capacity or energy resource.

For example, an apartment building with multiple electricity consumers is one large Resource composed of the aggregated the total load shedding capacity of all the assets or devices in the apartment building. A DR Resource may also consist of different types of generation assets such as a wind Turbine and an electric motor that work in combination to meet DR program obligations.
Demand Response (DR) Asset

A DR Asset is an end device that is capable of shedding or managing load in response to Demand Response Events, Energy or Ancillary Services, Price Signals or other system events (e.g. under frequency detection). The DR Asset can be controlled by an end device control through Direct Load Control or Demand Response Load Control.
2.3 
Role Mappings

2.4 Use Cases

2.5 This section is a subset of all the interactions needed to implement OpenADR as a system based on the scope defined in Section 2.1. 
2.6 This Security Profile defines OpenADR functionality using the following use cases:
· Use Case 1 deals with the interactions initiated by a DR Resource to provide the DR Controlling Entity with information on the capabilities and constraints of a DR Resource to participate in DR Events. These include:
· Notice of capabilities and constraints and subsequent changes these capabilities and contraints.

· Notice of scheduling constraints based on temporary changes to availability
· Use Cases 2-4 deal with the interactions used by a DR Controlling Entity to manage the DR Resources during the execution of a DR Event. The DR Signals used by a DR Controlling Entity can influence the behavior of a DR Resource through the use of signal types for Objectives, Price, and Direct Load Control. For the purposes of failure analysis the use cases are broken out based on the interaction pattern:

· Broadcast

· Push

· Pull

· Use Case 5 deals with Feedback provided by a DR Resource to a DR Controlling Entity during the execution of a DR Event. 
These use cases do not include security controls, such as the use of authentication or encryption. Security controls and their mapping to the roles performing these use cases are found in Section 4.
The use cases include the depiction of “acknowledgements” in the interaction (sequence) diagrams for the purpose of completeness in the representation. Acknowledgements are considered a separate security control and are not included in the use case summary or addressed individually in context of a use case step. A “reply” to a message contains other information other than a simple acknowledgement that a message has been received (e.g. notice of non-performance, failure information, etc.). Reply messages are included are included in the use case analysis as security controls may vary by context.
Each use case contains the following elements:

· Use Case Description: This is a summary of the use case, describing the overall flow and steps.

· Preconditions: These are conditions that must be true for the use case to be successfully executed.

· Minimal Guarantees: These are properties that must remain true any time the use case is initiated, regardless of whether it terminates successfully.

· Success Guarantees: These are properties that will be true only if the use case terminates successfully. This requires that all preconditions and all condition checks (e.g., for validity of a request) be satisfied during execution of the use case.

· Trigger: This is the stimulus that initiates execution of the use case.

2.7 Main Success Scenario: This defines the series of steps undertaken by each role during successful execution of the use case. The scenario is depicted graphically in an activity diagram (the notation used in these diagrams is explained in Appendix B) and each step is summarized in text.

Use Case 1: Demand Response Resource Registers with a Demand Response Controlling Entity
Use Case Description: A party with ownership, controlling interest or administrative responsibilities for a Resource communicates operational information about the Resource to a controlling entity. This includes information about the capabilities, availability, and constraints regarding the Resource’s ability to shed load or generate power.
For example the owner of a DR resource may wish to declare their inability to shed load due to summer shutdown or may wish to reduce the available capacity of a Resource due to equipment maintenance or other causes. 
The DR Resource initiates the process through a Registration Message and can subsequently change that information or remove any availability for performance in a DR Program using the same interaction pattern. A DR Resource can also declare itself unavailable to perform in a DR Program on a temporary basis using an Opt-out.

Preconditions:

· The DR Resource and DR Controlling Entity have all of the necessary network connections available.

· The party with ownership, controlling interest or administrative responsibilities for the Resource has enrolled in a Demand Response Program that is administered by the DR Controlling Entity.
Minimal Guarantees: 
· The DR Resource does not reveal any information to another party that would allow that party to provide any false information to a DR Controlling Entity attributed to the DR Resource.
· The DR Controlling Entity does not process any invalid data.
· The DR Resource sends no altered data to the DR Controlling Entity
.
Success Guarantees: 

· The DR Resource has registered with the DR Controlling Entity prior to a call for performance under the terms of the DR Program and provided all Resource information necessary to participate in a DR Event.

Trigger: 
The trigger for this use case could be an operator initiated trigger or the result of a pre-configured device configured to participate in a DR Program.
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Diagram: Use Case 1:  Register DR Resource

Main Success Scenario:

1:  The DR Resource sends a registration request to create, update, or remove a profile to the DR Controlling Entity. 
2: The DR Controlling Entity receives the registration.
3: The DR Controlling Entity assesses the validity of the Resource registration request.
4: The DR Controlling Entity sends a reply based on the results of the assessment.
Use Case 2: DR Controlling Entity Notifies a DR Resource of DR Event (Push)
Use Case Description: This interaction is used to dispatch DR Resources.  The initiator of the interaction is the DR Controlling Entity. The initiating event message is directed to a specific DR Resource. The dispatch can convey an objective, price or direct load control signal. 
The objective is expressed as a load or generation value (e.g. shed 100kW) for the load profile of the DR Resource for a specific interval or series of intervals. 
The price message expresses the price for an interval or intervals as an absolute real time price or a price relative to the current tariff price. 
The direct load control message includes an on/off or set point (e.g. set thermostat to 80 degrees).

The Event Notification message can contain one or more of the three signal types.
Preconditions:

· The DR Resource and DR Controlling Entity have all of the necessary network connections available.

· The party with ownership, controlling interest or administrative responsibilities for the Resource has enrolled in a Demand Response Program that is administered by the DR Controlling Entity.
· The DR Resource is successfully registered with the DR Controlling Entity as defined in Use Case 1.
Minimal Guarantees: 

· The DR Controlling Entity does not reveal any information that could allow another party to present false identification, or intercept or alter future messages sent to the DR Resource.
· The DR Resource does not process any invalid data.

· The DR Controlling Entity sends no unaltered data to the DR Resource..
Success Guarantees: 

· The DR Resource receives and replies to an Event notification. 

Trigger: 

The trigger for this use case could beIndi from multiple sources depending on the span of control of the DR Controlling Entity and the DR Program definition. The originating Event message could be a manual response from a Market Operator based on forecasted or current conditions. The event could be a manual or automated response to a program rule regarding time of day and outside air temperature, or any number of options. If the DR Controlling Entity is a DR Aggregator, it could be a manual or automated response to an event signal from a Market Operator.
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Diagram: Use Case 2:  DR Event Notification


Main Success Scenario:

1: A DR Controlling Entity sends a DR Event Notification (a.k.a DR Dispatch) to the DR Resource. [A DR Event Notification could be for a new DR Event, an update or cancellation of a pending or current DR Event.] 
2: The DR Resource receives the DR Event Notification. 
3: The DR Resource sends a reply with an affirmative acknowledgement, notice to opt out, or failure message.
4: The DR Controlling Entity receives the reply.
5: The DR Resource takes action to reduce load or generate power.
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Use Case 3: DR Controlling Entity Notifies DR Resource of DR Event – (Broadcast)
Use Case Description: This interaction is used to dispatch DR Resources.  The initiator of the interaction is the DR Controlling Entity. The initiating event message is directed to multiple DR Resources. The dispatch can convey an objective, price or direct load control signal. 

The objective is expressed as a load or generation value (e.g. shed 100kW) for the load profile of the DR Resource for a specific interval or series of intervals. 

The price message expresses the price for an interval or intervals as an absolute real time price or a price relative to the current tariff price. 

The direct load control message includes an on/off or set point (e.g. set thermostat to 80 degrees).


The Event Notification message can contain one or more of the three signal types. 
Preconditions:

· The DR Resource and DR Controlling Entity have all of the necessary network connections available.

· The party with ownership, controlling interest or administrative responsibilities for the Resource has enrolled in a Demand Response Program that is administered by the DR Controlling Entity.
· The DR Resource is successfully registered with the DR Controlling Entity as defined in Use Case 1.
Minimal Guarantees: 

· The DR Controlling Entity does not reveal any information that could allow another party to present false identification, or intercept or alter future messages sent to the DR Resource.

· The DR Resource does not process any invalid data.

· The DR Controlling Entity sends no unaltered data to the DR Resource.

Success Guarantees: 

· The DR Resource receives price notification and is able to respond and perform load-shed or generation based on the current price conditions and best economic interests of the DR Resource.
Trigger: 

The trigger for this use case could be from multiple sources depending on the span of control of the DR Controlling Entity and the DR Program definition. It could be a manual or automated process.
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Diagram: Use Case 3:  DR Event Notification – Price (Broadcast)

[change to single interaction with DR entities]
Main Success Scenario:

1: A DR Controlling Entity broadcasts a DR Event message to multiple DR Resources.
2: The DR Resource receives the DR Event message.
3: The DR Resource initiates action to reduce load or generate power.
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Use Case 4: DR Resource Requests New DR Event from DR Controlling Entity (Pull or Callback Model)
Use Case Description: This interaction is used to dispatch DR Resources based on a request from the DR Resource.  The dispatch can convey an objective, price or direct load control message. 
The objective is expressed as a load or generation value (e.g. shed 100kW) for the load profile of the DR Resource for a specific interval or series of intervals. 
The price message expresses the price for an interval or intervals as an absolute real time price or a price relative to the current tariff price. 
The direct load control message includes an on/off or set point (e.g. set thermostat to 80 degrees).

Although the Event Notification message can contain one or more of the three signal types.
Preconditions:

· The DR Resource and DR Controlling Entity have all of the necessary network connections available.

· The party with ownership, controlling interest or administrative responsibilities for the Resource has enrolled in a Demand Response Program that is administered by the DR Controlling Entity.
· The DR Resource is successfully registered with the DR Controlling Entity as defined in Use Case 1.
Minimal Guarantees: 

· The DR Resource does not reveal any information that would allow another party to present false identification or intercept messages as a DR Resource.
· The DR Controlling Entity does not process invalid requests.

· The DR Resource sends no altered data to the DR Controlling Entity.

Success Guarantees: 

· The DR Resource receives an Event notification and is able to respond and perform based on the content and intentions of the DR Event signal and provide feedback to the DR Controlling Entity..

Trigger: 

The trigger for this use case is a request from the DR Resource. The request is sent based on the temporal aspects of the specific Demand Response Program and enrollment agreements between the DR Controlling Entity and DR Resource. For example, for a day-ahead program the request is sent for the next day’s event. [May be some smoke here.]
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Diagram: Use Case 4:  DR Resource Requests DR Controlling Entity for New DR Event

Main Success Scenario:

1: The DR Resource requests a DR Event Notification from the DR Controlling Entity.
2: The DR Controlling Entity receives a Request for a DR Event Notification.
3: The DR Controlling Entity responds with the Event Notification.
4: DR Resource receives the DR Event Notification.
5: The DR Resource replies to receipt of the DR Event Notification.
6: The DR Controlling Entity receives the reply.
7: The DR Resource takes action to reduce load or generate power
.
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Use Case 5: DR Resource Notifies DR Controlling Entity of Event Performance (Feedback)
Use Case Description: This interaction is used by the DR Resource to notify the DR Controlling Entity of the Resources status or state of the Resource during the event. The feedback is provided continuously during the event in intervals agreed upon by the parties. The performance feedback contains information such as the load profile response characterization of the DR Resource in response to getting the DR signal and information about the near real time electricity usage of the DR Resource.
Preconditions:

· The DR Resource and DR Controlling Entity have all of the necessary network connections available.

· The party with ownership, controlling interest or administrative responsibilities for the Resource has enrolled in a Demand Response Program that is administered by the DR Controlling Entity.
· The DR Resource is successfully registered with the DR Controlling Entity as defined in Use Case 1.

· The DR Resource has been notified of a DR Event.
· The DR Controlling Entity and DR Resoruce have agreed on a feedback schedule. The Feedback of performance is provided only during the requested performance interval of the DR Resource. 
Minimal Guarantees: 

· The DR Resource does not reveal any information that could allow another party to present false identification, or intercept or alter future messages sent to the DR Controlling Entity.
· The DR Controlling Entity does not process any invalid data.

· The DR Resource sends no unaltered data to the DR Controlling Entity.

Success Guarantees: 

· The DR Controlling Entity receives continuous and timely (real time or near real time) feedback from the DR Resource during the entire Event performance window.
Trigger: 

The trigger for this use case is based on an agreed upon reporting interval.
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Diagram: Use Case 5: DR Resource Notifies DR Controlling Entity of Event Performance (Feedback)

Main Success Scenario:

1: A DR Controlling Entity sends a Feedback request to a DR Resource.

2: A DR Resource receives a Feedback request from a DR Resource. 
3: A DR Resource retrieves status over time.
4: A DR Resource sends a Feedback message to a DR Controlling Entity. 

5: The DR Controlling Entity Receives a Feedback message from a DR Resource. 


There is a pattern for a periodic feedback broadcast based on a request/reply as a push.
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Use Case 1: 
Use Case 2: 
� Concepts to Enable Advancement of Distributed Energy Resources: White Paper on DER. EPRI, Palo Alto, CA : 2010. 1020432


� The document referenced by � NOTEREF _Ref302392738 \h ��1� is also referenced by [ENERGYINTEROP-v1.0] Energy Interoperation Version 1.0. OASIS Committee Specification Draft 02 / Public Review Draft 02. 15 July 2011. � HYPERLINK "http://docs.oasis-open.org/energyinterop/ei/v1.0/csprd02/energyinterop-v1.0-csprd02.html" �http://docs.oasis-open.org/energyinterop/ei/v1.0/csprd02/energyinterop-v1.0-csprd02.html�





� For the purposes of use case interactions defined in this document the role DR Controlling Entity is equivalent to Resource Energy Controller (REC) as used in � NOTEREF _Ref302392738 \h ��1� and Virtual Top Node (VTN) as used in � NOTEREF _Ref302393466 \h ��2�. The role of DR Resource is equivalent to the role of Virtual End Node as used by � NOTEREF _Ref302392738 \h ��1� and � NOTEREF _Ref302393466 \h ��2�.





�What happens to this guy. Asset was added for DLC behind the ESI.


�I realize that it can’t be in passive voice, but would altered data really be sent, rather than intercepted and altered?


�Replace with copy of p2p push with reply.


�Move this  or create introduction as part of 2.1 Logical Arch.


�Is the ability to respond part of the success guarantee? What if the Resource receives the Event and understands it, but cannot respond for some reason? Recommendation for consideration: break notification and response into separate use cases.





BB or 2 set of minimal guarantees?


Receive  and respond


Perform action supporting the reply? 


�Deleted section – I thin the ability to actually act on the message is out of scope for security. Implementation issue on how successful the overall process is.


�Replace with copy of p2p push with reply.


That sequence has action before reply, can’t do that with event.


�Is it ok to be optional?


�Also success guarantee? Feedback is a separate Use Case. Need to verify.


�See mods in Use Case 1.


�Need some way to describe or bound these options.





BB: Not sure how to bound. The rule could be anything the parties agree to. So is the point that they need to be agreed to before hand a key point?


�Success Guarantee? This does not describe an action. Use Case steps must be actions.


�Ed’s diagram has recipient as anonymous. Is this really the only type of broadcast? Could be pub/sub or all on bus or in wi band? 


�Move this  or create introduction as part of 2.1 Logical Arch.


�This description is lacking all of the context provided in the first three Use Cases.


�See mods in Use Case 1.


�We have an issue with a role of Anonymous Recipient. Could be pub/sub, everybody on the bus, everybody in wi-fi or pager range.


�Replace with Broadcast push diagram.


��This description is lacking all of the context provided in the first three Use Cases.


�See mods in Use Case 1.


�For  DLC is this an ack or a reply?


��This description is lacking all of the context provided in the first three Use Cases.





BB: need to figure out what to add here. Copy and mode UC2.





BB: Applies to all 3 flavors.


�See mods in Use Case 1.


�Replace with p2p pull with reply


�wording


�Need to flip sequence of rely and do action.


�This is a Success Guarantee, not a Use Case step.


���This description is lacking all of the context provided in the first three Use Cases.


BB: Not sure what context applies.


�See mods in Use Case 1.


�See mods in Use Case 1.


�Replace with Push with Reply





