1 Introduction

This document presents the security profile for Open Automatic Demand Response (OpenADR). System functions considered for OpenADR which includes standardized dispatch, control and pricing signals for Demand Response (DR) and Distributed Generation (DG) and related messages for monitoring the status and capabilities of the participating resources. The recommendations made herein are based on stated system architectural and functional assumptions, and offer a singular security baseline for overall use of OpenADR with tailored subsets of recommendations where variations in system deployment or usage occur.

This document defines a Reference Architecture, a set of use cases to define system functionality, and a set of security controls for systems and components that implement the use cases. The security controls in this document are inspired by and intended to cover the application of technical requirements found in NIST Interagency Report (IR) 7628: Guidelines for Smart Grid Cyber Security
 to OpenADR systems and technology. While NIST IR 7628 serves as an industry-wide reference that a utility or other OpenADR participants may use as a starting point to identify intersystem-level security requirements, this document provides the next level of detail by specifically addressing the use of OpenADR Signals and defining security controls. The controls presented herein may then, in turn, be satisfied by communications protocol definition-level standards and manufacturing specifications. The underlying approach for developing this document was (1) to draw on existing and developing OpenADR Standards and implementations, (2) define the function of these systems by presenting a reference architecture that defines abstract roles and use cases, (3) map the architecture's roles to OpenADR interactions, (4) define broad security objectives for OpenADR systems, (5) identify potential failures for each role in the context of the use cases, (6) define security controls to address the failures, and (7) assign controls to the roles.
Demand Response is defined as the temporary modification of customer energy usage for a defined duration which is triggered by some condition on the grid such as reliability or market conditions. These DR events result in the exchange of “DR signals” between service providers such as Utilities, Independent System Operators (ISO’s), Aggregators, Energy Service Providers (ESP’s), etc. and their customers. The information in the DR signals causes modifications to the end users load profiles. The temporary modifications to energy usage happen during “DR Events” when participants are called to perform according to the terms defined as part of enrollment in a DR Program.
An understanding of the concept of roles is essential to applying the security controls defined in this document. Roles have been designed abstractly to ensure applicability across a range of OpenADR deployment in different markets and with different actors with similar responsibilities. The parties are actors that can assume different roles depending on the type of interaction. The key roles for this document are Demand Response (DR) Controlling Entity, Demand Response (DR) Resource and Demand Response (DR) Asset. A DR Controlling Entity sends signals to DR Resources during DR Events in order to influence demand behavior. The roles and interactions mentioned above are elaborated in Section 2.

It is important to note that a single actor may implement multiple roles and that a role can be assumed by multiple actors. Moreover, each role may be implemented in different ways, using different technologies, and by different vendors. By assigning security controls to the abstract roles, no bias is expressed in any of these dimensions. This document addresses security concerns by requiring that products implementing the functionality of a given role satisfy all security controls associated with that role. If a product implements the functionality of multiple roles, it must implement all of the security controls associated with each of the roles.

1.1 Scope
This security profile addresses the security of functions involved in the deployment of OpenADR. The focus is on those aspects of DR management that is required to facilitate the exchange of DR signals between parties. 
The types of DR interactions in scope are:

· Direct Load Control Signals

· Dispatching of Load Profiles

· DR Related Pricing Signals 

· DR Resource Registration
· Response and Feedback from DR Resources for DR Signals

This document also recognizes that some organizations will only implement a subset of the functions defined herein, and is therefore designed to accommodate different configurations and choices.
1.1.1 Explicit Exclusions
Interactions to support many of the administrative aspects of managing a DR program such as Enrollment, Measurement and Verification (M&V), and Settlement are not in scope. The information and processes required for the Enrollment are still largely manual and vary depending on the participants and market structure. M&V and Settlement standards are defined elsewhere by Standards Setting Organizations such as NAESB and The IEC. The economic incentives used in DR Programs are supported by these settlement standards.

1.2 Approach

The procedure used to develop this security profile is shown in Figure 1. This procedure has five steps and, as illustrated below, these steps are not necessarily sequential and may in fact be iterative in nature.

[image: image1.png]Scope

Identify Functionality

Nominate Use Cases

Identify Applications, Interfaces,
& Sub-components

1-

5- Validation
« Review Scope, Coverage, & Consistency
* Review Failure Analysis & Controls

2- Logical Architecture

Propose Communications Architecture
Define Roles

Normalize Use Cases

Map to Concrete Applications

4- Security Controls

+ Develop Controls to Address Failures
* Refine & Tailor Controls

* Map Controls to Use Cases & Roles

3- Security Influences

« Define Security & Operational Objectives
* Identify Non-Functional Characteristics

* Perform Failure Analysis





Figure 1 – Overview of Security Profile Development Approach

Steps 1 and 2, which are chiefly concerned with defining the scope of the profile, are repeated several times as the development team works with stakeholders to understand their needs. Steps 3 and 4 define the purpose of security in the system’s operation and how security is realized. Steps 2 and 4 join in the final phases of the profile’s development when the development team checks that the set of selected controls is complete and relevant. Step 5, which is concerned with validating the convergence of previous steps, proceeds in parallel with steps 3 and 4. The tasks within each step are summarized below:

1. Define the scope of the security profile. The first step is to decide what aspects of the system are to be included in the security profile. This step requires discussion with stakeholders, consideration of existing and planned systems that will fall within the scope of the profile, and the construction of a conceptual model of those systems that refines and clarifies the statement of scope. The conceptual model includes use cases that define what uses of the system are addressed by the security profile and identifies the roles within those use cases that are the targets of the security guidance to be developed.

2. Construct a logical architecture showing the relationships between roles in the use cases. The logical architecture ties the conceptual model developed in step 1 above to architectures and concrete applications familiar to stakeholders. The logical architecture shows which roles and relationships fall within the scope of the profile and which, though appearing in the use cases, may nonetheless fall outside the scope of the profile.

3. Identify security influences and objectives. The specific aims of the security profile are defined here in terms of the logical architecture from step 2. These aims include high-level security guidance that the profile will refine, related security guidance that will be tailored for the security profile, and characteristics of the system that must be preserved as security controls are put into place. This step also includes identification of security related failures that may inhibit the operation of the system.

4. Define the security controls. New security controls are defined, existing controls from other security documents are referenced, or both to meet the security objectives defined in step 3. Each role is associated with the set of roles it is expected to implement.
5. Validation. This step encompasses a collection of validation checks, such as ensuring that the selected controls are complete with respect to the identified failures (i.e., that there is at least one control for each failure) and that there are no superfluous controls (i.e., for each recommended control, there is a failure that it addresses).

The products of these steps are shown in Figure 2. 
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Figure 2 – Artifact Relationships
The individual use case steps within each use case provide a detailed view of the activities that are considered within the scope of the profile. Each step is carried out by a specific role, and that role is responsible for the security controls that mitigate potential failures of the step. These potential failures are identified in step 3 above by considering of how each step in these use cases may fail and, consequently, how the failure might prevent the system or role from successfully carrying out the use case. Each identified potential failure of a step in a use case prompts the development of one or more controls to mitigate it.

Though most controls are assigned to specific roles, some failures span two or more roles and therefore imply a failure of the communication network that is used by the roles to coordinate their actions. These failures are mitigated by network controls that focus specifically on protecting the movement of information within the use case. In the WAMPAC profile, these controls take the form of recommended network segmentation (see Section 4.1).

Whenever a control is derived from sources identified in step 4, that source (e.g., reference to a specific NIST IR 7628 requirement number) is noted.
1.3 Audience & Recommended Use
The primary audience of this document is organizations that are developing or implementing solutions requiring or providing OpenADR functionality. This document is written for system owners, system implementers, and security engineers with at least a year of experience in securing electric utility field operations. The user is assumed to be experienced at information asset risk estimation. The user is further assumed to be knowledgeable in applying security requirements and guidance. The user will ultimately leverage this profile by reference as the specific set of security controls that must be implemented by OpenADR components and systems, above and beyond organizational-level requirements as specified in the NIST IR 7628 and other recommended best practice documents for cyber security as listed in Section 4.2 and Appendix E:References.

Additional sections below discuss how the document should be used by various stakeholders. The profile development approach (summarized in Section 1.2) guides the reader through the process used in this document for determining controls required for given failures (impacts) for roles and the functionality they implement (use cases), thereby providing traceability and justification for each of the controls selected.

1.3.1 Electric Utility and Demand Response Aggregators
An electric utility may use this document to help achieve multiple security objectives for their organization through activities such as:

1. developing security requirements for OpenADR technology procurement activities 

2. configuring and operating OpenADR systems

3. evaluating planned or deployed OpenADR solutions (see Appendix C:
 for more information)
In some cases, a utility will not make use of all functionality described in the included use cases, which may obviate the requirements for certain controls. The tables within the document can be used to determine security controls needed for a utility’s environment and provide traceability and justification for the design requirements and control selection. In other cases, an organization may identify an alternative (mitigating) control that makes a required control unnecessary, but the utility should be sure it addresses all the same failures and should perform a risk analysis to confirm the adequacy of the alternative control.

1.3.2 OpenADR Vendors
Vendors may use this document to incorporate security controls needed for the development of OpenADR products as well as solutions built upon or derived from OpenADR technology. This document provides enough requirement detail to allow a vendor to begin design activities, but avoids prescription that would thwart innovation or drive toward specific implementations. The reference architecture and use cases also offer tools for understanding OpenADR applications in an abstract sense.

� National Institute of Standards and Technology (NIST), Guidelines for Smart Grid Cyber Security, NIST Interagency Report 7628, August 2010. Available at: � HYPERLINK "http://csrc.nist.gov/publications/PubsNISTIRs.html" �http://csrc.nist.gov/publications/PubsNISTIRs.html�.


� For a more detailed description of this process, please see the ASAP-SG Security Profile Blueprint. � HYPERLINK "http://www.smartgridipedia.org/images/4/43/Security_Profile_Blueprint_-_v1_0_-_20101006.pdf" �http://www.smartgridipedia.org/images/4/43/Security_Profile_Blueprint_-_v1_0_-_20101006.pdf�





�Will there be an Appendix C?





