3. Failure Analysis
3.2. Security and Operational Objectives

3.2.1 Contextual Assumptions
This document assumes that the following conditions, largely or wholly outside of the organization’s control, apply to the environment in which Open ADR systems will be deployed:

1. Load shedding/Generation capacity and ramp rate vary from DR Asset to DR Asset. Risks associated with the compromise of each DR Asset will be different depending on the compromised DR Asset’s capabilities.  
2. DR Resource/Asset’s response to DR Event(s) is uncertain due to DR Resource/Asset’s ability to opt-out of DR Event(s) at any time. Open ADR is not intended to be part of critical grid operations unless DR Resource/Asset gives full commitment to accurately follow DR instructions. 
3.  All participants will act to maximize their own profits. This assumes possible behaviors such as bidder collusion or the use of grid reliability information in the bidding process unless such behaviors are specifically prohibited by the organization.

4. DR Resource can be used to enhance grid reliability or to facilitate market operations. However, regulation and legal agreements require a separation between electric system operations and market functions.  
5. DR Controlling Entity has little to no control over the physical environment in which DR Assets reside in. 
3.2.2 Core Operational Assumptions

This document assumes that organizations will operate Open ADR systems in the following manner:

1. Open ADR services shall be provided via existing, well established IP based communication protocols.

2. The organization shall provide messaging standards that will be used to exchange all DR related information. In addition, all participants will adhere to these standards.

3. Open ADR systems will operate in such a way as to minimize the need for human intervention as much as possible.

4. DR Resources are responsible for physical control of assets under their purview.

5. The triggers for DR Event(s) may not be predictable or may even lie outside the DRCE’s control. It is presumed that DRCE will receive instructions from authoritative entities at unpredictable times (e.g. during oscillations in the grid due to external causes such as transmission line faults).
3.2.3 Security Principles

These objectives served as the “ground rules” for the Open ADR systems and helped with use case development and failure identification. The 13 objectives are as follows: 
1. Security controls should have minimal impact on the primary mission of the Open ADR.

2. DR Resource/Asset should only accept and respond to authorized and valid DR messages in a timely manner.

3. Open ADR should not, in any way compromise grid stability.

4. Open ADR should employ different types of security measures depending on the risks associated with different types of DR events in order to facilitate efficient operations of Open ADR applications (see Figure 1 below). 
a. As personally identifiable information (PII) is introduced to the signal, confidentiality becomes increasingly important.
b. As Direct Load Control is introduced to the signal, integrity becomes increasingly important.
c. As faster response times are required, availability and low latency become increasingly important. 
5. No unauthorized or unauthenticated download of software (firmware, configuration, etc.) shall be accepted by Open ADR system components.

6. Open ADR systems should be able to determine the source of DR event messages and its intended recipients at all times.
7. All control activity (configuration changes, access requests, etc.) on the Open ADR system shall be auditable.
8. The integration of Open ADR systems should not expose other utility systems to unauthorized access or attack. 
9. Only the authorized personnel should have physical access to Open ADR system devices.

10. Open ADR systems should support non-repudiation of all transactions between the DR controlling entity and DR Resource/Asset.

11. Asset owners must not rely on security measures outside their direct observation and control for protection from unauthorized access.
12. Users shall not be allowed to perform any action that falls outside of their assigned role.
13. Open ADR applications should not reveal sensitive, personally identifiable information.

3.3. Failures

Generic Failures

	Failure ID
	Definition
	Explanation
	Examples

	F1
	<Role> does not send a message in a timely manner.
	The transmission of a message must occur within a particular span of time but the role fails to start the transmission within that span. 
	DRCE fails to notify DR Asset of upcoming DR Event(s) during the notification period.

	F2
	<Role> does not receive a message in a timely manner due to flooding or jamming attacks (Denial of Service attacks) on the communications channel.
	The reception of a message must occur within a particular span of time, but the role fails to initiate reception of the message in that time due to DoS attacks.  
	1) DR Asset fails to receive information regarding upcoming DR Event(s) due to DoS attack on owner’s other assets. 2) DRCE fails to receive registration request due to DoS attack on DRCE server.

	F3
	<Role> does not receive a message in a timely manner due to internal errors.
	The reception of a message must occur within a particular span of time, but the role fails to initiate reception of the message in that time due to internal errors such as receive buffer overflow.  
	1) DR Asset fails to receive information regarding upcoming DR Event(s) due to a compromised NIC. 2) DRCE fails to receive registration request due to compromised software/configuration.

	F4
	<Role> fails to execute action in a timely fashion after receiving a legitimate message
	The role fails to execute a command within the required span of time. 
	DR Asset fails to respond to DR Event(s) after acknowledgment and commitment.

	F5
	<Role> sends a message to an incorrect recipient
	The role addresses a message to recipients that do not require the message or are incapable of processing the message. 
	1) DRCE sends a DR Event notification to a DR Asset who is not enrolled in that DR Event. 2) DR Asset sends registration request to a destination other than the DRCE.

	F6
	<Role> sends an unauthorized message
	The role transmits a message in spite of a prohibition against doing so or in violation of limits on the sender’s use of network resources.
	1) DR Asset sends a DR Event notification message to another DR Asset. 2) DRCE sends a DR Event to a DR Asset that is not enrolled in the corresponding program.

	F7
	<Role> receives and responds to a message from an unauthorized source
	The role accepts a message that comes from a source that is not authorized to send information to the role.
	1) DR Asset responds to a DR Event which was initiated by another DR Asset. 2) DR Asset responds to a DR Event for a program in which it is not enrolled. 3) DRCE registers a faulty (i.e., imposter) DR Asset.

	F8
	<Role> sends an incorrect type of message
	The role sends a message containing information other than what is required by the recipient. 
	1) DR Asset sends acknowledgement instead of registration request. 2) DRCE sends Objective Event instead of Load Control Event.

	F9
	<Role> receives and processes an incorrect type of message
	The role receives a message other than the type that is expected, but processes that message regardless. 
	DR Asset receives and processes a Load Control Event, when it should only respond to Pricing Events.

	F10
	<Role> sends an incorrectly formatted message
	The role transmits a message using a protocol or message format that is not understood by the recipient and therefore cannot be processed by the recipient. 
	DRCE sends a DR Event notification message which violates the messaging standards defined by the organization. Such messages cannot be processed by the recipient. 

	F11
	<Role> receives and processes a corrupted/wrong message. 
	The role processes a message with an expected type from a legitimate source but that is ill formed or has been manipulated in transit (e.g. Man-In-the-middle attack). 
	DR Asset responds to a DR Event message that has been modified in transit by an unauthorized third party. 

	F12
	<Role> sends a spurious message
	The role transmits a message that is not required or expected by a legitimate recipient. 
	.DR Asset sends an acknowledgement for an unpublished DR Event.

	F13
	<Role> receives and processes a spurious message
	The role receives a message that is not expected but processes the message regardless.  
	DRCE receives affirmative acknowledgement for an unpublished Event and incorporates it into performance calculations.

	F14
	<Role> accepts and applies corrupted configuration file
	The role applies new configuration settings regardless of their integrity or appropriateness in the context of the device’s mission. 
	DR Asset is configured to independently generate and transmit DR Event(s) to other DR Assets. 

	F15
	<Role> fails to protect data storage from being corrupted
	<Role> fails to protect against data being modified or destroyed and the modification or destruction is not detected, is irreversible, or both
	The List of scheduled DR Events is corrupted by a misconfigured process, resulting in an unusable schedule.  

	F16
	<Role> fails to protect information or resources against unauthorized access and manipulation
	The role allows a user or device to read or modify data without regard for their credential and access rights. 
	An unauthorized entity is able to access and modify the list of scheduled DR Events.

	F17
	<Role> fails to accept authorized and valid message
	The role fails to recognize the credentials of a device or individual, improperly marks the message as erroneous, or both, and thereby improperly disregards messages from that device or individual. 
	DR Resource rejects a valid DR Event message due to authentication software errors. 

	F18
	<Role> fails to prevent exhaustion of storage space.
	The role fails to provide sufficient resources to storing data and the exhaustion of storage goes unnoticed.
	The list of scheduled DR Events exceeds storage space, causing unpredictable loss of data.

	F19
	<Role> executes wrong action based on changes to its operational parameters, its data, or its internal state
	The roles Is made to take action or inaction that is inappropriate to its mission or operation state. This can occur when software is corrupted prior to being placed into a particular device.
	DR Asset is instructed to increase its power consumption during high price periods or to decrease its power consumption during low price periods, or both. 


Specific Failures 
	Failure ID
	Definition
	Explanation

	SF1
	DR Resource is physically unable to receive or respond to DR event signals
	DR Resource is physically removed or damaged due to equipment failures or malicious activities and cannot respond to DR Event(s).

 

	SF2
	Communication and storage devices of DRCE are physically compromised
	A malicious user gains physical access to communication and storage devices. 

	SF3
	<Role> is synchronized to a wrong time source
	Either DRCE or DR Resource is synchronized to a wrong time source 

	SF4
	DR Resource responds to DR Event(s) that has already ended
	This may happen due to poor configuration settings or as the result of replay attacks. 

	SF5
	DR Resource denies receiving DR event information
	DR Resource/Asset does not respond to scheduled DR Event(s) and then denies receiving the related information. 

	SF6
	Sensitive, personally identifiable information is revealed while DR messages are in transit.  
	A malicious attacker gains sensitive information by eavesdropping on DR related messages in transit. 

	SF7
	DR Resource enrolls in a DR program multiple times assuming multiple identities.
	Same DR Resource/Asset enrolls in a DR program multiple times pretending as if they are different physical entities attempting to gain financial profit. 


