3 Failure Analysis

The approach used to create this security profile defines the functions of OpenADR systems based on defined abstract roles and use cases. The development of the use cases and the definition of roles take into account a foundational set of security and operational objectives that is also used in the failure analysis. The failure analysis begins with a description of the process for identifying failures in Section 3.1 below. A brief overview of the foundational security and operational objectives is presented in Section 3.2 and a more detailed view of the identified failures is presented in Section 3.3.

3.1 Failure Analysis Process

The failure identification and analysis process is loosely based on conducting a Failure Modes and Effects Analysis (FMEA) on the OpenADR logical architecture presented in Section 2, however the analysis was performed with a security bias to failure identification. A FMEA is a qualitative procedure for analyzing potential system failures and their associated modes as a function of assemblies, subassemblies, components, subcomponents, and so forth. This process leads to a quantification of the number and severity of failures and to an understanding of their impact on system stability and operations. With this information, a cost-benefits analysis can then be conducted to eliminate those risks that are considered catastrophic and accept those risks that are considered acceptable/manageable during operations. In general, the protocol for conducting a FMEA includes:

1. Establish a comprehensive understanding of the enterprise/system/process under consideration by gathering all relevant information and invoking a proper review process.

2. Based on (1), develop a functional hierarchy of roles and responsibilities.

3. At an appropriate level of abstraction, identify all failures, effects, consequences, and initiating events associated with each role.

4. Identify and analyze controls for each failure, its effects and consequences, or both.

5. Qualitatively assign a risk for each failure pairing through a Risk Priority Number (RPN) calculation.

6. Perform a cost-benefit evaluation for controls (with respect to risk reduction) and provide a balanced decision process for corrective action implementation.

For the OpenADR security profile, the failure analysis process centers on steps 1-4. Steps 5-6 must account for the specific needs of the organization that owns or operates the system, so the outcome of these steps is necessarily specific to that organization and is not covered by this profile.

 

Given the system elements and their roles (Section 2.2) and relationships (Section 0), the set of role/failure pairings are applied to a finite set of use cases (Section 2.4) to provide a descriptive analysis of how the OpenADR system may fail. The resulting list of failures serves as a basis for (1) justifying the set of selected controls, as each control must address an identified failure, and (2) identifying and remediating gaps in the selected controls, as each failure must be addressed by at least one control.

For this security profile, failure analysis centers on the roles and use cases defined in Sections 2.2 and 2.4 and the impact of potential failures on an OpenADR system. This process is used to identify OpenADR system issues, which are in turn used as inputs to assign failure incidents for the pairing of each role with each step of each use case. Each step of each use case is examined for potential failures against the security and operational objectives with respect to each role. All of the identified failures are then aggregated and generalized across all use cases.

3.2 Security and Operational Objectives

The goal of this document is to establish a cyber environment in which an OpenADR system can successfully and securely operate. Meeting this goal requires that a number of security and operational objectives that support that goal are achieved. This section defines the assumptions made regarding the operational context for these systems and how the systems will be operated, and then presents a set of security objectives around which the remainder of the document revolves.
3.3. Failures

General Failures defined in the Generic Failures Table are mapped to each uses case step below.
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Failure # S1 S2 S3 S4 S1 S2 S3 S4 S5 S1 S2 S3 S1 S2 S3 S4 S5 S6 S7 S1 S2 S3 S4 S1 S2 S3 S1 S2 S3 S1 S2 S3 S4 S5 S1 S2

GF1 x - - x x - - x - x - - x - x - - x - x - x - x - - - x - x - - x - x -

GF2 - x - - - x - - x - x - - x - x - - x - x - x - x - - - x - x - - x - x

GF3 - x - - - x - - x - x - - x - x - - x - x - x - x - - - x - x - - x - x

GF4 - - x - - - x - - - - x - - - - x - - - - - - - - x x - - - - x - - - -

GF5 x - - x x - - x - x - - x - x - - x - x - x - x - - - x - x - - x - x -

GF6 x - - x x - - x - x - - x - x - - x - x - x - x - - - x - x - - x - x -

GF7 - - x x - - x x - - - x - - x - x x - - - x - - - x - - - - - x x - - -

GF8 x - - x x - - x - x - - x - x - - x - x - x - x - - - x - x - - x - x -

GF9 - - x x - - x x - - - x - - x - x x - - - x - - - x - - - - - x x - - -

GF10 x - - x x - - x - x - - x - x - - x - x - x - x - - - x - x - - x - x -

GF11 - - x x - - x x - - - x - - x - x x - - - x - - - x - - - - - x x - - -

GF12 x - - x x - - x - x - - x - x - - x - x - x - x - - - x - x - - x - x -

GF13 - - x x - - x x - - - x - - x - x x - - - x - - - x - - - - - x x - - -

GF14 - - x x - - x x - - - x - - x - x x - - - x - - - x - - - - - x x - - -

GF15

GF16

GF17 - - x - - - x - - - - x - - x - x - - - - x - - - x - - x - - x - - - -

GF18

GF19 - - - - - - x - - - - x - - - - x - - - - - - - - - x - - - - x - - - -

Indicates the failure does NOT apply to this Use Case step

Indicates the failure DOES apply to this Use Case step

UC1 UC2 UC3 UC4 UC5 UC6.1 UC6.2 UC7 UC8


