4 Security Controls

This section defines the set of recommended security controls for OpenADR systems and components as that satisfy the functionality of the roles and use cases delineated earlier in this document. Many of the security controls in this document are inspired by and intended to cover the technical requirements found in NIST IR 7628 as applied to Demand Response technology and related systems. The controls presented herein may then, in turn, be satisfied by communications protocol definition-level standards and manufacturing specifications. This section first introduces a recommended network architecture, then defines the controls, and closes by allocating the controls to roles.
4.1 Network Architecture and Segmentation

The scope of network topology of OpenADR systems defined in this document is limited to the interactions between a paired DR Controlling Entity and DR Resource over a public or private network. The Network Architecture at these points should follow the recommendations contained in NIST SP800-82 - Guide to Industrial Control Systems (ICS) Security. (http://csrc.nist.gov/publications/nistpubs/800-82/SP800-82-final.pdf Section 5 Network Architecture). 







4.1.1 

4.1.2 “Public” vs. “Private” Networks

This document makes multiple references to both “public” and “private” networks. For the purposes of this profile, public networks contain devices using IP addresses that are reachable from any point in the Internet. For instance, a substation
 with a backhaul across a normal DSL link would be considered public if that DSL modem uses an IP address someone can ping from their home, even if the substation’s DSL modem is using a firewall blocking external pings. Another example would be cellular technologies that are not deployed in a "private" mode, resulting in addresses that may be pinged from any location on the Internet. In the same vein, a dial-up modem with a phone number that someone can successfully dial from their home would also be considered a public network.

Within this document, networks that do not fall within the “public network” criteria defined above are considered to be private. Examples include:

· Devices using "private" IP addresses according to RFC 1918 and RFC 4193 (i.e., 10.x.x.x, 172.16-31.x.x, 192.168.x.x, and fc00::/7)

· Dial-up modems using phone numbers that can only be dialed within an organization, preferably only within the operations department’s physical areas

· Cellular technologies in their private modes (which most cellular providers offer)

· Technologies such as T1/T3, ISDN, and MPLS that cannot be accessed from anywhere on the Internet (e.g., a coffee shop)

· RF technologies (regardless of spectrum) that a utility controls or pays a third party to control, which use private IP addresses (or no IP at all) and are restricted to the infrastructure that the utility deploys

The litmus test may be loosely interpreted as whether an attacker can communicate with any piece of the network from a remote geographic location with no privileged organizational connections (e.g., their home) through phone or Internet, regardless of any Access Control List (ACL) or firewall technologies deployed on the network. The primary motivation for using this criterion is to require layers of defense. A DSL modem in a substation that is directly attached to the public Internet would have a single layer of defense from attack – namely the software that is installed on it. One misconfiguration or vulnerability would allow an attacker some degree of access to the substation, or at least to all the traffic going through that DSL modem. In contrast to this, a MPLS router in a substation using private IP addresses cannot even be reached unless the attacker successfully compromises the utility or the network provider first.
4.2 Control Definitions
The process for defining the controls in this document is based on an analysis of the roles, use cases, and failures defined in this profile along with careful examination of the NIST IR 7628, the WAMPAC Security Profile, Distribution Management Security Profile, and other collections of security standards and best practices. The process for deriving the controls includes the following steps (with natural iteration and review):

1. Examine the failures and associated controls from the WAMPAC Security Profile for similarities to the failures as defined in this document and for potential re-use of control material.

2. Re-write selected controls from the WAMPAC Security Profile to apply to OpenADR systems. Verify, augment, or correct the mapping of each re-written control to the OpenADR failures.

3. Examine the list of OpenADr failures for complete coverage. Compose new controls as needed to ensure all OpenADR failures are addressed.

4. Explicitly document the applicability of each control to roles or network segments. Tailor and/or split controls where necessary to accommodate implementation and environmental constraints for each role or network segment.
5. Map each OpenADR control against the technical requirements in the NIST IR 7628. Assess coverage of technical requirements in the NIST IR 7628 by OpenADR controls.

6. Modify OpenADR controls to complete coverage of individual NIST IR 7628 requirements where appropriate. Document NIST IR 7628 requirements not completely covered along with reasoning.

This document does not attempt to cover general information technology cyber security, cyber security best practices for other control systems, or organizational-level cyber security requirements that would apply to all or multiple smart grid systems. Substantial guidance is already available on these subjects, and may be found in such documents as:

· COBIT – the Control Objectives for Information and related Technology is an IT governance framework and supporting toolset that allows managers to bridge the gap between control requirements, technical issues and business risks. COBIT enables clear policy development and good practice for IT control throughout organizations. COBIT emphasizes regulatory compliance, helps organizations to increase the value attained from IT, enables alignment and simplifies implementation of the COBIT framework. (http://www.isaca.org/Knowledge-Center/COBIT/Pages/Overview.aspx) 

· ISO 27000 series – consists of several parts numbering from 27001 – 27006 that provide a specification for an information security management system (ISMS). This work supersedes the BS7799 standard. (http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=41933)

· ITIL (Information Technology Infrastructure Library) – ITIL is a widely adopted approach for IT Service Management.  It provides a practical, no-nonsense framework for identifying, planning, delivering and supporting IT services to the business. (http://www.itil-officialsite.com)

· NIST SP 800-53 – Recommended Security Controls for Federal Information Systems and Organizations – provides guidelines for selecting and specifying security controls for information systems supporting the executive agencies of the federal government to meet the requirements of FIPS 200, Minimum Security Requirements for Federal Information and Information Systems. The guidelines apply to all components of an information system that process, store, or transmit federal information. (http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-2010.pdf)

This document’s primary point of reference for broader cyber security guidance is the NIST IR 7628, and as such, these controls do not address the requirements in the NIST IR 7628 that apply to organizational policy. The controls herein are strictly focused on detailed recommendations for building and implementing OpenADR systems and technology where guidance may not be found in other broadly accepted reference material.
The following tables define technical security controls that, if followed, will improve the security of a OpenADR system. The elements of each control include:

· Control ID:  This ID is composed of the control's category and a sequence number within that category.

· Short Name:  This is a unique string that concisely references the intent of the control.

· Definition:  This is the text that defines the control itself.

· Reference(s):  These are the requirements from the NIST IR 7628 that are partially or fully satisfied by the control. Requirements listed in parenthesis are not required by the NIST IR 7628, but are included here for completeness.

· Failure(s): These are the failures from Section 3.3 addressed by the control.

�How much is applicable? If this is what is equivalent to substation.





