Security Control
4.1. Network Segmentation

4.2. Control Definitions
· Control ID:  This ID is composed of the control's category and a sequence number within that category.

· Short Name:  This is a unique string that concisely references the intent of the control.

· Definition:  This is the text that defines the control itself.

· Reference(s):  These are the requirements from the NIST IR 7628 that are partially or fully satisfied by the control. Requirements listed in parenthesis are not required by the NIST IR 7628, but are included here for completeness.

· Failure(s): These are the failures from Section 3.3 addressed by the control.

4.1 Access Control 
	Control ID
	Short Name
	Definition
	Reference(s)
	Failure(s)

	Access Control.01
	Automated Account Management
	The system shall provide the ability to automatically authorize, activate, modify and remove user accounts within the organization-defined time period when changes occur on user accounts and associated privileges.
	SG.AC-3
SG.AU-2
	F6

F16

	Access Control.02
	Least Privilege
	The organization shall grant each user, process, or service within a system the most restrictive set of privileges needed for the performance of authorized tasks. 
	SG.AC-6

SG.AC-7

SG.SC-19

SG.SC-29
	F16

	Access Control.03
	Unsuccessful Access Attempts
	The system: 1. Enforces a limit of organization-defined number of consecutive invalid login attempts by a user during an organization-defined time period. 2. When the maximum number of unsuccessful attempts is exceeded, automatically locks the account/node for an organization-defined, exponentially increasing time period or until released by an administrator with appropriate safety considerations (e.g., emergency override).  3. When automatic locks are triggered, alerts shall be raised to the administrator.
	SG.AC-8
	F16

	Access Control.04
	Concurrent Session Management
	The system shall limit the number of concurrent connections DR Resource may establish with DRCE. The number of concurrent sessions shall be limited to the minimum necessary for proper operation of the Open ADR system. (More than 1 concurrent session requires justification.)
	SG.AC-11
	F1

F4



	Access Control.05
	Session Duration
	The system: 1. Prevents further user access to the system by expiring or terminating the session after no more than (TBD) of inactivity with appropriate safety considerations. 2. Sessions must be reestablished using appropriate identification and authentication procedures.  3. The existing information on the display shall be obfuscated during session lock.
This requirement might be inappropriate in the context of long polling.
	SG.AC-12
SG.AC-13
	F1
F4

	Access Control.06
	Portable Device Attachment
	The system limits attachment of portable devices and media to allow only specifically authorized users to do so. The default state shall disable all access from portable devices and media. Attachment of portable devices and media shall be enabled only where it is necessary for operation and/or maintenance functions. The system prevents the automated execution of code located on portable media. Mobile devices traveling to high risk locations shall be appropriately hardened and subsequently sanitized upon return; i.e., such mobile devices shall contain only minimal information required to conduct business during the use period.
	SG.AC-17
	F16

	Access Control.07
	Remote Access Restrictions
	The organization authenticates remote access, and uses cryptography to protect the confidentiality and integrity of remote access sessions; 
The Open ADR system routes all remote accesses through a limited number of managed access control points; 


	SG.AC-15
SG.SC-18
	F6

F7

	Access Control.08
	Password Management
	<Role> enforces the use of strong user passwords, in accordance with FIPS 112, and protects user passwords from potential exposure. This includes:  1. Ensuring that passwords never cross component boundaries in the clear.  2. Ensuring that passwords are never stored and that stored password hashes use a cryptographic one-way hash function in accordance with FIPS 180-2.  3. Ensuring that passwords are never included in or allowed to be embedded into tools, source code, scripts, URLs, aliases, or shortcuts.  4. Enforcing password complexity policies (minimum length of at least 10 characters with a combination of lower/upper case, numerals, and special characters).  5.  Changing passwords at defined intervals and minimizing reuse.  6.  Expiring passwords after defined intervals of inactivity. 7. Protecting the password store from unauthorized modification.
	SG.AC-21
SG.SC-12
	F16


4.2 Audit and Accountability

	Control ID
	Short Name
	Definition
	Reference(s)
	Failure(s)

	Audit and Accountability.01
	Inappropriate User Activity
	Each role shall monitor all user activity and report indications of inappropriate or unusual activity as defined by the organization.
	SG.AU-2
	F14

F16

F19

	Audit and Accountability.02
	Contents of Audit Records for DR Resource
	DR Resource shall produce audit records for each DR event that has occurred. The content of the audit records shall include date and time of the event, identity of the DR Resource where the event occurred and the state of DR Resource. 
	SG.AU-3

SG.AU-15
	F14

F16

F17

F19

SF3

SF4

SF5



	Audit and Accountability.03
	Contents of Audit Records for DRCE
	DRCE shall produce audit records for each DR event that has occurred. The content of the audit records shall include date and time of the event, type of the DR signal, identity of the user who issued the DR event, identity of the DR Resource where the event occurred and the state of DR Resources as the result of the event.  
	SG.AU-3

SG.AU-15
	F14

F16

F17

F19

SF3

SF4

SF5



	Audit and Accountability.04
	Electronic Log Format
	The system shall make all physical access logs to facilities containing communication and storage devices of DRCE (e.g., DRAS) available in electronic form suitable for long term storage and retrieval. 
	SG.AU-4
	SF2

	Audit & Accountability.05
	Local and Central Logging
	<role> shall maintain a local log of all local authority actions at the highest level of detail available for the longest period of time that local storage space permits which shall be at least (TBD, might be different depending on whether the role is DRCE or DR Resource). <role> shall forward all log entries to a dedicated logging server via its management server or directly to the log server . Retain centrally stored logs for at least (TBD), with a minimum of (TBD) immediately available for analysis.
	SG.AU-2
SG.AU-4
SG.AU-16
	F14

F16

F19

	Audit & Accountability.06
	User Access Monitoring/Logging
	The system shall monitor and log all user interactive sessions to <role> including all administrative and maintenance activities.
	SG.AU-16
(SG.MA-6)
	F16

F19


4.3 Configuration Management

	Control ID
	Short Name
	Definition
	Reference(s)
	Failure(s)

	Configuration Management.01
	Access Restrictions for Configuration Change
	Each role shall accept and apply configuration changes only from authenticated and authorized users. In addition, each role shall document all configuration changes.
	SG.CM-5
	F7

F14

	Configuration Management.02
	Factory Default Credentials
	The system shall force a change of all factory default access and authentication credentials on DR Resource upon installation.
	SG.CM-10
	F14

F19

	Configuration Management.03
	Systems Inventory
	The system shall create and maintain (on at least a daily basis) an inventory of Open ADR systems and devices that includes information that uniquely identifies each component, such as manufacturer, type, serial number, version number, and location (logical and physical).
	SG.CM-8
	F16

F19

	Configuration Management.04
	Current Configuration
	A designated system or systems shall daily or on request obtain current version numbers, installation date, configuration settings, and patch level on <role>; validate the sender's cryptographic signature; and compare this information with recorded values in the inventory and configuration databases. All discrepancies shall be logged and alerts shall be generated where appropriate.
	(SG.CM-6)
SG.SI-2
SG.SI-7
	F14

F19

	Configuration Management.05
	Disabling Unnecessary Communication Services
	All networking and communication capabilities not required for the operation or maintenance of the system shall be disabled. This includes VOIP, instant messaging, ftp, HTTP, file sharing. Vendor defaults for all wireless options should be initially set "off". Any unused ports must be disabled. FTP, HTTP, Telnet shall be disabled and secure versions of these protocols, Secure FTP, Secure Copy Protocol, HTTP over TLS, and Secure Shell, must be used instead.  Modems should be disabled by default. Every modem port and LAN port should be disabled by default.
	SG.CM-7
SG.SC-17
	F7

F12

F13


4.4 Continuity of Operation

	Control ID
	Short Name
	Definition
	Reference(s)
	Failure(s)

	Continuity of Operation.01
	Alternate Storage 
	DRCE shall provide an alternate storage to store essential configuration settings (e.g., participants and DR programs they are enrolled in). 
	SG.CP-7
	F15

F16

F18

	Continuity of Operation.02
	Alternate Telecommunication Services
	The system shall provide alternate telecommunication channel between DRCE and DR Resource when the primary channel becomes unavailable.
	SG.CP-8

SG.SC-5
	F2


	Continuity of Operations.03
	Operations Continuity
	The system shall provide means to compensate for loss of a single component implementing DRCE without loss of system functionality.
	(SG.PE-12)
SG.SC-5
	SF2


SF2SF 7

	

	Continuity of Operations.05
	Alternative Time Source
	The <role> shall support alternative time source for redundancy and consistency checking.
	SG.SC-5
	SF3
SF4k 1
Clock 3


4.5 Identification & Authentication

	Control ID
	Short Name
	Definition
	Reference(s)
	Failure(s)

	Identification & Authentication.01
	Identifier Management
	The system shall assign (globally) unique identifiers to each individual and device.
	SG.IA-2
	F5

F6

F7

F16

F19

	Identification & Authentication.02
	Authenticator Feedback
	The system shall obscure the feedback of authentication information during the authentication process (e.g., displaying asterisks when a user types in a password).
	SG.IA-6
	F16

F19

	Identification & Authorization.03
	Credential Management
	The system shall provide a single point of initiation to distribute, manage, and revoke all logical and physical access credentials for all OPEN ADR systems and components. Revocation shall be carried out on all systems within 24 hours.
	(SG.IA-3)
	F16

F19

	Identification & Authorization.04
	Digital Certificates
	DRCE shall provide cryptographically strong authentication credentials such as digital certificates signed by the organization (to which the DRCE belongs) or other trusted party (i.e., a trusted identity provider or vendor).  Certificate issuance and signing must conform to a secure process such as NIST SP 800-53: FPKI Security Controls for PKI Systems and NIST SP 800-53A: Assessment Guidance for Security Controls in PKI Systems. The proof of authenticity must be generated by an organizational process that supports independent review, and credentials must be independently verifiable by external (to the organization) audit.
	SG.AC-15
SG.AU-16
SG.AU-2
SG.IA-4
SG.SC-15
	F7

F11

	Identification & Authorization.05
	Message Identities
	<Role> shall include in every message the identity of the sender and the intended recipient(s). The mechanisms used to meet the requirement of this control are intended to be applied within the message payload.
	SG.IA-5
	F5

F6

F7

	Identification & Authorization.06
	Self Identification
	Software shall be able to report identifying and configuration information on request. This should include version number, installation date, configuration settings, patch level.
	SG.SC-12
SG.SI-7
	F14

F19


4.6 Physical & Environment Security 

	Control ID
	Short Name
	Definition
	Reference(s)
	Failure(s)

	Physical& Environmental. 01
	Physical Access Authentication of DRCE
	The system shall implement a minimum of two factor (TBD) authentication for physical access to facilities containing communication and storage devices of DRCE (e.g., DRAS). 
	SG.PE-2
	SF2



	Physical& Environmental. 02
	Facility Access Monitoring/Logging of DRCE


	Physical Access to facilities containing communication and storage devices of DRCE (e.g., DRAS) shall be monitored and logged at all times.
	SG.PE-4
	SF2

	Physical & Environmental.03
	Limited Access - Interactive Resources
	Supporting systems shall limit physical access to <role> to only those personnel responsible for operating, maintaining, or managing the <role>. 
	(SG.PE-3)
	SF1

SF2

	Physical & Environmental.04
	Component Location for DRCE
	The physical location of DRCE shall minimize potential damage from physical and environmental hazards and minimize the opportunity for unauthorized access.
	(SG.PE-12)
	SF2

	Physical & Environmental.05
	Fire Detection
	All facilities housing DRCE shall implement fire detection devices/systems. These devices/systems shall activate automatically and notify the organization and emergency responders in the event of a fire. All activations of the system shall be logged.
	NONE
	SF2


4.7 System & Communications Protection
	Control ID
	Short Name
	Definition
	Reference(s)
	Failure(s)

	System & Communications Protection.01
	Communication Integrity
	DRCE employs FIPS 180 compliant hashing mechanisms and FIPS 186 compliant digital signature mechanisms.

	SG.SC-8

SG.SC-12

SG.SC-20
	F7

F11

	System & Communication Protection.02
	Communication Confidentiality
	Each role employs FIPS 140-2 compliant cryptographic mechanisms on messages that contain of private information (e.g., password, cryptographic keys) to prevent unauthorized disclosure.

	SG.SC-9

SG.IA-6
	SF6

	System & Communication Protection.03
	Cryptographic Key Implementation and Management
	The system shall provide a mechanism to generate cryptographic keys with sufficient randomness. In addition, the system shall provide efficient mechanism to revoke and refresh cryptographic keys.
	SG.SC-11
	F6

F7

	System & Communication Protection.04
	Multiple verification
	The DRCE must provide alternate channels of notification in order to allow humans to verify and authorize interactions with the DRCE in scenarios where it is operationally required to have multiple  levels of verification and authorization before any actions be taken in response to a message from the DRCE. (Applicable to Slow, Medium DR only)
	None
	F7

F9

F11

F13

	System & Communication Protection.05
	Information Flow Enforcement
	The system shall provide dynamic control of DR event information flow based on changes of user accounts and authorized roles (e.g., dynamically configure firewall rules in accordance with changes of user accounts). 
	SG.AC-5
SG.AC-15

SG.SC-5

SG.SC-7
	F3

F5

F6

F7

F12

F13

	System & Communication Protection.07
	No Shared Accounts
	The system shall associate each individual account (no shared accounts) with an account group/user group for proper auditing, management, and tracking. Wherever possible, globally privileged accounts (e.g., SuperUser accounts, Administrator, or Root) shall be disabled and/or removed.
	SG.SC-19
	F14

F16

F19

	System & Communication Protection.08
	Emergency Network Segmentation
	If an attack is detected, the system shall label all traffic from compromised Open ADR network segments as potentially malicious, and provide tools to isolate the compromised segment from network segments that are confirmed as trustworthy and defensible.
	NONE
	F5

F6

F7

F12

F13

	System & Communication Protection.09
	Remote Interactive Sessions
	All remote user-interactive sessions to <role> shall be encrypted using FIPS 140-2 compliant mechanisms, including all administrative and maintenance activities.
	SG.AC-15
SG.SC-9
SG.SC-12
	F6

F7

	System & Communication Protection.10
	Resource Consumption
	The <role> shall implement resource monitoring and control mechanisms for all devices/processes to identify and mitigate excessive resource consumption (e.g., runaway processes).
	SG.SC-6
	F4

	System & Communication Protection.11
	Quality of Service - Specification
	DRCE shall use a QoS or other resource reservation control mechanism on all outgoing communications. Relative priority for traffic related to Open ADR systems shall be from highest to lowest:  1) DR Event messages, 2) configuration and management, 
	SG.SC-6
	F1

F4

	System & Communication Protection.12
	Quality of Service - Enforcement
	The network shall process all traffic in accordance with the QoS or other resource reservation control identifier.
	SG.SC-6
	F1
F3


4.8 System & Information Integrity 

	Control ID
	Short Name
	Definition
	Reference(s)
	Failure(s)

	System & Information Integrity.01 


	Intrusion Detection 
	The system shall implement intrusion detection systems to monitor and detect malicious traffic passing between the network segments. 
	SG.AC-15
	F6

F12

	System & Information Integrity.02
	Clock Record
	DR Resource’s clock record shall indicate time source used for synchronization and when last synchronized.
	NONE
	SF 3

	System & Information Integrity.03
	End Point Security
	<Roles> using a general purpose operating system shall implement end point security mechanisms to scan software for malicious code. 
	SG.SI-3
	F19

	System & Information Integrity.04
	End Point Isolation
	The system shall provide the capability to isolate compromised devices from the rest of the Open ADR system upon detection of compromise. This includes the capability to physically disconnect DR Resource from the grid by collaborating with authoritative entities if such actions are deemed necessary. 
	NONE
	F6

F7

	System & Information Integrity.05
	Software Integrity Check
	The system shall maintain a complete image of all currently deployed component software. All components shall maintain a hash of installed software, including patches. Any update to component software shall require a recalculation of the hash. A periodic integrity check of all component software shall be performed by comparing the hash on the component to the hash in the repository. This check shall be performed at least once every (TBD) days. Acceptable technologies shall be specified by FIPS 186.
	SG.SC-12
SG.SI-7
	F19

	System & Information Integrity.06
	Storage Integrity Check
	<Role> shall perform automated checks (e.g., file system checks, database integrity checks, and checksum comparisons) to validate the integrity of the logical and physical media on a periodic basis as defined by the organization, in no cases exceeding (TBD) week between checks. Integrity checks shall verify the media is in adequate condition to perform the functions assigned to <role>, and shall immediately report any abnormalities or problems discovered during the scan to the administrator of <role>.
	NONE
	F15

	System & Information Integrity.07
	Network Quality Monitoring
	The system periodically interrogates and validates current connectivity by observing communication from DRCE on at least a daily basis. All results shall be recorded in an associated log file. Any results indicating an error (as determined by preset conditions) shall alert the system manager.
	NONE
	F2



	System & Information Integrity.08
	Message Validation
	<Role> shall validate all application protocol fields that it uses for logical and expected values including source, destination, time stamps, and state indicators. <Role> shall use its context and history when assessing the validity of the message. For example, DR Resource should check the type of DR Program it is enrolled in before processing the DR Event Notification Message. 
	SG.SI-8
	F9

F11

	System & Information Integrity.09
	Minimal Error Message Content
	<Role> shall not reveal potentially harmful (e.g., exploitable) information in error messages.
	SG.SI-9
	F16

	System & Information Integrity.10
	Message Time stamping
	<Role> shall time stamp all configuration and management messages that it sends.
	NONE
	SF4

	System & Information Integrity.11
	Configuration File Authenticity
	<Role> shall not accept any message payload containing configuration files that is not cryptographically signed. Acceptable technologies shall be specified by FIPS 186.
	SG.AU-16
SG.SC-12
SG.SI-7
	F3

F11

F14

	System & Information Integrity.12
	Configuration File and Sensitive Data Integrity Check
	Configuration files and other sensitive data should include cryptographic integrity checks (e.g., cryptographic hashes) and the integrity of the file should be checked whenever it is read by an application.
	SG.SI-7
	F3

F14

	System & Information Integrity.13
	Software and Firmware Authenticity
	<Role> shall not accept software or firmware updates that do not have cryptographically signed message payloads, nor shall a system execute any software or firmware before validating its cryptographic signature. Acceptable technologies shall be specified by FIPS 186.
	SG.AU-16
SG.SC-12
SG.SI-7
	F11

F19


Controls Mapped to Roles
	Control ID
	Short Name
	DR  Controlling Entity
	DR Resource

	Access Control.01
	Automated Account Management
	x
	x

	Access Control.02
	Least Privilege
	x
	x

	Access Control.03
	Unsuccessful Access Attempts
	x
	x

	Access Control.04
	Concurrent Session Management
	
	x

	Access Control.05
	Session Duration
	x
	x

	Access Control.06
	Portable Device Attachment
	x
	x

	Access Control.07
	Remote Access Restrictions
	x
	x

	Access Control.08
	Password Management
	x
	x

	Audit and Accountability.01
	Inappropriate User Activity
	x
	x

	Audit and Accountability.02
	Contents of Audit Records for DR Resource
	
	x

	Audit and Accountability.03
	Contents of Audit Records for DRCE
	x
	

	Audit and Accountability.04
	Electronic Log Format
	x
	

	Audit & Accountability.05
	Local and Central Logging
	x
	x

	Audit & Accountability.06
	User Access Monitoring/Logging
	x
	x

	Configuration Management.01
	Access Restrictions for Configuration Change
	x
	x

	Configuration Management.02
	Factory Default Credentials
	
	

	Configuration Management.03
	Systems Inventory
	x
	x

	Configuration Management.04
	Current Configuration
	x
	X

	Configuration Management.05
	Disabling Unnecessary Communication Services
	x
	x

	Continuity of Operation.01
	Alternate Storage 
	x
	

	Continuity of Operation.02
	Alternate Telecommunication Services
	x
	x

	Continuity of Operations.03
	Operations Continuity
	x
	x

	Continuity of Operations.04
	System Restoration
	x
	

	Continuity of Operations.05
	Alternative Time Source
	
	x

	Identification & Authentication.01
	Identifier Management
	x
	x

	Identification & Authentication.02
	Authenticator Feedback
	x
	x

	Identification & Authorization.03
	Credential Management
	x
	x

	Identification & Authorization.04
	Digital Certificates
	x
	

	Identification & Authorization.05
	Message Identities
	x
	x

	Identification & Authorization.06
	Self Identification
	x
	x

	Physical& Environmental. 01
	Physical Access Authentication of DRCE
	x
	

	Physical& Environmental. 02
	Facility Access Monitoring/Logging of DRCE


	x
	

	Physical & Environmental.03
	Limited Access - Interactive Resources
	x
	x

	Physical & Environmental.04
	Component Location for DRCE
	x
	

	Physical & Environmental.05
	Fire Detection
	x
	

	System & Communications Protection.01
	Communication Integrity
	x
	x

	System & Communication Protection.02
	Communication Confidentiality
	x
	x

	System & Communication Protection.03
	Cryptographic Key Implementation and Management
	x
	x

	System & Communication Protection.04
	Multiple verification
	
	x

	System & Communication Protection.05
	Information Flow Enforcement
	x
	x

	System & Communication Protection.07
	No Shared Accounts
	x
	x

	System & Communication Protection.08
	Emergency Network Segmentation
	x
	x

	System & Communication Protection.09
	Remote Interactive Sessions
	x
	x

	System & Communication Protection.10
	Resource Consumption
	x
	

	System & Communication Protection.11
	Quality of Service  Specification
	x
	

	System & Communication Protection.12
	Quality of Service   Enforcement
	x
	x

	System & Information Integrity.01 


	Intrusion Detection 
	x
	x

	System & Information Integrity.02
	Clock Record
	
	x

	System & Information Integrity.03
	End Point Security
	x
	x

	System & Information Integrity.04
	End Point Isolation
	x
	x

	System & Information Integrity.05
	Software Integrity Check
	x
	x

	System & Information Integrity.06
	Storage Integrity Check
	x
	x

	System & Information Integrity.07
	Network Quality Monitoring
	x
	

	System & Information Integrity.08
	Message Validation
	
	x

	System & Information Integrity.09
	Minimal Error Message Content
	x
	x

	System & Information Integrity.10
	Message Time stamping
	x
	x

	System & Information Integrity.11
	Configuration File Authenticity
	x
	x

	System & Information Integrity.12
	Configuration File and Sensitive Data Integrity Check
	x
	x

	System & Information Integrity.13
	Software and Firmware Authenticity
	x
	x


