Security Section from a draft of the OpenADR Alliance “Transport” requirements.

Cybersecurity is a critical component of the transport mechanism due to the adverse impact on both the customer and bulk power system. Standardized OpenADR signals sent to large numbers of customer energy management systems represent an attack surface that has the potential to disrupt the bulk power system. Invalid signals sent to customers systems can interrupt and compromise commercial and industrial operations and can result in harm to equipment and personnel. Invalid signals sent from customers to service providers can cause misinformation and result in potentially harmful actions.
The five areas of security that need to be addressed by the transport mechanisms are: authentication, authorization, privacy, integrity and non-repudiation. Authentication refers to validating the identity of a user or code. Authorization refers to validating the authority of a user or node to perform actions. Privacy is the ability to encrypt data in order to prevent its access and integrity is the ability to detect data tampering. Non-repudiation is the ability to ensure that messages are sent and received by those that claim to have sent and received.

The digital techniques used to mitigate these security issues are:

· authentication: digital certificates (X.509), username/password pairs

· authorization: digital certificates(X.509), username/password pairs, usually handled internally and rejected by the application. 
· privacy: message encryption using TLS (transport level security) with digital certificates
· integrity: message signing using TLS (transport level security) with digital certificates
· non-repudiation: uses a combination of the above including message signing using digital signatures, time-stamps and encryption
The use of X.509 digital certificates requires that the certs themselves be managed securely and efficiently. As such, the transport mechanism needs to enable the secure and efficient management of digital certificates.

Refer to NIST SGIP CSWG for more guidance on cyber security.
