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SG.AC-1 Access Control Policy and Procedures 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
1. The organization develops, implements, reviews, and updates on an organization-defined frequency— 

a. A documented access control security policy that addresses— 

i. The objectives, roles, and responsibilities for the access control security program as it relates to protecting the organization’s personnel and assets; and 

ii. The scope of the access control security program as it applies to all of the organizational staff, contractors, and third parties. 

b. Procedures to address the implementation of the access control security policy and associated access control protection requirements. 

2. Management commitment ensures compliance with the organization’s security policy and other regulatory requirements; and 

3. The organization ensures that the access control security policy and procedures comply with applicable federal, state, local, tribal, and territorial laws and regulations. 
SG.AC-15 Remote Access 
Category: Unique Technical Requirements 

Requirement 
The organization authorizes, monitors, and manages all methods of remote access to the Smart Grid information system.

SG.AU-2 Auditable Events 
Category: Common Technical Requirements, Integrity 

Requirement 
The organization— 

1. Develops, based on a risk assessment, the Smart Grid information system list of auditable events on an organization-defined frequency; 

2. Includes execution of privileged functions in the list of events to be audited by the Smart Grid information system; and 

3. Revises the list of auditable events based on current threat data, assessment of risk, and post-incident analysis. 

SG.AU-3 Content of Audit Records 
Category: Common Technical Requirements, Integrity 

Requirement 
The Smart Grid information system produces audit records for each event. The record contains the following information: 

Data and time of the event, 

The component of the Smart Grid information system where the event occurred, 

Type of event, 

User/subject identity, and 

The outcome of the events. 

SG.AU-7 Audit Reduction and Report Generation 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
The Smart Grid information system provides an audit reduction and report generation capability.
SG.AU-12 Auditor Qualification 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
The organization’s audit program specifies auditor qualifications.
SG.AU-14 Security Policy Compliance 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
The organization demonstrates compliance to the organization’s security policy through audits in accordance with the organization’s audit program.
SG.AU-15 Audit Generation 
Category: Common Technical Requirements, Integrity 

Requirement 
The Smart Grid information system— 

1. Provides audit record generation capability and generates audit records for the selected list of auditable events; and 

2. Provides audit record generation capability and allows authorized users to select auditable events at the organization-defined Smart Grid information system components. 

SG.AU-16 Non-Repudiation 
Category: Unique Technical Requirements 

Requirement 
The Smart Grid information system protects against an individual falsely denying having performed a particular action. 

Supplemental Guidance 
Non-repudiation protects individuals against later claims by an author of not having authored a particular document, a sender of not having transmitted a message, a receiver of not having received a message, or a signatory of not having signed a document. Non-repudiation services are implemented using various techniques (e.g., digital signatures, digital message receipts, and logging).
SG.CM-1 Configuration Management Policy and Procedures 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
1. The organization develops, implements, reviews, and updates on an organization-defined frequency— 

a. A documented configuration management security policy that addresses— 

i. The objectives, roles, and responsibilities for the configuration management security program as it relates to protecting the organization’s personnel and assets; and 

ii. The scope of the configuration management security program as it applies to all of the organizational staff, contractors, and third parties; and 

b. Procedures to address the implementation of the configuration management security policy and associated configuration management protection requirements; 

2. Management commitment ensures compliance with the organization’s security policy and other regulatory requirements; and The organization ensures that the configuration management security policy and procedures comply with applicable federal, state, local, tribal, and territorial laws and regulations. 

SG.CM-2 Baseline Configuration 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
The organization develops, documents, and maintains a current baseline configuration of the Smart Grid information system and an inventory of the Smart Grid information system’s constituent components. The organization reviews and updates the baseline configuration as an integral part of Smart Grid information system component installations.
SG.CM-3 Configuration Change Control 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 
Requirement 
The organization— 

1. Authorizes and documents changes to the Smart Grid information system; 

2. Retains and reviews records of configuration-managed changes to the Smart Grid information system; 

3. Audits activities associated with configuration-managed changes to the Smart Grid information system; and 

4. Tests, validates, and documents configuration changes (e.g., patches and updates) before installing them on the operational Smart Grid information system. 
SG.CM-4 Monitoring Configuration Changes 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
1. The organization implements a process to monitor changes to the Smart Grid information system; 

2. Prior to change implementation and as part of the change approval process, the organization analyzes changes to the Smart Grid information system for potential security impacts; and 

3. After the Smart Grid information system is changed, the organization checks the security features to ensure that the features are still functioning properly. 

SG.CM-6 Configuration Settings 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
The organization— 
1. Establishes configuration settings for components within the Smart Grid information system; 

2. Monitors and controls changes to the configuration settings in accordance with organizational policies and procedures; 

3. Documents changed configuration settings; 

4. Identifies, documents, and approves exceptions from the configuration settings; and 

5. Enforces the configuration settings in all components of the Smart Grid information system. 
SG.CM-10 Factory Default Settings Management 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
1. The organization policy and procedures require the management of all factory default settings (e.g., authentication credentials, user names, configuration settings, and configuration parameters) on Smart Grid information system components and applications; and 

2. The factory default settings should be changed upon installation and if used during maintenance. 

SG.CM-11 Configuration Management Plan 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
The organization develops and implements a configuration management plan for the Smart Grid information system that— 

1. Addresses roles, responsibilities, and configuration management processes and procedures; 

2. Defines the configuration items for the Smart Grid information system; 

3. Defines when (in the system development life cycle) the configuration items are placed under configuration management; 

4. Defines the means for uniquely identifying configuration items throughout the system development life cycle; and 

5. Defines the process for managing the configuration of the controlled items. 
SG.CP-2 Continuity of Operations Plan 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
1. The organization develops and implements a continuity of operations plan dealing with the overall issue of maintaining or reestablishing operations in case of an undesirable interruption for a Smart Grid information system; 

2. The plan addresses roles, responsibilities, assigned individuals with contact information, and activities associated with restoring Smart Grid information system operations after a disruption or failure; and 

3. A management authority reviews and approves the continuity of operations plan. 

SG.MA-6 Remote Maintenance 
Category: Common Governance, Risk, and Compliance (GRC) Requirements 

Requirement 
The organization policy and procedures for remote maintenance include: 

1. Authorization and monitoring the use of remote maintenance and diagnostic activities; 

2. Use of remote maintenance and diagnostic tools; 

3. Maintenance records for remote maintenance and diagnostic activities; 

4. Termination of all remote maintenance sessions; and 

5. Management of authorization credentials used during remote maintenance. 

SG.SC-5 Denial-of-Service Protection 
Category: Unique Technical Requirements 

Requirement 
The Smart Grid information system mitigates or limits the effects of denial-of-service attacks based on an organization-defined list of denial-of-service attacks.
SG.SC-12 Use of Validated Cryptography 
Category: Common Technical Requirements, Confidentiality 

Requirement 
All of the cryptography and other security functions (e.g., hashes, random number generators, etc.) that are required for use in a Smart Grid information system shall be NIST Federal Information Processing Standard (FIPS) approved or allowed for use in FIPS modes.
