Table 11 - Controls Mapped to Use Cases  - Role: DR Controlling Entity
	Control ID
	Short Name
	Use Case 1
	Use Case 2
	Use Case 3
	Use Case 4
	Use Case  5
	Use Case  6
	Use  Case 7
	Use Case 8

	Access Control.01
	Automated Account Management
	
	
	
	
	
	
	
	

	Access Control.02
	Least Privilege
	
	
	
	
	
	
	
	

	Access Control.03
	Unsuccessful Access Attempts
	
	
	
	
	
	
	
	

	Access Control.04
	Concurrent Session Management
	
	
	
	
	
	
	
	

	Access Control.05
	Session Duration
	
	
	
	
	
	
	
	

	Access Control.06
	Portable Device Attachment
	
	
	
	
	
	
	
	

	Access Control.07
	Remote Access Restrictions
	
	
	
	
	
	
	
	

	Access Control.08
	Password Management
	
	
	
	
	
	
	
	

	Audit and Accountability.01
	Inappropriate User Activity
	
	
	
	
	
	
	
	

	Audit and Accountability.02
	Contents of Audit Records for DR Resource
	
	
	
	
	
	
	
	

	Audit and Accountability.03
	Contents of Audit Records for DRCE
	
	
	
	
	
	
	
	

	Audit and Accountability.04
	Electronic Log Format
	
	
	
	
	
	
	
	

	Audit & Accountability.05
	Local and Central Logging
	
	
	
	
	
	
	
	

	Audit & Accountability.06
	User Access Monitoring/Logging
	
	
	
	
	
	
	
	

	Configuration Management.01
	Access Restrictions for Configuration Change
	
	
	
	
	
	
	
	

	Configuration Management.02
	Factory Default Credentials
	
	
	
	
	
	
	
	

	Configuration Management.03
	Systems Inventory
	
	
	
	
	
	
	
	

	Configuration Management.04
	Current Configuration
	
	
	
	
	
	
	
	

	Configuration Management.05
	Disabling Unnecessary Communication Services
	
	
	
	
	
	
	
	

	Continuity of Operation.01
	Alternate Storage 
	
	
	
	
	
	
	
	

	Continuity of Operation.02
	Alternate Telecommunication Services
	
	
	
	
	
	
	
	

	Continuity of Operations.03
	Operations Continuity
	
	
	
	
	
	
	
	

	Continuity of Operations.04
	System Restoration
	
	
	
	
	
	
	
	

	Continuity of Operations.05
	Alternative Time Source
	
	
	
	
	
	
	
	

	Identification & Authentication.01
	Identifier Management
	
	
	
	
	
	
	
	

	Identification & Authentication.02
	Authenticator Feedback
	
	
	
	
	
	
	
	

	Identification & Authorization.03
	Credential Management
	
	
	
	
	
	
	
	

	Identification & Authorization.04
	Digital Certificates
	
	
	
	
	
	
	
	

	Identification & Authorization.05
	Message Identities
	
	
	
	
	
	
	
	

	Identification & Authorization.06
	Self Identification
	
	
	
	
	
	
	
	

	Physical& Environmental. 01
	Physical Access Authentication of DRCE
	
	
	
	
	
	
	
	

	Physical& Environmental. 02
	Facility Access Monitoring/Logging of DRCE


	
	
	
	
	
	
	
	

	Physical & Environmental.03
	Limited Access - Interactive Resources
	
	
	
	
	
	
	
	

	Physical & Environmental.04
	Component Location for DRCE
	
	
	
	
	
	
	
	

	Physical & Environmental.05
	Fire Detection
	
	
	
	
	
	
	
	

	System & Communications Protection.01
	Communication Integrity
	
	
	
	
	
	
	
	

	System & Communication Protection.02
	Communication Confidentiality
	
	
	
	
	
	
	
	

	System & Communication Protection.03
	Cryptographic Key Implementation and Management
	
	
	
	
	
	
	
	

	System & Communication Protection.04
	Multiple verification
	
	
	
	
	
	
	
	

	System & Communication Protection.05
	Information Flow Enforcement
	
	
	
	
	
	
	
	

	System & Communication Protection.07
	No Shared Accounts
	
	
	
	
	
	
	
	

	System & Communication Protection.08
	Emergency Network Segmentation
	
	
	
	
	
	
	
	

	System & Communication Protection.09
	Remote Interactive Sessions
	
	
	
	
	
	
	
	

	System & Communication Protection.10
	Resource Consumption
	
	
	
	
	
	
	
	

	System & Communication Protection.11
	Quality of Service  Specification
	
	
	
	
	
	
	
	

	System & Communication Protection.12
	Quality of Service   Enforcement
	
	
	
	
	
	
	
	

	System & Information Integrity.01 


	Intrusion Detection 
	
	
	
	
	
	
	
	

	System & Information Integrity.02
	Clock Record
	
	
	
	
	
	
	
	

	System & Information Integrity.03
	End Point Security
	
	
	
	
	
	
	
	

	System & Information Integrity.04
	End Point Isolation
	
	
	
	
	
	
	
	

	System & Information Integrity.05
	Software Integrity Check
	
	
	
	
	
	
	
	

	System & Information Integrity.06
	Storage Integrity Check
	
	
	
	
	
	
	
	

	System & Information Integrity.07
	Network Quality Monitoring
	
	
	
	
	
	
	
	

	System & Information Integrity.08
	Message Validation
	
	
	
	
	
	
	
	

	System & Information Integrity.09
	Minimal Error Message Content
	
	
	
	
	
	
	
	

	System & Information Integrity.10
	Message Time stamping
	
	
	
	
	
	
	
	

	System & Information Integrity.11
	Configuration File Authenticity
	
	
	
	
	
	
	
	

	System & Information Integrity.12
	Configuration File and Sensitive Data Integrity Check
	
	
	
	
	
	
	
	

	System & Information Integrity.13
	Software and Firmware Authenticity
	
	
	
	
	
	
	
	


Table 2 - Controls Mapped to Use Cases - Role: DR Resource

	Control ID
	Short Name
	Use Case 1
	Use Case 2
	Use Case 3
	Use Case 4
	Use Case  5
	Use Case  6
	Use  Case 7
	Use Case 8

	Access Control.01
	Automated Account Management
	
	
	
	
	
	
	
	

	Access Control.02
	Least Privilege
	
	
	
	
	
	
	
	

	Access Control.03
	Unsuccessful Access Attempts
	
	
	
	
	
	
	
	

	Access Control.04
	Concurrent Session Management
	
	
	
	
	
	
	
	

	Access Control.05
	Session Duration
	
	
	
	
	
	
	
	

	Access Control.06
	Portable Device Attachment
	
	
	
	
	
	
	
	

	Access Control.07
	Remote Access Restrictions
	
	
	
	
	
	
	
	

	Access Control.08
	Password Management
	
	
	
	
	
	
	
	

	Audit and Accountability.01
	Inappropriate User Activity
	
	
	
	
	
	
	
	

	Audit and Accountability.02
	Contents of Audit Records for DR Resource
	
	
	
	
	
	
	
	

	Audit and Accountability.03
	Contents of Audit Records for DRCE
	
	
	
	
	
	
	
	

	Audit and Accountability.04
	Electronic Log Format
	
	
	
	
	
	
	
	

	Audit & Accountability.05
	Local and Central Logging
	
	
	
	
	
	
	
	

	Audit & Accountability.06
	User Access Monitoring/Logging
	
	
	
	
	
	
	
	

	Configuration Management.01
	Access Restrictions for Configuration Change
	
	
	
	
	
	
	
	

	Configuration Management.02
	Factory Default Credentials
	
	
	
	
	
	
	
	

	Configuration Management.03
	Systems Inventory
	
	
	
	
	
	
	
	

	Configuration Management.04
	Current Configuration
	
	
	
	
	
	
	
	

	Configuration Management.05
	Disabling Unnecessary Communication Services
	
	
	
	
	
	
	
	

	Continuity of Operation.01
	Alternate Storage 
	
	
	
	
	
	
	
	

	Continuity of Operation.02
	Alternate Telecommunication Services
	
	
	
	
	
	
	
	

	Continuity of Operations.03
	Operations Continuity
	
	
	
	
	
	
	
	

	Continuity of Operations.04
	System Restoration
	
	
	
	
	
	
	
	

	Continuity of Operations.05
	Alternative Time Source
	
	
	
	
	
	
	
	

	Identification & Authentication.01
	Identifier Management
	
	
	
	
	
	
	
	

	Identification & Authentication.02
	Authenticator Feedback
	
	
	
	
	
	
	
	

	Identification & Authorization.03
	Credential Management
	
	
	
	
	
	
	
	

	Identification & Authorization.04
	Digital Certificates
	
	
	
	
	
	
	
	

	Identification & Authorization.05
	Message Identities
	
	
	
	
	
	
	
	

	Identification & Authorization.06
	Self Identification
	
	
	
	
	
	
	
	

	Physical& Environmental. 01
	Physical Access Authentication of DRCE
	
	
	
	
	
	
	
	

	Physical& Environmental. 02
	Facility Access Monitoring/Logging of DRCE


	
	
	
	
	
	
	
	

	Physical & Environmental.03
	Limited Access - Interactive Resources
	
	
	
	
	
	
	
	

	Physical & Environmental.04
	Component Location for DRCE
	
	
	
	
	
	
	
	

	Physical & Environmental.05
	Fire Detection
	
	
	
	
	
	
	
	

	System & Communications Protection.01
	Communication Integrity
	
	
	
	
	
	
	
	

	System & Communication Protection.02
	Communication Confidentiality
	
	
	
	
	
	
	
	

	System & Communication Protection.03
	Cryptographic Key Implementation and Management
	
	
	
	
	
	
	
	

	System & Communication Protection.04
	Multiple verification
	
	
	
	
	
	
	
	

	System & Communication Protection.05
	Information Flow Enforcement
	
	
	
	
	
	
	
	

	System & Communication Protection.07
	No Shared Accounts
	
	
	
	
	
	
	
	

	System & Communication Protection.08
	Emergency Network Segmentation
	
	
	
	
	
	
	
	

	System & Communication Protection.09
	Remote Interactive Sessions
	
	
	
	
	
	
	
	

	System & Communication Protection.10
	Resource Consumption
	
	
	
	
	
	
	
	

	System & Communication Protection.11
	Quality of Service  Specification
	
	
	
	
	
	
	
	

	System & Communication Protection.12
	Quality of Service   Enforcement
	
	
	
	
	
	
	
	

	System & Information Integrity.01 


	Intrusion Detection 
	
	
	
	
	
	
	
	

	System & Information Integrity.02
	Clock Record
	
	
	
	
	
	
	
	

	System & Information Integrity.03
	End Point Security
	
	
	
	
	
	
	
	

	System & Information Integrity.04
	End Point Isolation
	
	
	
	
	
	
	
	

	System & Information Integrity.05
	Software Integrity Check
	
	
	
	
	
	
	
	

	System & Information Integrity.06
	Storage Integrity Check
	
	
	
	
	
	
	
	

	System & Information Integrity.07
	Network Quality Monitoring
	
	
	
	
	
	
	
	

	System & Information Integrity.08
	Message Validation
	
	
	
	
	
	
	
	

	System & Information Integrity.09
	Minimal Error Message Content
	
	
	
	
	
	
	
	

	System & Information Integrity.10
	Message Time stamping
	
	
	
	
	
	
	
	

	System & Information Integrity.11
	Configuration File Authenticity
	
	
	
	
	
	
	
	

	System & Information Integrity.12
	Configuration File and Sensitive Data Integrity Check
	
	
	
	
	
	
	
	

	System & Information Integrity.13
	Software and Firmware Authenticity
	
	
	
	
	
	
	
	


