


UtilityAMI OpenHAN Taskforce Requirements
DRAFT

3 – Specific Requirements

Notes:  

· Customer owns his Premise and Utilities are granted access rights by the consumer or by regulatory authority

· UtilityAMI compliance is based on device-specific mapping supplied in Appendix X
· Requirement Labels:

· Basic: Represents required capabilities for all HAN Devices

· Enhanced: Represents advanced capabilities 

· “May”: Optional requirements provided as design guidelines.  Some utilities may require.
3.1 Applications

Control

Context: Applications that respond to control commands from the utility or authorized third parties.  Commands typically tell a device to turn ON/OFF at configurable time intervals or thresholds.
Assumptions: 
· Devices do not prioritize commands (e.g., last command overrides previous)
· Assume orderly shutdown of operations (e.g., could be delayed until current process completes)
· Does not presume source of message (i.e., utility or certified premise EMS)

· Does not cover the consequences or incentives associated with participation or compliance (e.g., Overriding mandatory control signals)

· Certified premise EMS can proxy as the utility

Definitions:

· Operational State: Device is within normal operating parameters of the device 

 Requirements:

App.Control.1 The HAN Device shall accept control signals from the utility.

App.Control.2 The HAN Device shall respond to requests to cease operational state (e.g., open contact).

App.Control.3 The HAN Device shall respond to requests to resume operational state (e.g., close contact).

App.Control.4 The HAN Device shall acknowledge receipt of control signal.

App.Control.5 The HAN Device shall acknowledge execution of control request.

App.Control.6 The HAN Device shall acknowledge execution failure of request (i.e., exceptions). (E)

App.Control.7 The HAN Device shall signal any consumer-initiated overrides. (E)

App.Control.8 The HAN Device shall respond to request to cease operation state at a specific time. (E)

App.Control.9 The HAN Device shall respond to request to resume operation state based at a specific time. (E)

App.Control.10 The HAN Device shall delay restoration of operational state based on a pre-configured time (e.g., random number). (E)

App.Control.11 The HAN Device shall respond to request to cycle operational state (i.e., duty cycle). (E)

App.Control.12 The HAN Device shall respond to request to limit operational state based on thresholds, set-points or triggers (e.g., price points). (E)

App.Control.13 The HAN Device may respond to requests for variable output (e.g., current limiting)

Measurement and Monitoring

Context: Applications that provide internal data and status.  These are functional requirements on the device.  They does not speak to organization of the system (e.g., net versus sub).  The applications covered are distributed generation (e.g., solar, fuel cell, wind), metering of devices within the premise (e.g., consumer PHEV), monitoring of local conditions (e.g., temperature, humidity, time, airflow, ambient light level, motion), and monitoring of a device’s state.  These applications provide input to the HAN system and enable processing and action based upon that input.
Assumptions: 
· Revenue-grade operations meet applicable regulations 

Definitons: 


· Measure

· Monitor

Requirements: 

App.Measure.1 Shall measure instantaneous demand (e.g., kW).

App.Measure.2 Shall measure accumulated consumption (e.g., kWh).

App.Measure.3 Shall measure accumulated production (e.g., kWh).

App.Measure.4 Shall measure consumption per interval (e.g., kWh, BTU, HCF).  (E)

App.Measure.5 Shall measure production per interval (e.g., kWh).  (E)

App.Measure.6 Shall store intervals measurements (e.g., 30 days of interval reads).  (E)   

App.Measure.7 Shall allow interval configuration (e.g., 15 Minutes).  (E)

App.Measure.8 Shall monitor energy state (e.g., state of charge).  (E)

App.Measure.9 Shall measure available capacity (e.g., remaining charge).  (E)

App.Measure.10 Shall monitor the device state (e.g., operational, stand-by, maintenance).  (E)

App.Measure.11 May measure power quality (e.g., frequency, neutral voltage, harmonic content).  

App.Measure.12 May monitor environmental state (e.g., temperature, motion, wind).

App.Measure.13 May monitor the operational state of other devices (e.g., duty cycle).

App.Measure.14 May monitor environmental impact (e.g., CO2).


Human-Machine Interface

Context:  Applications that provide local user input and/or output.  These applications are constrained and based on the data type.  They provide a method for users to interact with the HAN, input preferences, configure the HAN and its devices, and obtain useful information from the HAN.
Assumptions:

· The Utilities expect vendor differentiation and innovation in the marketplace.  It is for that reason that many of these requirements are “may” requirements and are provided as design guidance for desirable devices.

Definitions:

Requirements:

App.HMI.1 The HAN Device shall provide visual indicators which indicate operational state (e.g., LED for connected/registered, event status, device state). (E)
App.HMI.2 The HAN Device shall provide a power cycle input, which reboots the device.

App.HMI.3 The HAN Device shall provide a user reset input, which returns the device to its pre-installation state (e.g., button).  (E)

App.HMI.4 The HAN Device shall provide an alphanumeric display which indicates operational state (e.g., LCD screen).  (E)

App.HMI.5 The HAN Device may provide non-visual sensory feedback (e.g., motion, vibration, audible).

App.HMI.6 The HAN Device may provide a sight and hearing impaired interface.

App.HMI.7 The HAN Device may provide a user-configurable display.  (E)

App.HMI.8 The HAN Device shall accept user configurations.  (E)

App.HMI.9 The HAN Device shall accept user preferences (e.g., Celsius/Fahrenheit, color).  (E)

App.HMI.10 The HAN Device may provide alarm notifications (e.g., price threshold, event messages).
App.HMI.11 The HAN Device shall accept data source configurations (e.g., AMI Gateway, other HAN Devices).  (E)

App.HMI.12 The HAN Device shall display data source configurations (e.g., AMI Gateway, other HAN Devices).  (E)

App.HMI.13 The HAN Device shall display application-specific information (e.g., cost, consumption, environmental impact, payment credit, remaining account credit).  (E)
App.HMI.14 The HAN Device shall accept application-specific configurations (e.g., preconfigured periods (e.g., hour, day, week), configurable periods (e.g., interval length, TOU period), variable periods (e.g., Critical Peak Price period). (E)
App.HMI.15 For battery-powered devices, the HAN Device may provide a battery life indicator. 
App.HMI.16 The HAN Device may accept payment data from the consumer. 

Processing

Context:  Applications that consume, process, and act on external and internal data.  These applications accept data from external systems and HAN measurement & monitoring applications.  In general, these applications that have a higher level of complexity and cost.

Assumptions:

· Our expectation is that HAN devices will be able to calculate individual consumption.

· EMS devices are viewed as aggregating functions within the system… 

· Rate information can pass from the AMI System to the Energy Cost application.

· The EMS can aggregate data from multiple sources.

· The application is not intended to reconcile costs displayed on HAN devices with bills generated by a Utility billing system.  There are other elements associated with billing and revenue-grade metering that are outside the scope of these requirements (e.g., revenue-grade certification, rate recovery).

· The Energy Cost application is likely a component of an Energy Management System.

· Alarm features would likely be part of separate Energy Optimization applications (e.g., signal an alarm when the accumulated cost for the month is greater than $100).

Definitions:


· Time of Use (TOU) Rates – Energy charges which vary based upon a predetermined schedule of hours of the day and days of the week. 

· Time-of-Day Demand Rates – Demand charges which vary based upon a predetermined schedule of hours of the day and days of the week. 

· Hourly Energy Rate (aka Real Time Pricing) – Energy charges which vary on an hourly basis. 

· Critical Peak Pricing – A monthly or seasonal schedule of energy charges which vary based upon a predetermined schedule of hours of the day and days of the week.  In addition, the customer receives real-time notification of critical hours subject to special higher prices for 1 to 2% of the hours in the year.  This program has significant synergies with Direct Load Control programs.

· Rate tiers/blocks

· Capacity Billing Rates

· Orphaned charge:  A HAN Device that incurs a cost at a premise other than its registered, “home” premise and generates a billing charge to be reconciled through the Utility System.  This term refers to proper premise association.  For example, a plug-in hybrid that charges at a grocery store or a friend’s house.

· Energy Cost Application – Calculates HAN Device energy consumption cost.  The application may use information from multiple sources including:

· The AMI Meter(s), and

· The AMI System, and

· Customer HAN Gateway, and

· Other application(s), and

· Other HAN device(s), and/or

· Human Machine Interface(s) (HMI).

Requirements:

App.Process.1 The application shall calculate a HAN Device’s energy cost of accumulated energy consumption as monetary value (e.g., $/kWh * accumulated kWhrs = $).

App.Process.2 The application shall calculate a HAN Device’s energy cost of instantaneous power consumption as a monetary value per time interval, (e.g., $/Wh * instantaneous W= $/hr).  

App.Process.3 The application shall calculate a HAN Device’s cost for Hourly Energy rates.  (E)

App.Process.4 The application shall calculate a HAN Device’s energy cost for rate tiers/energy blocks. (E)
App.Process.5 The application shall calculate a HAN Device’s energy cost for Time-of-Use (TOU) energy rates.  (E)

App.Process.6 The application shall calculate a HAN Device’s cost for Critical Peak Pricing (CPP).  (E)
App.Process.7 The application shall calculate a HAN Device’s cost for capacity billing rates.  (E)

App.Process.8 The application may calculate costs for other billing determinants (e.g, monthly customer charges, taxes & franchise fee, surcharges, discounts, ratcheted demand, bond charges).  (E)

App.Process.9 The application shall accept aggregated consumption and rate information from configurable sources (e.g., AMI Gateway, AMI System, and/or HMI).  (E)

App.Process.10 The application may calculate and forecast a HAN Device’s consumption based on user-defined parameters (e.g., estimated kWh/mon).

App.Process.11 The application may calculate and forecast a HAN Device’s production based on user-defined parameters (e.g., estimated kWh/mon).

App.Process.12 The application may forecast a HAN Device’s estimated cost calculation based on user-defined parameters (e.g., monthly consumption at current rate/usage).

App.Process.13 The application shall calculate a HAN Device’s consumption based on user-defined parameters (e.g., historical reporting).  (E)

App.Process.14 The application shall calculate a HAN Device’s production based on user-defined parameters (e.g., historical reporting).  (E)

App.Process.15 The application may calculate and/or predict a HAN Device’s environmental impact based on user-defined parameters (e.g., historical carbon footprint, forecasted carbon credits earned).  (E)
App.Process.16 The application may supply a method for local billing resolution (e.g., orphaned billing charge, consumption debits/credits). 

App.Process.17 The application may calculate and suggest methods to optimize energy consumption and cost based on user-defined parameters (e.g., PCT thresholds, lighting settings, pool pump cycling). (E)

App.Process.18 The application may calculate a HAN Device’s relative efficiency (e.g., comparison can be based on historical data, baseline at install, manufacturer’s parameters, industry/governmental standards, other devices, other premises).  (E)

App.Process.19 The application shall calculate available load for demand reduction based on user-defined parameters (e.g., percentage of load available for various response scenarios).  (E)
App.Process.20 The application may calculate user-defined thresholds for consumption, production, and cost (e.g., if aggregated consumption reaches a certain level, an alert is generated).
3.2 Communications


Commission

Context: The network process of identifying and adding or removing a node on the HAN with the expectation that the system is self-organizing (i.e., initial communication path configuration).  This process is decoupled from utility registration.

Assumptions: 

Definitions:

· Commissioning – The local admission of a HAN Device to the Utility HAN.

· Control – The runtime configuration of the Utility HAN.
Dependencies: See HMI.5 and HMI.6

Requirements:

Comm.Commission.1 HAN Devices shall accept network configuration data which allows for private utility networking (e.g., private address/ID)

Comm.Commission.2 HAN Devices shall accept commissioning configuration data by the manufacturer (e.g., link key).

Comm.Commission.3 HAN Devices shall accept commissioning configuration from the Installer. (E)


Comm.Commission.4 When an AMI Gateway is triggered (e.g., Allow Join Command), AMI Gateway location-/contact-specific data shall be provided to HAN Devices. 

Comm.Commission.5 When a HAN Device is triggered (e.g. Power-on, button), the HAN Device shall provide the AMI Gateway with device specific information including device ID and device type.

Comm.Commission.6 When a HAN Device is triggered (e.g. power on, button), the HAN Device shall provide the AMI Gateway with device specific utility information, including network ID, gateway ID, and utility ID, if pre-configured with utility information. (E)

Comm.Commission.7 The AMI Gateway shall have the ability to accept or reject the request based on device type.

Comm.Commission.8 The AMI Gateway shall have the ability to accept or reject device requests based on utility specific information, including network ID, gateway ID, and utility ID. (E)

Comm.Commission.9 The AMI Gateway shall acknowledge successful commissioning requests (i.e., provide acknowledgement to the requesting HAN Device). 

Comm.Commission.10 When a HAN Device is communicating with the AMI Gateway, the HAN Device shall indicate link connectivity. (E)
Comm.Commission.11 The HAN Device shall provide notification to the Installer of the commissioning status. Status conveyed shall be either: successful/unsuccessful. (E)

Comm.Commission.12 The AMI Gateway shall maintain an updated list of commissioned (i.e., connected) HAN Devices. 

Comm.Commission.13 The AMI Gateway shall have the ability to remove HAN Devices from the utility HAN.

Control

Context: Autonomous functions enabled by the platform-specific technology.  These requirements speak to the efficient functioning of HAN communications and are intended to provide robust and reliable communication paths in the HAN.
Assumptions:

Requirements:

Comm.Control.1 The HAN Device shall accept network organization messages from the AMI Gateway (e.g., gateway location, routing table, address).  

Comm.Control.2 The HAN Device may accept network organization messages from peer devices (e.g., hidden node). (E)

Comm.Control.3 The HAN Device shall use the most reliable path to the AMI Gateway (e.g., based on signal strength/quality). 

Comm.Control.4 The HAN Device shall only use routes within its logical network (e.g., network ID, address scope, utility ID).

Comm.Control.5 The HAN Device shall support prioritization of traffic (e.g., queuing, scheduling, traffic shaping). (E)

Comm.Control.6 The HAN Device shall have the ability to automatically adapt to communications interference through detection and analysis of environmental conditions (e.g., channel hopping, channel avoidance, signal-to-noise ratio).

Comm.Control.7 The HAN Device shall have the ability to automatically adapt to range constraints through detection and analysis of environmental conditions (e.g., change modulation schemes, change power output levels).  (E)

Comm.Control.8 The HAN Device shall include a data integrity mechanism for all communications.

Comm.Control.9 The AMI Gateway shall have the ability to activate and deactivate its HAN communication.

Comm.Control.10 HAN Devices shall communicate its availability (i.e., ‘heartbeat’) to the AMI Gateway at least once per day.

Comm.Control.11 HAN Devices shall have a configurable availability communication (i.e., heartbeat) frequency to the AMI Gateway. (E)

Comm.Control.12 The AMI Gateway shall store a list of available HAN Devices and make that list available to the AMI System upon request.

3.3 Security

HAN Device shall implement controls which limit access to audit information.

There are several registration requirements, including rights associated with audits.  These requirements require consumers to grant Utilities rights to manage and audit security applications in order to register their HAN Devices with the Utility.

Access Controls and Confidentiality

Context: The goal of access control is to prevent the unauthorized use of HAN resources. Access control includes resource control; for example, preventing logon to local HAN Devices. For the purposes of this discussion, access control is not concerned with denying physical access. Access control is applied to an entity based on an identity or an authorization. An identity may represent an actual user, a process with its own identity (e.g., a program making a remote access connection), or a number of users represented by single identity (e.g., role-based access control).

Confidentiality refers to the security services, which prevent unauthorized disclosure of data (both stored and communicated). Confidentiality services prevent disclosure of data in transit and data at rest. Confidentiality services also include “anonymity”, a service which prevents disclosure of information which leads to the identification of the source or end-user of the information. Because of its role in limiting authorized disclosure of information, confidentiality services are closely linked with access control services. 

The concept of least privilege is…

Assumptions:

Requirements:

Security.Access.1 The AMI Gateway shall provide access control to utility applications, data, and services (e.g., control data, consumer-specific consumption data).

Security.Access.2 The HAN Device shall control access to persistent utility HAN data (data at rest). 

Security.Access.3 The HAN Device shall control access to transmitted utility HAN data (data in transit).

Security.Access.4 The AMI Gateway may provide protection of utility HAN data while being processed (data in processing) (e.g., trusted processor).  (E)

Security.Access.5 The AMI Gateway shall control access to data in accordance with a configurable utility security policy (e.g., users, applications, devices, data access-read/write).

Security.Access.6 The AMI Gateway shall provide mechanisms to enforce a policy based on least privilege (i.e., explicit authorization).

Security.Access.7 The AMI Gateway shall have the ability to enforce policy periods (time constraints) for security policy elements (e.g., maintenance/firmware window).  (E)

Security.Access.8 The HAN Devices may control access to data in accordance with a configurable utility security policy (e.g., users, applications, devices).  (E)

Security.Access.9 The AMI Gateway shall provide methods to query and report access control data settings. 

Security.Access.10 The HAN Device shall provide access control methods which prevent known attacks, including replay, man-in-the-middle, delay, spoofing, sequence change, and deletion attacks.
Security.Access.11 The HAN Device may implement mechanisms to prevent unintended disclosure of source/originator data to unauthorized principals.  (E)
Security.Access.12 HAN Devices shall implement controls which limit access to audit information.

Integrity

Context:  The integrity security service addresses prevention of unauthorized modification of data (both stored and communicated).  Modification of both stored and communicated data may include changes, insertions, deletions or duplications. Additional potential modifications that may result when data is exposed to communications channels include sequence changes.  The integrity service also addresses the problem of ensuring that communicating components can correctly identify those that they are communicating with. 

Assumptions:

Requirements:

Security.Integrity.1 HAN Devices shall protect the integrity of the HAN system (e.g., shall not adversely impact the operations of the HAN system by introducing malicious or unintended activity).

Security.Integrity.2 The AMI Gateway shall protect the integrity of the AMI System (e.g., shall not adversely impact the operations of the AMI system by introducing malicious or unintended activity).

Security.Integrity.3 The AMI Gateway shall provide a configurable HAN filtering function that filters based on allowable message types.

Security.Integrity.4 The AMI Gateway shall provide a configurable HAN filtering function that filters messages based on structural integrity of the message.

Security.Integrity.5 The AMI Gateway shall provide a configurable HAN filtering function that filters based on allowable message rates.

Security.Integrity.6 HAN Devices shall detect unauthorized modification of data during storage (e.g., check sums, hashes, software attestations).

Security.Integrity.7 HAN Devices shall detect unauthorized modification of data during network transit (e.g., check sums and hashes).

Security.Integrity.8 HAN Devices shall attempt to correct unauthorized modification of data (e.g., resend).

Security.Integrity.9 HAN Devices shall detect unauthorized modification of data attributes (e.g., modification to a message type). 

Security.Integrity.10 HAN Devices shall attempt to correct unauthorized modification of data attributes.  (E)

Security.Integrity.11 HAN Devices shall only accept data from an authorized source (e.g., AMI Gateway, certified EMS). 

Security.Integrity.12 HAN Devices shall protect the system from malicious code (e.g., buffer overflow protection, limit executable code exposure).

Security.Integrity.13 HAN Devices shall detect known attacks, including replay, man-in-the-middle, delay, spoofing, sequence change, and deletion attacks.

Security.Integrity.14 HAN Devices shall separate security critical functionality and data from non-security critical system data.  (E)
Security.Integrity.15 The AMI Gateway shall validate the source of HAN security policy.

Security.Integrity.16 The AMI Gateway shall detected unauthorized modification of HAN security policy.

Security.Integrity.17 HAN Devices shall detect unauthorized modification of audit data.

Security.Integrity.18 HAN Devices shall validate the integrity of all software updates, including source, structure, and version.

Security.Integrity.19 HAN Devices shall use tamper-resistant hardware (e.g., epoxy, TPM).  (E)

Accountability 

Context: Accountability can be considered a special type of non-repudiation, in that the accountability security service is basically holding each network entity responsible for its actions on that network. 

Audit functionality is a critical element of the layered defense strategy for a system. Audit contributes to user and device accountability by recording security critical user actions while using HAN services. Audit also contributes to domain boundary enforcement services by recording activities of HAN services related to proper operation of security critical functions. In addition to auditing users and system activities, audit must be able to monitor the status of audit data to ensure its integrity and accuracy.

Assumptions:

Definitions:  
· Audit is a stored record/event…

Requirements:

Security.Account.1 HAN Device shall alert the AMI Gateway of all detected, security –related activities, including access control, authentication, and integrity violations.

Security.Account.2 The HAN Device shall audit and store all security-related activities, including access control, authentication, and integrity violations. (E)

Security.Account.3 The HAN Device shall provide, at a minimum, the following information for all detected security events: date and time of the event, type of event, device/user identity. (E)

Security.Account.4 HAN Devices shall provide the AMI System access to audit data. (E)

Security.Account.5 The AMI Gateway shall provide non-repudiation mechanisms for devices and users.

Security.Account.6 The AMI Gateway shall provide a mechanism for source identification of data (e.g., HAN and AMI System data). 

Security.Account.7 The AMI Gateway shall provide the capability to audit both system and user operations as defined by the HAN security policy.

Security.Account.8 The HAN Device may provide the ability to perform searches, sorts and filters of audit data based on date and time, type and/or user identity.

Security.Account.9 The HAN Device may provide the capability to identify mandatory and configurable audit elements (In this context, mandatory refers to audit elements which are always enabled and configurable refers to audit elements which can be enabled or disabled at the discretion of the Consumer or Utility). 

Registration 

Context:

Assumptions:

Definitions:  

Requirements:

Security.Registration.X When performing a HAN Device registration, the HAN Device Registration Application shall be able to identify the Customer HAN Device from the information provided from the HAN Device notification message.

Security.Registration.X When a HAN device has been registered, the HAN device shall indicate that it has been successfully registered with the utility or third party entity.

Security.Registration.X When HAN device is registered with the premise the HAN device shall act upon organizing messages from the trusted AMI gateway (identified in the AMI Trust Center).
Security.Registration.X When a HAN Device is registered with the premise, the device may supply manufacturer-specific data (e.g., serial number, model number, etc.).
3.4 Performance

Context: These requirements are designed to insure HAN applications and devices are: 

· consistently reachable, 

· designed and manufactured to be durable and resilient, 

· easy to diagnose and manage, 

· expandable to support future growth, 
· remotely upgradeable (e.g., patches, updates, enhancements) without a field visit,

· performing as advertised (i.e., quality).
Assumptions:

Requirements:

Perf.1 The HAN Device shall supply functionality that maintains communications availability to the AMI Gateway.
Perf.2 The HAN Device shall supply functionality that maintains application availability to the AMI System (e.g., software/hardware application watchdog).
Perf.3 After loss of power, the HAN Device shall return to its post-configuration state (i.e., shall persist communication and registration configurations).

Perf.4 The HAN Device shall supply adequate computational performance (i.e., Device shall not hamper overall operational state of the HAN) 

Perf.5 The HAN Device shall supply adequate communications performance (e.g., bandwidth and throughput).

Perf.6 The HAN Device shall supply accurate time keeping and counter functions.  (E)
Perf.7 The HAN Devices shall not act on expired signals (e.g., message validity duration or sequence).  (E)

Perf.8 The HAN Device shall provide configurable communications such that system is scalable (e.g., heartbeat and request frequency).  (E)
Perf.9 HAN Devices with battery power shall function for a minimum of 1 year.
Perf.10 HAN Devices shall supply a local software upgrade function (i.e., firmware upgrade).  (E)

Perf.11 HAN Devices shall supply a remote software upgrade function (i.e., firmware upgrade).  (E)

Perf.12 HAN Devices shall meet the quality, interoperability, and testing (i.e., certification) requirements of its respective technology platform body.
3.5  Operations, Maintenance, Logistics

Manufacture, Distribute

Context: These requirements speak to a vendor’s pre-installation activities, including manufacture, depot, distribution, and point-of-sale.  The goal of these requirements is to clearly establish responsibilities and enable the widest diversity of supply chain options for utilities and their customers.   
Assumptions:

· Enrollment in a utility program or incentive is out of scope for the purpose of this document.  Our assumption is that enrollment and registration of HAN devices can be closely related and could often occur simultaneously (e.g., customer service call, utility website), but that enrollment is a higher-level utility-specific function.
Definitions:

· Pre-commissioning - Depot level configuration setting

· Registration Configuration - Any required utility-specific configurations

· Labeling - Utility compliance and standards labeling

· Purchasing - Supports multiple distribution channels (e.g., retail, wholesale, utility)

Requirements:

OML.ManuDist.1 Prior to installation (e.g., factory, depot), a HAN Device shall support placement of commissioning data (e.g., pre-placed network key).

OML.ManuDist.2 Prior to installation (e.g., factory, depot), a HAN Device shall support placement of registration data (e.g., pre-placed registration key).

OML.ManuDist.3 The HAN device shall support pre-placed methods or materials that support commissioning and registration by multiple utilities (does not imply simultaneous utility registration).

OML.ManuDist.4 The HAN Device shall support pre-placement of application-specific configurations (e.g., cost, consumption, environmental impact, configurable time/rate intervals).  (E)

OML.ManuDist.5 The HAN Device shall have and display appropriate certification (e.g., UL, ANSI, and FCC) on its packaging and body.

OML.ManuDist.6 The HAN Device shall have and display appropriate commissioning and registration information on its packaging and body (e.g., serial number, registration code).

OML.ManuDist.7 The HAN Device may display utility compatibility guidance to verify that a HAN Device is compatible with a particular AMI system.

OML.ManuDist.8 The HAN Device shall display its HAN network technology compatibility on its outside packaging.

OML.ManuDist.9 The HAN Device shall display UtilityAMI compliance.

OML.ManuDist.10 The HAN Device shall display Enhanced UtilityAMI compliance. (E)

OML.ManuDist.11 The HAN device shall display, on its packaging, any secondary device requirements (e.g., required EMS, bridge device).

OML.ManuDist.12 The HAN Device shall be manufactured to support multiple distribution channels (e.g., retail, direct utility).

Installation

Context:  These requirements speak to vendor responsibilities in support of physical placement of the HAN Device.  The goal of these requirements is to ensure a smooth installation process regardless who the installer is with a minimum need for customer support from the Manufacturer and, especially, the Utility.
Assumptions:

Definitions:

· Installer – The installer can be a 3rd party installer or the consumer.


· Manufacturer – Defined broadly and includes the OEM, Distributor, and Value-added retailers (VAR) and is accountable for ensuring proper out-of-box operation of the device.

Requirements:

OML.Install.1 The HAN Device Manufacturer shall include installation documentation, which includes instructions for installation (e.g., placement), commissioning, and registration, including any external dependencies.
OML.Install.2 The HAN Device Manufacturer shall include a HAN Device user’s manual in the Device packaging.  

OML.Install.3 The HAN Device Manufacturer shall include Manufacturer contact information in the Device packaging.
OML.Install.4 The HAN Device Manufacturer shall supply technical support services (e.g., help desk, web site).
Manage, Maintain

Context:  These requirements speak to vendor responsibilities for customer support.  They ensure HAN Devices enable diagnostic, management, and troubleshooting capabilities.  The goal of these requirements is to allow Utilities the ability to resolve remotely, if at all possible, problems with HAN Devices and quickly determine whether a customer needs to contact the Manufacturer’s customer support for further assistance.
Assumptions:

Requirements:

OML.Maintain.1 The HAN Device shall have a self-check (initialization) function, which notifies the Installer that the HAN Device is functioning properly. (E)
OML.Maintain.2 The AMI Gateway shall log all AMI System-to-HAN System communications.
OML.Maintain.3 When the HAN Device is rebooted, the HAN device shall reset to its configured (i.e., post-installation commissioning and registration) state and shall reestablish communication with the AMI Gateway.

OML.Maintain.4 A HAN Device shall have a user-operable testing function that is equivalent to the self-testing function.  (E)
OML.Maintain.5 The HAN Device may supply a maintenance port for field diagnostics.
OML.Maintain.6 A HAN Device may simulate Utility events for diagnostic purposes. 

OML.Maintain.7 The HAN Device may supply network management functions for diagnostic purposes.
OML.Maintain.8 For battery-powered devices, the HAN Device shall communicate low battery state to the AMI System.  (E)

OML.Maintain.9 The HAN Device Manufacturer shall supply and support a flaw remediation process.

OML.Maintain.10 The HAN Device shall support a communications feedback mechanism (i.e., ping).
Orphaned Requirements:

Orphan.1 HAN devices that shall synch communications with the AMI Gateway (message frequency)
Orphan.2 HAN devices will support anonymous pricing messages with the following Common Information Model structure (AEP Action)
· Broadcast ID (e.g., Utility ID, SSID) 
· Current Price (e.g., $0.XX/kWhr)
· Relative Price (e.g., high, medium, low)
· Message Expiration Time (e.g., 1 – 1440 minutes)
· Rate Descriptor (e.g., residential, commercial, etc.)

· Severity of Event Description (e.g., Stage 1, 2, 3)
· Integrity check (e.g., CRC)
Orphan.3 Require application layer prioritization

When communication is transmitted in the OpenHAN network the following message priority may be utilized:

0 – mandatory load-shed event

1- Critical peak pricing (CPP) event

2 – Time of use (TOU) message event

3 – Diagnostic communication

4 – Usage information 

5 – Customer’s premise energy messages (utility messages have priority)

Messages are process in order of priority (0 is highest priority).

Application:

HAN Devices shall employ UTC format for time-related functions.  (E)

Security: 
Measurement: 
Shall be able to sync measurement times  
Device Mapping:

Wall Socket: Basic Control and Basic communications

PCT: All Control and All communications

EMS: Monitoring cost thresholds
Gateway:  Is a HAN Device (and pretty much every requirement applies)
Retrieve device-specific configurations   
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