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System Configuration and Management
HAN Installation and Provisioning 

Description:

The installation and provisioning use cases covers the activities associated with physical installation and the admission to the local HAN.  Admission to the local network establishes the communication path and enables the HAN to Utility Interface.  This interface can then be used to register devices with the Utility. This implies that the registration and commissioning processes are actually discrete operations. 

Devices that are commissioned have the ability to receive public information from the Utility AMI Gateway but do not have the ability to communicate with the utility.  Utility communication requires registration. 

This use case covers all HAN devices including but not limited to EV/PHEV, PCT, Pool Pump, EMS, etc.  Premise commissioning ignores mobility related functions (e.g., PHEV moving from premise to premise.  That is, Mobility is an aspect of registration.  

The Installer may perform other diagnostics that the meter and HAN Devices cannot perform by itself.  These steps are specific to the underlying technology and not covered in the high level use of the system.

It is important to note in this Use Case covers all the staging scenarios, including utility delivers the only HAN Devices (e.g. a PCT), utility delivers additional HAN Devices and attaches to the existing customer HAN devices at time of meter installation and Customer connects HAN Devices to AMI after utility installation of AMI system. 
Use case business rules and assumptions:

For control devices, device is installed in-line with at the appropriate control point (e.g., in series with the information or energy flow).

All appropriate safety precautions are taken (e.g., Qualified electrician is required fro certain installation routines).

Devices and applications are procured or provided through multiple distribution channels (e.g., retail, utility provided, etc.). 

Devices meet all applicable state and federal laws (e.g., FCC).

Pre-commissioning routines have been successfully executed (e.g., pre-place network key has been loaded).  

Scenario:

	Triggering Event
	Primary Actor
	Pre-Condition
	Post-Condition

	Customer takes position of HAN device.
	Customer or Installer
	Meter or other Utility AMI Gateway with two way communications capability is present.

 
	The customer device has been added to the local network and has established communications with the Utility’s AMI Gateway (i.e., the HAN interface has been established). 


	Step
	Actor
	Description of the Step
	Additional Notes

	1
	Customer or Installer
	Installer locates appropriate  installation point.
	Appropriate installation point considerations includes: signal strength at location, appropriate control point, etc.)   

	2
	Customer or Installer
	Device is installed.
	Installation includes removing previous equipment and connecting the device to external power (if necessary) 

	3
	HAN Device
	HAN Devices performs self-check and reports results to installer. 
	In certain installation instances a filed tool can asset in the device initialization and configuration.  

	4
	Customer of Installer
	InstallIInstaller inputs any required pre-commissioning materials (e.g., Physical location, LAT/LONG, etc), 
	

	5
	Customer or Installer
	Installer enters commissioning data (e.g., network key) or performs any necessary commissioning actions (e.g., proximity) 
	

	6
	HAN Device 
	HAN Device notifies the AMI Utility Gateway or other network coordinator.
	This process is part of the technology specific beckoning and discovery process.  If a third part device performs the actual commissioning then the Utility AMI Gateway needs to be notified.

	7
	Utility AMI Gateway
	Gateway acknowledge notification and authenticates network credentials
	

	8
	Utility AMI Gateway
	Sends HAN Device any necessary configuration data (e.g., preferred communication paths, updates, etc.)
	

	9
	Utility AMI Gateway
	Device is added to the network. The device is added the UtilityAMI list of available devices. 
	

	10
	HAN Device
	HAN device notifies the installer (successful installation)
	

	11
	Utility AMI Gateway
	Gateway provides registration instruction *Optional*
	


HAN Utility Registration (e.g. application/devices)

Description:

The registration use case covers device to utility registration.  As a prerequisite to the use case, the device has already been commissioned to the local network.  Whereas, the installation and provisioning use case resulted in local admission the local HAN network, the registration use case covers the steps necessary admit a device to the Utility AMI network (i.e., the WAN network).  This implies the registration is higher level function. 

Form a security point of view, the commissioning establishes directional trust from the device to the Utility AMI gateway.  The registration process establishes a directional trust between the utility AMI Gateway and the device.  Together commissioning and registration use case establish mutual trust between the HAN device and the Utility (i.e., mutual authentication) 
The Registration use case does not cover details associated with account retrieval, bindings, billings, etc.  These back office steps while necessary are outside the scope of this activity.  Along these lines, mobility related functions associated with devices moving from premise to premise (e.g., PHEV) have special back office accounting requirements.  These requirements are not discussed rather, the registration that all devices have in common are discussed.

Use case business rules and assumptions:

See “HAN Use Case - General Definitions, Assumption, Actors.doc”

Command and control communications (e.g., load control) require utility participation and imply accountability (i.e. require registration). 

Customer specific communications (e.g., consumer consumption) require utility participation and imply accountability (i.e. require registration). 

Local HAN commissioning establishes the base communication capability, utility registration rides on top of this commissioning. 
Actors:

See “HAN Use Case - General Definitions, Assumption, Actors.doc”
Scenario:

	Triggering Event
	Primary Actor
	Pre-Condition
	Post-Condition

	The utility determines the need for authenticated device communications.
	HAN Device
	The Installation and Network Provisioning Use Cases have been successfully completed. 
	The customer device will be registered with the utility.  All communications with the device will be protected, authenticated and acknowledged. 


	Step
	Actor
	Description of the Step
	Additional Notes

	1 
	Customer
	Customer procures or is provided HAN equipment that is compatible with AMI system.
	

	2 
	Customer
	Customer installs HAN Devices per manufacturer’s instructions.
	There maybe additional commissioning related steps associated with the device commissioning (See commissioning use case)

	3 
	Customer
	Customer makes decision to participate in utility AMI-related programs.
	Potential regulatory involvement could force use. 

	4  
	Customer Representative
	Customer Representative receives notification from Customer that Customer is ready to have one (or more) of their HAN Devices connected to the AMI for program purposes.
	This process can be automated through a web based interface.  (i.e., the web application is the Customer Representative)

	5 
	Customer Representative
	Customer Representative gets appropriate Customer information (address, verification information, etc…) and locates Customer information from CCS
	

	6 
	Customer Representative
	Customer Representative activates HAN Device Registration Application. 
	

	7 
	HAN Device Registration Application
	HAN Device Registration Application initiates Utility AMI HAN discovery process which identifies the customer’s HAN Device.
	If this process fails then the device has not been commissioned.

	8 
	Customer 
	Customer provides unique registration information from HAN device (e.g., registration key, serial number).
	

	9 
	Customer Representative
	Customer Representative either decides or negotiates, with the Customer, the appropriate program(s) the Customer and the HAN Devices will participate. 
	This sequencing could occur prior to step 8.

	10
	HAN Device Registration Application
	HAN Device Registration Application attempts to create an authenticated link with HAN Device using registration information.
	This step can be staged.  Depending on several performance and design constraints the Utility AMI Gateway can participate in the registration. 

	11
	HAN Device Registration Application
	HAN Device Registration Application sends appropriate registration, configuration and initiation messages to all applicable HAN and Utility AMI Gateway devices.  
	To reduce AMI load, the meter can be updated and act on behalf of the utility (e.g., registration materials are pushed down to the Utility AMI Gateway)

	12 
	HAN Devices
	HAN Devices acknowledge activation and readiness state(s) to HAN Device Registration Application.
	

	13 
	HAN Devices Provisioning Tool
	HAN Device Registration Application communicates all necessary information to CSS and other applicable systems for storage and any required internal registrations
	

	14 
	Customer Representative
	Customer Representative confirms with the Customer that HAN Devices have now been initialized into the AMI and the applicable program(s) are now activated.
	


HAN Device Remote Diagnostics and Troubleshooting    

Description:

This use case discusses the scenario associated with Utility diagnostics.  This use cases does not cover all resolution scenario.  Resolution scenarios are specific to the underlying technology and based on warranties, ownership and accountability.  These discussions are outside the scope of the base use case. 
Use case business rules and assumptions:

The scope of utility responsibility for diagnostics and maintenance is limited.  Accountability for troubleshooting is driven be several factors not addressed in these use cases.

	Triggering Event
	Primary Actor
	Pre-Condition
	Post-Condition

	A utility configured device fails or does not initialize.
	HAN Device
	The Installation and Network Provisioning and Registration Use Cases have been successfully completed. 
	The customer device is returned to an operational state. 


	Step
	Actor
	Description of the Step
	Additional Notes

	1
	Customer 
	Calls contacts customer service.


	

	2
	Customer Service Representative 
	Identifies customer (verifies) and records customer issue. 
	

	3
	Customer Service Representative
	Retrieves customer account (e.g., billing data, device registrations, program registrations, etc.)
	

	4
	Customer Service Representative
	Validates account status
	

	5
	Customer Service Representative
	Corrects account or registration information (e.g., updates billing, updates program participation) and ends call.  
	

	5a
	Customer Service Representative
	Starts remote diagnostics application. 
	

	6
	Remote Diagnostics application
	Retrieves device commissioning data from Utility AMI gateway.
	

	7
	Remote Diagnostic Application
	Attempts to connect to HAN device
	

	8a
	Remote Diagnostic  Application
	Connection successful – commissioning confirmed, 
	

	8b
	Remote Diagnostic  Application
	Connection unsuccessful – repeat installation commissioning use case
	

	9
	Customer Service Representative
	Notifies customer that the Utility can or can not communicate with the HAN Device 
	

	10a
	Customer Service Representative
	Schedules onsite maintenance   
	See HAN Device Diagnostics and Maintenance use case  



	10b
	Customer Service Representative
	Starts Registration Diagnostics Application
	

	10
	Remote Diagnostic Application
	Check application layer communication (e.g., send registered control signal)
	

	11
	Customer Service Representative
	Notifies the customer that the device is functioning or is not functioning correctly
	

	12a
	Customer Service Representative
	Registration communication unsuccessful – execute  registration use case
	See HAN Device Diagnostics and Maintenance use case  



	12b
	Customer Service Representative
	Schedules onsite maintenance   
	See HAN Device Diagnostics and Maintenance use case  

	
	
	
	

	
	
	
	


HAN Device Diagnostics and Maintenance    

Description:

This use case discusses the scenario associated with Utility maintenance and onsite diagnostics.  This use cases does not cover all resolution scenario.  Resolution scenarios are specific to the underlying technology and based on warranties, ownership and accountability.  These discussions are outside the scope of the base use case. 

Use case business rules and assumptions:
The scope of utility responsibility for diagnostics and maintenance is limited.  Accountability for troubleshooting is driven be several factors not addressed in these use cases.

	Triggering Event
	Primary Actor
	Pre-Condition
	Post-Condition

	A utility configured device fails or does not initialize
	HAN Device
	The Installation/Provisioning and Registration Use Cases have been successfully completed or attempted
	The customer device is returned to an operational state. 


	Step
	Actor
	Description of the Step
	Additional Notes

	1
	HAN Device
	HAN Devices cannot communicate with AMI system. 


	

	2
	HAN Device
	HAN Devices notifies installer of communication failure. 
	

	3
	Customer or Installer
	Installer or Customer uses field tool or HAN device diagnostic capabilities to test network communication. 
	

	4a
	Customer or Installer
	Installer validates whether device is faulty. 
	

	4b
	Customer or Installer
	Installer validates adequate HAN network coverage exists. 
	

	5a
	Customer or Installer
	Installer replaces HAN Devices, if appropriate. 
	

	5b
	Customer or Installer
	Customer Reports marginal coverage if appropriate.  
	

	6
	Customer or Installer
	Performs problem and device specific resolution (e.g., installs a bridging device to mitigate poor signal strength, installs a higher power or more capable device, etc.)
	


HAN Device Depot Configuration (optional)

Description:

The device depot configuration use case discusses the steps associates with the preparation of the HAN device (e.g., required certifications, pre-placed materials, or support modes).  The depot (e.g., factory) steps show any necessary Utility to manufacturer interactions.

Use case business rules and assumptions:

HAN Devices can be configured prior to installation.

Compliance implies compatibility.   

	Triggering Event
	Primary Actor
	Pre-Condition
	Post-Condition

	A HAN Device has been produced.
	Manufacturer
	Device supports required configurations and materials.
	The HAN device is ready for installation and provisioning.


	Step
	Actor
	Description of the Step
	Additional Notes

	1
	Manufacturer 
	Checks utility registration and authentication requirements (UtilityAMI).  


	

	2
	Manufacturer
	Determines any special destination specific configurations (Optional)
	

	3
	Manufacturer 
	Request utility materials (e.g., Keys, certificates, methods/functions) 
	

	4
	Manufacturer
	Adds registration specific materials/methods. 
	

	5
	Manufacture
	Adds appropriate compliance/certification labeling.
	

	6
	Manufacturer
	Notifies or provides destination utility with materials (e.g., keys) (Optional)
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