OpenHAN meeting

In-Person, PG&E, San Francisco, CA

8am PDT

July 31st, 2007

Erich Gunther, OpenHAN Chairman, calls the meeting to order.  Introduces the agenda and the allocation of 5 hours for the meeting.  Main purpose is to review the Normalized Use Cases worked on by the CA IOUs.  Jana Corey (sp?), PG&E, introduces the meeting and welcomes group to PG&E.

Agenda:

· Introductions

· Operating Rules review

· CA Regulatory Update

· Review of CA IOU Use Cases

· Vote to approve Use Cases

· Logistics for August 15 Meeting in Jackson, MI

· Adjourn

Introductions

· Len Hughes, BC Hydro

· Eric Schmidt BC Hydro

· Mike Burns, Itron

· Wayne Longcore, Consumers Energy

· Ivan O’Neill, SCE

· Jana Corey, PGE

· Jack Sheets  SDG&E

· Terry Mohn, SDG&E

· Barry Houser, Echelon

· Craig Rodime, Enernex

· EDF, IEC Richard Schaumber,

· Trilliant, Samir

· Jeremy McDonald, SCE

· John Bubb, SCE

· David Culler, Arch Rock

· Bob Rankin, Enernex

· Alex Do, UCB

· Diane Peptone, Consultant to CEC

· Brent Hodges, ZigBee

· Kyle Arens, 

· Jerry Utecht, Itron

· Richard Nidever, Everex

· James Pace, Silver Spring

· Malik, Arch Rock

· Ben Voigt, DCSI

· Paul Eichman, Comverge

· John

· Brad Johnson, Encore

· Brad King, eMeter

· Jim Hall, HydroOne

· Mark, CEC

· Mike Vecky, Cellnet

· Richard Bates, Sensus Metering

· Geoff Mulligan, Proto6

Operating Rules Review

Erich reviews the structure and voting of the organization, per the Powerpoint loaded on the Sharepoint web site.

CA Regulatory Update

Erich describes a new effort at the CEC.  Hiring of Diane Peptone who is leading a workshop at the CEC and effort to help regulators create their own regulatory use cases.  Diane describes the work.  They’ve had one session.  The effort was a spin-off of a program on requirements planning.  Regulators decided maybe they should create own requirements – who has wants to do what and who has an obligation to do what.  

Question asked about timeline and about what they will do with OpenHAN use cases.

Timeline is going to be well after August due to vacation schedules.

Question: will the use case(s) be significantly different from the regulators than that which we might come up with?

Answer: focus has been on clarifying confusion that the regulators had.  Doubts that these other use cases will be very different from what we do.  Primary difference is to make the “regulatory” requirements known and OpenHAN hopes that our requirements support and are compatible with the regulatory requirements.  Main goal is to clarify what the regulatory environment looks like over time.

Comment: it would be helpful if the output from regulators is “high level” and not incredibly prescriptive.  The primary focus is on “who has a right” and “who has an obligation” – mainly regulatory issues.

CA IOU Use Case Review

See Powerpoint for this meeting on the UCA OpenHAN Sharepoint web site.

Terry Mohn introduces work effort – beginning with authors from SCE, SDG&E and PG&E.  The group focused on weekly meetings to build contributions for membership that focused on normalization of the use cases (commonality of language, elimination of redundancy).  Common assumptions, definitions, actors were captured in a separate document.  Found a significant amount of redundancy.

Describes the focus on the HAN for this group, which meant that SCE’s original AMI use cases were not necessary for the HAN portion of the discussion and requirements.  So, focused on information exchange from edge of utility (meter) to the home devices.

Describes that there was a level of detail – mainly prescriptive – that was not pursued.  For example, the processing of the required information by, for example, a PCT was left to the manufacturer.

Documents loaded to OpenHAN web site:

1. HAN Use Case – Introduction

2. HAN Use Case – General Definitions, Assumptions, and Actors

3. HAN Use Case – System Configuration and Management

4. HAN Use Case – Load and Energy Management

5. HAN Use Case – User Information

Documents #3 through #5 are revision 1 documents and are still undergoing some revisions based on further work and discussions.  Far enough along that they represent what is being achieved.  As they worked on a “smart” in-home display, they found themselves talking about device capabilities instead of the information flow to/from devices and, thus, scrapped that work because it was too device prescriptive and they came back to simply the information flow to/from the device(s).  

Use cases will not provide the level of specificity and detail on device behavior – that will come more from the System Requirements document(s) (future).

Coming Soon:

1. Sub-metering

2. Energy Management System

3. Device Installation

Meeting reviews the “HAN Use Case – Introduction.doc” from the UCA OpenHAN Sharepoint web site.  Document describes scope – communications between the utility-owned AMI network and the consumer HAN devices.   Focus on functional capabilities, not device capabilities.  Document contains template for Use Case definition at the end.

Meeting reviews the “HAN Use Case – General Definitions, Assumptions, Actors”.  Example, “HAN Devices are remotely upgrade-able (if they are upgradeable at all)”.  Use case(s) may/will speak to this issue, but as device manufacturers review there’s a specification that these devices are upgradeable (if that device has upgrade-able feature).

Question: if Consumer device, does it imply that Utility might upgrade?  Terry: that could lead to quite a discussion.  The utility could put new capability on that device, especially for assumption of the security protocol and/or patches to the security network where patches are required.  Could even be key management.  We will enforce the utility security framework.  As an example. From regulator’s standpoint, the key issue is “customer choice” – so if customer gives permission to the utility to a) manage their device or b) upgrade the firmware then regulatory requirement is met.  Agreement that “customer owns the premise”, so that factors into the requirements as well. Agreement that this needs more clarification and discussion that will continue to happen.  

Agreement on being “inclusive” to accommodate many different scenarios of meters and customer situations.  

Definitions in the document were extracted and consolidated from multiple documents and created one common definition.  For example, AMI system had different definitions and now, in this document, there is only one.  Erich reminds group that UtilityAMI has an on-line glossary that will need to be added to in order to a) normalize and b) augment.

Actors in the document were extracted and consolidated from multiple documents.

Meeting reviews the “HAN Use Case – Load and Energy Management”.   Voluntary and mandatory use case(s).  Description of the use case.  Terry notes that the “Registration” use case is not mandatory for all price-signal events – for example the broadcast scenario where some devices would simply get a price signal “listener”, be able to respond, and not have to respond and/or communicate back.  The “Registration” process enrolls a customer in a program in order to get the benefit – benefit of rate cuts and/or participation.  AMI-HAN needs to support Registration but does not require it.  2 types of demand response – one where the messages/signals are acknowledged and customer gets benefit, the 2nd where customers may simply get broadcast information and manage their energy independently.  “Registration” refers to binding, acknowledgement, accountability, etc… then device must be “Registered”.   Point made about security elements even with one-way broadcast and the emulation of said broadcasts by Bad Actors – the devices still have to have enough trust in the information/message in order to actually take an action.  

Question: what kind of information tracking will be required, as separate from that with Demand Response?  Some programs are targeted at energy efficiency and may be “decoupled” from the program and, therefore, how would information be captured especially where 3rd parties are generating revenue.  

Question: the “registration” of devices process could seem very challenging.  “Spins out of control” pretty quickly.  Maybe look higher level at just the data as opposed to the registration.  Answer: as the functional requirements evolve, there may not be a “registration” process – they may arrive at that conclusion, but without having the dialog the utilities can’t get there.  Also, there are many scenarios with “Private” or “Control” elements and this really requires the level of authentication and accountability which requires registration.  Higher level of accountability when devices “take action” based on utility signaling and utility decision-making.

Question: so does that mean “prices to devices” doesn’t exist because the devices are taking action based on a price signal?  Meaning, does even the “Public” message need to come from an authenticated source (e.g. the WiFi spoofer that is turning devices off by masquerading as the “Public” price signal generator).  And, the point was made that there is probably not one, universal “price” – that many classes of customers, at different times, may get different prices.

Meeting breaks for 15 minutes.

 Further review of the scenario – voluntary and mandatory.

Question: what’s the need for Registration for a mandatory event?  SCE: even if there is a limitation, we don’t want to preclude the ability to ‘do it the right way” even if we can’t control whether the t-stat, for example, is disconnected from the load-creating device like the HVAC.  Registration process establishes the security association and therefore limit or eliminate the malicious actor – because utility is accountable for that kind of signaling.  Response: that pre-supposes a security architecture that imposes more requirements on the device(s).  SCE: true, we are pre-supposing a particular security architecture – wherein a manufacturer doesn’t pre-load device with hundreds of keys, etc…  Even if utility pre-deploys and assigns keys that’s a “Registration” process.  It’s all about “knowing something about the device and establishing known materials in the device”.  Even a 3rd Party Energy Management System that is registered with utility and acts as proxy for the devices, that’s OK – because there’s a trail of accountability down to the device.  Registration means a plethora of different activities (in the use case) – so may need more description and coverage in the document(s).

Agreement that there’s a whole security task force set up to discuss and establish many of these security oriented requirements.  CEC has helped fund the security task force, so more meetings will ensue on the security/Registration topic.

· Action: articulate specific comments and suggestions on the UCA OpenHAN Sharepoint web site.  

· Action: work group will capture all of the comments and continue normalization process.

Meeting reviews “HAN Use Case – System Configuration and Management” document.  Decision to decouple the provisioning/commissioning (technology) from registration (application).  So, provisioning/commissioning is “adding a device to the HAN network” – the process where it gets on-line at the HAN.  2nd process is, once on-line how does it register with the utility.  So, devices may provision themselves to the network but not register to the utility.  Lots of different ways to provision the device – a.k.a. local commissioning.  Not a whole lot of specifics on what the commissioning techniques are because they’re pretty technology specific.  We want the device to have admission to the local network and then the utility is going to extend the “logical AMI network” to the device – which is the Registration process.  If you don’t need Registration and only want “Public” pricing – then you probably don’t need to go through the Registration process.  

Comment: need to understand whether the “Registration” process for “Public” messages is actually authenticated and trusted, or whether it’s truly an open, broadcast signal.  SCE: the technology vendors may actually implement the system such that the devices can be provisioned and registered at the same time – using the same basic security infrastructure and primitives available.  Erich: almost all discussions have agreed that even the Public messages need to be “trusted” and, therefore authenticated.

Question: there’s a tacit assumption that there’s a 1-1 relationship between meter and customer – one meter per one customer.  Is there a multi-dwelling concern where there’s another layer of hierarchy?  SDG&E: we would anticipate the idea of a proxy, like an EMS, that delegates to a bunch of devices and the EMS takes responsibility for the partitioning.  As long as EMS has customer’s permission, can register and take accountability for all of the actions and activities implied in the use case(s).  

Device information resides where?  Either it is stored at the utility and Registration information is stored at utility and tunnels through the meter to the device.  The second thing that could be done, you could push the Registration information down to the gateway.  The reason for this is it could become very complicated for the utility to manage 30M devices – with 5M meters and 10 devices per meter that’s 50M devices, so the meter could act as the Registration proxy for the AMI.  So, if utility had to address those devices, it gets sent to the meter and passes it along.  Both scenarios are allowed for.

Question: if gateway is not in the meter, whose asset is that?  SDG&E: all assets outside the AMI system are customer owned.  Gateway could be in a “collector”, but we expect to have communication ability with every customer.  There will be a gateway we provide for every customer.  How it is manifest could be through meter, collector, or something else that we can control.  Questioner: what happens if/when the utility doesn’t control the bridge between the AMI network and the HAN – especially with security?   SCE: the “Utility AMI Gateway” is owned by the utility.  There could be a Consumer Gateway that is a 2nd and provides some local gateway functions and communicates back to the AMI network.  The edge device has to be registered such that it conforms to advertised capabilities.  Hopefully there’s a Certification process for these devices – and based on utility trusting the device, then it’s OK.  If there’s a bad device, it could compromise the whole network.  3rd party gateway system would be the same – really neat what any company is doing – how they’re handling local area network and commissioning.  To register the gateway, from accountability, the utility only takes responsibility up to the customer’s gateway.  Going in position is that we register the edge device and then allow for the registration of a proxy.  Real key is the pre-approval and/or certification of that to establish trust.

Discussion about the importance of decoupling the network security from the application security so as to achieve a good, flexible trust model between the utility(s) and the device(s).

Comment about notion that in some small number of instances, acknowledgement can be missed, ignored, etc… and therefore not all of the load shed might have been accounted for even though, in some cases, they may have been undertaken.  SCE: also, the difference between network-layer acknowledgement and application-layer acknowledgement.

· Action: review all documents for usage of the word “acknowledgement” to clarify whether it’s network or application and whether it’s a 100% requirement or whether it accounts for dropped/lost acknowledgements.

Discussion about cable industry analog and trying to avoid what the cable industry did when connecting the network-layer security to the application-layer security and the binding of security to hardware which inhibited roll-out and innovation in that network marketplace.

Clarification of the Customer Service Representative – could be an IVR, ,web site and or some other intelligence that doesn’t have to be a live human being providing the functionality of that actor.

Question: is there a pre-supposition that Customer Service Rep can do diagnostics, registration, etc… to the meter in real-time?  Answer: we tried to take out performance parameters and response times from document.  So, we may not require it because the communication to the HAN could take many seconds – don’t necessarily want customer sitting on the phone for 30 seconds.  In some situations, that customer HAN may not be available in the appropriate amount of time.  And, it may be utility-by-utility on how valuable the immediacy of the response is – for example, if it takes 10 minutes to go through a registration process that’s comparable to how long it takes to get a new phone line activated in your phone.  So, from a business perspective we would want to be very moderate in setting expectations and not under-perform.  

Meeting reviews “HAN Use Case – User Information”.  

Next steps:

1. Contribute 3 more use cases

2. Consume feedback from web site and revise all use cases

3. Re-post revised use cases

4. Meet August 15 in Jackson, MI at Consumer’s Energy to approve Use Cases

Discussion of working the use case process and the functional requirements document(s) in parallel.  Challenging due to the need for the same people doing the use cases and the functional requirements document(s).  

Discussion of the need for a new venue for September in the likely event that Functional Requirements are not presented at the August 15 meeting.  

Discussion of Security Task Force to work on the security use cases and requirements that will get going “real soon now”.  Discussion of the information profile work for RDS and ZigBee that are needed in state of California.  

CEC comment from phone.  Security discussion stood out to her.  Study done by Cyberknowledge and UCB on network security architecture(s).  She will email the URL to that study.

· Action: Erich to post the URL to Sharepoint site.

Meeting Adjourns

