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GUIDING PRINCIPLES


9.    HAN Devices Present Additional Security Considerations

Description

The ESI manages the boundary between a HAN and a service provider’s network (e.g. Utility AMI Network). As such, ESI implementers and service providers must carefully consider the security implications of device tampering and compromised devices/networks when designing their systems and programs. It should be expected that certain individuals will attempt to use compromised HAN Devices and networks to launch attacks on a Utility AMI Network or to defraud a Service Provider’s program. It should also be expected that a HAN device may not perform the requested action (e.g. load control). 
Rationale

HAN Devices are under the physical control of the Consumer and are typically located inside the Consumer Premise. Just like existing in-home networks, the Consumer bears responsibility for the security and integrity of their network and its attached devices. It should be expected that HAN devices may be tampered with inside the home, and that external parties will find ways to compromise devices on the home area network. It is important that appropriate security measures are taken so that HAN does not comprise the Service Provider network's integrity and vice-versa.

8.
Consumer Owns the HAN

Description

The Consumer owns and controls the HAN.  For various reasons and under designated conditions, the Consumer may cede control of specific HAN devices and functions in accordance with a Service Provider's program. A Service Provider can not manage a Consumer’s registered HAN device without receiving permission from the Consumer. This permission is given by  a Consumer via the enrolling a registered HAN Device in a Service Provider’s program.

Rationale

Service Providers and vendors may offer Consumers innovative applications, programs, and devices which utilize the HAN and the AMI meter data. However, the Consumer decides which applications, products, information, programs, devices, etc. are best suited to meet the Consumer’s energy goals and needs. 

10.
The HAN is enabled by Open and Interoperable Standards 
Description

The HAN is enabled by open and interoperable standards. 

Open specification: standards should be developed and maintained through a collaborative, consensus-driven process that is open to participation by all relevant and materially affected parties and not dominated by, or under the control of, a single organization or group of organizations. As important, the standards resulting from this process should be readily and reasonably available to all for Smart Grid applications.
 
Interoperability: The capability of two or more networks, systems, devices, applications, or components to directly exchange and readily use information—securely, effectively, and with little or no inconvenience to the user.
 

Rationale

The use of open and interoperable standards is key to accessibility, availability, innovation, and wide-spread adoption.  Standards provide for (1) cyber security that protects systems and data, (2) interoperable components that protect investments in technology and enable growth in the HAN ecosystem, (3) competition among consumer products companies, which drives down costs while increasing choices for Consumers, (4) reduced maintenance and support costs caused by proprietary solutions, and (5) a common understanding of information exchange. 
� NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0. � HYPERLINK "http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf" ��http://www.nist.gov/public_affairs/releases/upload/smartgrid_interoperability_final.pdf� 


� Recovery Act Financial Assistance, Funding Opportunity Announcement. U. S. Department of Energy, Office of Electricity Delivery and Energy Reliability, Smart Grid Investment Grant Program Funding Opportunity Number: DE-FOA-0000058.  
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