OpenHAN SRS v1.9 Section 1


1. Introduction

In 2007, the UtilityAMI established the OpenHAN Task Force to develop guiding principles, use cases, and platform independent requirements for the utility Advanced Metering Infrastructure (“AMI”) home-area-network (“HAN”). The core development team included more than a dozen investor-owned North American utilities serving more than 28 million electric and gas customers in 17 states and provinces, as well as contributors from EnerNex Corporation, Tendril Networks, Mulligan Labs, LLC, Itron, and Silver Spring Networks.  The OpenHAN Task Force collaborated throughout 2007 and 2008 to draft the UtilityAMI 2008 Home Area Network System Requirements Specification and received ratification of v1.04 in August 2008 (“UtilityAMI 2008 HAN SRS”).  
Since August 2008, additional HAN related use cases were developed and the UCAIug OpenSG Technical Committee re-established the OpenHAN Task Force under the SG Systems Working Group in October 2009.  The OpenHAN Task Force was directed to begin work on the next version of the HAN SRS document, i.e. UCAIug HAN SRS v2.0. The work to produce this document was a collaborative effort with meetings open to all interested parties.  Those that participated in developing this document include utilities, energy service providers, vendors, appliance manufacturers, software developers, etc.
This document consists of four sections:  Introduction, Overall Description, System Requirements, and Appendices.  
Section 1 describes the purpose, scope, and policy directives that have shaped the HAN SRS.  Section 1 also includes a comprehensive list of acronyms and definitions to help the reader interpret the HAN SRS.  
Section 2 describes the overall premise energy ecosystem, the guiding principles for the system and architectural considerations relevant to understanding the system.
Section 3 gives context for and lists all platform-independent OpenHAN system requirements by category but does not map them to specific logical devices.  The requirements categories are:

· Application

· Communication

· Security

· Performance

· Operations, Maintenance, and Logistics

Section 4 contains the appendices, which include high-level system use cases, requirements mappings for logical HAN Devices, and deployment scenario examples.
Although this document is a system requirements specification, it follows the IEEE 830-1998 Recommended Practice for Software Requirements Specifications given the focus on Home Area Network (“HAN”) applications for Service Providers and consumers.

1.1 Purpose

One of the key outcomes of Smart Grid deployments is enabling informed participation by end-use consumers in retail and wholesale electricity markets. When consumers are given timely information about their electrical usage, this will empower them to manage their electricity usage, promote energy efficiency, and lower overall energy costs. Home Area Networks will play a role in achieving these goals by giving consumers more information than they have ever had before on how they use electricity and the cost of their usage. In addition, by using interoperable standards utilities, device manufactures, vendors, and energy service providers can develop innovative and cost effective solutions and products which help consumers manage and optimize their electricity usage.
To reach these goals and to bring the benefits of the Smart Grid to consumers, the OpenHAN Task Force undertook the development of the initial version of the OpenHAN SRS the UtilityAMI 2008 Home Area Network System Requirements Specification v1.04 (“UtilityAMI 2008 HAN SRS”).  By providing common architectures, language, and requirements, use of the UtilityAMI 2008 HAN SRS will ensure a competitive market place by driving down costs, increasing interoperability, and maximizing longevity and maintainability.  
Utilities interested in AMI deployments with two-way communication into the premise are encouraged but not required to use and include sections of this document when evaluating or procuring AMI systems with HANs.
The purpose of the HAN SRS is as follows:

· Promotes open standards-based HANs that are interoperable

· Provides the vendor community with a common set of principles and requirements around which to build products

· Ensures reliable and sustainable HAN platforms

· Supports various energy policies in a variety of states, provinces, and countries

· Empowers consumers to manage their electricity consumption by giving them the information they need to make informed decisions with regard to their energy use and to effectively control their usage.
The audience for this specification includes:

· Utilities considering deploying AMI systems with a HAN

· Vendors that make AMI systems for Utilities
· Vendors that make consumer products like programmable communicating thermostats, energy management systems, load control switches, in-home displays, smart appliances, plug-in hybrid-electric vehicles, distributed generation resources, etc.

· Service Providers developing smart grid enabled programs for consumers (e.g. demand response, energy management, pre-pay, PEV, distributive generation, etc.)

· Policy makers looking to understand how AMI deployments can benefit consumers 
· Industry alliances and standards organizations
As AMI and HAN systems continue to evolve, the UCAIug OpenHAN TF maintains an open door policy and encourages all interested utilities, regulators, and vendors to join the discussion.  
1.2 Scope

This document includes the Guiding Principles, Use Cases, System Requirements, Architectural Drawings, and Logical Device Mappings for platform-independent HAN Devices that will be securely joined (i.e. commissioned) to the Energy Services Interface (“ESI”) – regardless of ownership of the devices.  As such, the scope of this document applies from the edge of the AMI System, where the Energy Services Interface (described in Section 1.4 and 2.2.1) resides, to all relevant HAN Devices in the premise. 
This document provides platform-independent requirements and systems that Utilities can use regardless of the technology they select.
This HAN SRS does not apply to, but has inherent implications for, the Utility enterprise systems beyond the Energy Services Interface like the Utility Communications Network and Meter Data Collection and Management Systems.  It also does not apply to devices in the home that are not securely joined (i.e. commissioned) to the Energy Services Interface (“ESI”) (described in more detail in Section 2.2 – Architectural Considerations).  Some examples of these devices not covered in the scope of this specification are home automation, home health monitoring, and security system products.

While the residential consumer has the most to gain from the HAN SRS, the requirements in this SRS are applicable and may be used by commercial and industrial customers as well.  

As developed through the Guiding Principles, Use Cases, and System Requirements, this SRS establishes the initial requirements and framework for the development of well managed and secure customer communications systems.  This is important and necessary given the increased risk to the electricity grid by the installation of an in-premise gateway that can engage in two-way communications using more than one communication media (e.g. utility AMI network, internet, broadband, etc.) and may be part of a third party network transacting with devices which are not part of the utility HAN (e.g. third party Energy Management System).  As part of the Utilities’ mandate to ensure a reliable electricity supply, security requirements have been included in this specification.
1.3 Acronyms and Abbreviations

This subsection provides a list of all acronyms and abbreviations used in this document. 

	AMI
	Advanced Metering Infrastructure

	CPP
	Critical Peak Pricing

	CSS
	Customer Service System

	EMS
	Energy Management System

	ESI
	Energy Services Interface

	ESU
	Energy Supplying Unit

	FHDMC 
	Fixed Home Area Network Devices with Metering Capability

	HAN  
	Home Area Network

	HMI
	Human / Machine Interface

	IHD
	In-Home Display

	ISO
	Independent System Operator

	MHDMC
	Mobile Home Area Network Devices with Metering Capability

	PCT  
	Programmable Communicating Thermostat

	REP
	Retail Electric Provider

	SRS
	System Requirements Specification

	TOU
	Time of Use


1.4 Definitions

This subsection provides the definitions of all terms used in this document. 
	Active Event  
	Refers to an event (e.g. demand response, price, emergency, etc.) that is underway

	Advanced Metering Infrastructure 
	Advanced Metering Infrastructure refers to systems that measure, collect, and analyze energy usage, and interact with advanced devices (e.g. electricity meters, gas meters, water meters, etc.) through various communication media on request (i.e. on-demand) or on a pre-defined schedule. This infrastructure includes hardware, software, communications, customer-associated systems and devices, and meter data management software, Metering System, network distribution business systems, etc.

	Advanced Metering Infrastructure and/or Home Area Network Trust Center  
	A logical software entity that provides appropriate security interactions to establish proper credentials for advanced metering infrastructure to home area network interaction(s).
Note: Is this the same as the ESI?

	Advanced Metering Infrastructure System  
	“The big picture” - includes the Energy Services Interface, meter, Utility Communications Network, Meter Data Management, Utility business processes
Note: Is this the same as the definition of AMI?

	Audit 
	A methodical examination or review of a condition or situation within a Home Area Network Device

	Automated Data Collection System
	A system that can communicate with Advanced Metering Infrastructure meters remotely (e.g., to program meters, test meters, retrieve data); the System is a component of the Advanced Metering Infrastructure.
Note:  Not used in document. Consider deleting.

	Capacity Billing Rates  
	Demand charges based in the rate of consumption (e.g. kWh demand, cubic feet per minute)

	Charging Interval 
	The period of time that is bound by a start and stop of charging

	Commissioning  
	The network process of adding or removing a home area network device (i.e. a node) to the Home Area Network. This process is sometimes called provisioning and is decoupled from the Registration process.
 

	Consumer 
	A person who consumes electricity, natural gas, water, or other utility service and who has the greatest potential to conserve and manage the consumption of those utilities.  The Consumer may participate in Service Provider programs (e.g., Demand Response, tariffs) by registering for those programs.  Consumers are distinct from Customers because the Consumer of the utility isn’t always the Utility Customer that pays for the consumption.

	Consumer Home Area Network   
	Equipment owned by the Consumer that may operate on the same Home Area Network as Utility Home Area Network Devices but that provides non-Utility use case services (e.g., security, child monitoring, home entertainment or other services).  Prior to installation/commissioning, a subset of Consumer Home Area Network Devices could be attached to (or be part of) load bearing equipment and be capable of participation in Utility programs enabled by the HAN.
Note:  this definition conflicts with the architectural scenarios and with the 2nd paragraph in Section 1.2

	Consumer Override  
	Refers to a consumer adjusting the functional behavior of a device to ignore a Service Provider’s control messages

	Control  
	The runtime configuration of the Home Area Network that causes interactions between the Energy Services Interface and targeted Home Area Network devices to occur

	Critical Peak Pricing  
	A monthly or seasonal schedule of energy charges which vary based upon a predetermined schedule of hours of the day and days of the week.  In addition, the consumer receives real-time notification of critical hours subject to special higher prices for 1 to 2% of the hours in the year.  


	Customer Representative 
	Person or intelligent system with which the Consumer interacts to work with a business (e.g., Utility, Service Provider, etc.)

	Customer Service System
	A system (e.g. system used by the Service Provider call center) that provides Service Provider employees the ability to view Consumer-specific information regarding billing, tariffs, programs, metering, interval usage, etc.

	Distributed Generation
	Small-scale power generation technologies (typically in the range of 3 to 10,000 kW) located close to where electricity is used (e.g., a home or business) to provide an alternative to or an enhancement of the traditional electric power system

	Emergency Event  
	Independent System Operator- or Utility-initiated reliability event

	Energy Cost Application 
	Calculates energy consumption cost (e.g for a Home Area Network device, etc.).  The application may use information from multiple sources (e.g. AMI meter(s), the Service Provider back office systems, the Energy Services Interface, other application(s), other Home Area Network Device(s), gateway, Human Machine Interface(s), etc.)

	Energy Management System
	An application used primarily for controlling energy-controllable devices (e.g., pool pump, Programmable Communicating Thermostat, light switches, PEV charging, etc.).  The application may reside within a HAN device, (e.g. Programmable Communicating Thermostat), on a computer, in a cable set-top box, in a “smart” In-Home Display, or other computing device with the ability to display parameters and accept user input.

	Energy Services Interface  
	Provides security and, often, coordination functions that enable secure interactions between relevant Home Area Network Devices and the Utility.  Permits applications such as remote load control, monitoring and control of distributed generation, in-home display of customer usage, reading of non-energy meters, and integration with building management systems.  Also provides auditing/logging functions that record transactions to and from Home Area Networking Devices.  

	Energy Supplying Unit
	An energy storage device (e.g., battery storage unit, electric vehicle battery) capable of providing power to a premise or the electric grid

	Home Area Network  
	In-premise communication system

	Home Area Network Device  (HAN device)
	Within the scope of this specification, a device securely joined (i.e. commissioned) to the Energy Services Interface

	Home Area Network Device Registration Application  
	A computer application logic that automates certain registration activities on behalf of a device or consumer
Note: recommend deleting this definition and having a new definition for Registration Process

	Health Check  
	Operation performed by Home Area Network Device to determine proper functionality
Note: not used in document. Recommend deleting

	In-Home Display
	A Home Area Network Device that receives data and displays data and may display more advanced information that has been calculated by applications in the device.

	Independent System Operator
	Coordinates controls and monitors the operation of the electrical power system, usually within a single US State, but often encompassing multiple states

	Installed Service Point 
	Uniquely identifies the consumer service delivery point
Note: not used in the document; recommend deleting

	Installer  
	The entity who installs and commissions a Home Area Network Device in the Consumer’s premise; Installer may be a 3rd party or the Consumer.

	Labeling  
	Compliance and standards labeling 

	Least Privilege  
	The concept of least privilege is to operate using the least set of privileges necessary to complete a given task.  The ultimate goal is to eliminate damage that can occur from accidental errors or malicious intent.

	Manufacturer  
	Defined broadly to include Original Equipment Manufacturers, Distributors, and Value-added retailers and is the entity responsible for ensuring proper out-of-box operation of the Home Area Network device

	Measure 
	Determination of dimension, quantity, or capacity

	Meter 
	The point of service meter permanently associated with the unique premise

	Metering System
	A system that can communicate with AMI meters remotely (e.g. program meters, test meters, retrieve data); this system is a component of the AMI

	Mobile Home Area Network Devices with Metering Capability 
	A mobile end-use meter, downstream from the premise electric meter (i.e., point of service meter), that is communicated to via the Home Area Network (e.g., Plug-in Hybrid Electric Vehicle or Electric Vehicle)

	Mobile Home Area Network Devices with Metering Capability Owner  
	A Consumer who is the person or organization responsible for Mobile Home Area Network Devices with Metering Capability account

	Mode  
	A condition of the operational state (e.g., charging, discharging, power save)

	Monitor  
	A device or arrangement for observing, detecting, or recording the operation of a machine or system

	Mutual Authentication 
	A process in which both entities in a communications link authenticate each other

	Network Management  
	The ability to remotely diagnose system components, and to monitor and control the communication system

	Orphaned Charge 
	A billing charge that is incurred by a Mobile Home Area Network Device with Metering Capability at a premise other than its registered, “home” premise. This billing charge needs to be reconciled through the Service Provider billing system and associated with the proper customer account (e.g., a Plug-in Hybrid-Electric Vehicle that charges at a grocery store or at a friend’s house).

	Pending Event  
	Refers to an event (e.g. demand response, price, emergency, etc.) that is scheduled but has not yet happened

	Pool Pump Controller  
	The controller is a separate device that resides between the timer and the pool pump, has minimal intelligence, and sends and receives signals through the Home Area Network
Note: not used in the document; recommend deleting

	Pre-Commissioning  
	Depot level configuration setting 

	Premise  
	A geographical location (e.g., house, building, etc.) where the meter permanently resides 

	Price Event  
	An event based upon price 

	Purchasing  
	Supports multiple distribution channels (e.g., retail, wholesale, Service Provider, etc.)

	Rate Tiers/Blocks  
	Energy charges which vary based on the accumulated consumption during a period of time

	Real-Time Pricing
	Energy charges which vary on a frequent (e.g. 15 minute, hourly, etc.) basis

	Registration Process 
	The process by which a Consumer enrolls a HAN device in a Service Provider’s program (e.g. demand response, energy management, pre-pay, PEV, DER, pricing, messaging, etc.) and gives certain rights to the Service Provider to communicate with their HAN device.

	Remote Upgrade  
	The ability to correct defects, enable new features and applications, change recording and reporting intervals, refresh security, and optimize network operation without the cost of sending personnel to the customer site

	Security  
	Those measures that protect and defend information and information systems by assuring their confidentiality, integrity, access controls, availability, and accountability

	Service Provider
	An entity (e.g. utility, demand response aggregator, Retail Electric Provider, energy service provider, etc.) who develops energy services or programs (e.g. demand response, energy management, pre-pay, PEV, DER, pricing, messaging, etc.)  for Consumers 

	Service Provider Home Area Network
	A network that includes devices that have Service Provider applications that securely communicate with the Service Provider.  This network may be a logical sub-network of the premise Home Area Network.

	Smart Appliance
	A HAN Device, typically a white good or other household appliance, that is capable of receiving signals from a Service Provider and adjusting its operational mode based on Consumer preferences (e.g., energy saving mode, delayed turn on/off)

	State  
	A condition of the device (i.e., on/off)

	System Operator 
	The entity responsible for operation and control of the electricity grid for a specific and defined geographic / service area

	System Owner  
	The entity responsible for oversight and control of the entire system

	Time of Use Rates  
	Energy charges which vary based upon a predetermined schedule of hours of the day, days of the week, and seasons of the year

	Time of Day Demand Rates  
	Demand charges which vary based upon a predetermined schedule of hours of the day, days of the week, and seasons of the year

	Utility Enterprise System  
	Includes Advanced Metering Infrastructure system, Distributed Automation, and all other enabling technologies of the Utility operation
Note: not used in the document; recommend deleting


1.5 Policy Directives and References

The development of the UtilityAMI 2008 HAN SRS was motivated by legislative and regulatory policy directives and the proliferation of multiple technology standards for HANs. Regulatory policy directives played a key role in pushing utilities to deploy AMI systems that provide consumers with more detailed energy consumption information and demand-reduction capabilities, including the California Public Utilities Commission Energy Action Plan and AMI Directives, the California Energy Commission J45 Reference Design for Programmable Communicating Thermostats (PCTs), the Public Utility Commission of Texas (PUCT) Advanced Metering rule, and the Michigan 21st Century Energy Plan. Another motivating factor driving the development of the UtilityAMI 2008 HAN SRS was to guide and direct the alliances who are responsible for developing HAN technology standards by providing a standard set of requirements. The UtilityAMI OpenHAN TF also leveraged and, in particular the work of Electric Power Research Institute and the GridWise Architecture Council. These organizations provided a template and a foundation which was used to approach the development of the UtilityAMI 2008 HAN SRS.
Since the ratification of the UtilityAMI 2008 HAN SRS in August 2008, the national focus and attention on the Smart Grid, especially as it relates to enabling informed participation by end-use customers, has been intensified. The Energy Independence and Security Act of 2007 (ESIA) made the development of a Smart Grid a national policy goal. ESIA authorized DOE to solicit applications for the Smart Grid Investment Grant Program
 (SGIG) and assigned the National Institute of Standards and Technology (NIST) the responsibility to coordinate the development of an interoperability framework between Smart Grid devices and systems that is “flexible, uniform and technology neutral”
. In February 2009, the U.S. Congress passed the American Recovery and Reinvestment Act (“ARRA”), which provided funding for DOE Smart Grid grants, other DOE incentives and NIST for NIST to fulfill its ESIA obligations.  
In 2009 NIST began its work and by January 2010 NIST published the NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 1.0. In this framework document, NIST recognized the UtilityAMI 2008 HAN SRS as a set of requirements for the Smart Grid data communications interface to customer devices.  The UtilityAMI 2008 HAN SRS sets forth the requirements for secure communication between the Distribution and Customer domains and between the Service Provider and Customer domains as graphically depicted in the following NIST conceptual reference model. 
[image: image1.emf]
Figure 1 Interaction of actors in different Smart Grid Domains through Secure Communication Flows and Electrical Flows.

In mid 2009, DOE issued the Smart Grid Investment Grant (SGIG) Program Funding Opportunity with specific goals including enabling informed participation by consumers in retail and wholesale electricity markets, enabling new products, services, and markets, and optimizing asset utilization and operating efficiency of the electric power system
. Reimbursement for project expenditures was contingent upon a project’s compliance with relevant technical standards and the project’s support for and compatibility with NIST’s emerging smart grid framework for standards and protocols. DOE selected 100 projects to fund and many of those projects include providing customers usage information, dynamic pricing, demand response programs, smart appliances, and in home displays.  Use of the OpenHAN SRS by these utilities and vendors will help them to meet the DOE standards requirement, to further the development of Smart Grid functions, and to bring the benefits of the Smart Grid to consumers.
1.6 Overview

This document follows a top-down approach to system decomposition and conforms to the GridWise Architecture Council’s framework as shown in the figure below:
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The figure above also provides the layout for the rest of this specification following the top-down approach.  

� Section 1306 of the Energy Independence and Security Act of 2007, Public Law 110-140 (EISA)


� EISA Title Xiii, Section 1305


� Ibid, page 33


� U.S. Department of Energy Office of Electricity Delivery and Energy Reliability Smart Grid Investment Grant Program: DE-FOA-0000058, page 7


� Adapted from Southern California Edison (SCE) Edison SmartConnect’s™ Lifecycle Hierarchy
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