OpenHAN SRS v1.915 Definitions

	Commissioning  
	The process by which a HAN device obtains access to a specific physical network and allows the device to be discovered on that network.  The process may involve the exchange of link keys or other security related information required to establish network coordination, assign device addresses and to route packets.  Admission to the network allows the HAN device to communicate with peer devices on a network and receive public broadcast information from an ESI, but not confidential information.


	Registration 
	
The process by which a Commissioned HAN device is authorized to communicate on a logical network.  This involves the exchange of security credentials with an ESI.  The registration process is required for the exchange of information between a Registered device and the ESI and among other devices Registered to that ESI.


	Enrollment
	The process by which a Consumer enrolls a Registered HAN device in a Service Provider’s program (e.g. demand response, energy management, pre-pay, PEV programs, distributed generation programs, pricing, messaging, etc.) and gives certain rights to the Service Provider to communicate with their HAN device.  


3.2 Requirements Framework

Communications is one of the most challenging categories for the HAN. The OpenHAN Task Force has identified communications criteria for commissioning and control. 

Commissioning is the network process of adding a HAN device on the HAN to allow the device to communicate with other devices. This process is decoupled from Utility registration. Commissioning involves the following: 

· Network scanning – Identifying candidate networks the device could attempt to join.

· Network selection – Selection of the network the device will attempt to join

· Network admission – Inclusion of the device onto one of the candidate networks.  This may include providing a network key

· Network configuration - Establishing network specific device parameters (e.g., network ID, initial path, bindings)
Security goes hand-in-hand with Communications. Introduction of a communications technology for the home requires enhanced security in the Utility ESI to protect the overall AMI system. The OpenHAN Task Force expects the UCAIug AMI Security Task Force to address the security requirements of the AMI system in greater detail. However, due to the importance of this category, the OpenHAN Task Force addresses specific security criteria that pertain to the ESI (e.g. Utility ESI, other ESI). The security categories addressed are: Access Control and Confidentiality, Registration, Enrollment, Integrity, and Accountability. 

Registration is the network process to authenticate and authorize HAN device participation with an ESI. Once a HAN device is Commissioned, it is part of the network. However, the device must go through the Registration process to privately send and receive information with other devices registered to a common ESI. Therefore, Registration involves the following: 

· Initialization –The process of making the HAN device information (e.g. MAC address, security codes, etc.) available to the authentication service

· Authentication – The process of verifying the application / device as a trusted device (i.e. verifies the application’s / device’s identity) This may include mutual authentication.  
· Correlation – Creates a trust relationship between the HAN device and the ESI (e.g. exchanging security keys)
· Authorization – Governs rights granted to devices .  
· 
· De-register – the process of removing a device that has been Registered (ie. removing the correlation and authorization)

The process by which a Commissioned HAN device is authorized to communicate on a logical network and involves the exchange of security credentials with an ESI.  
The registration process is required for the exchange of information between a Registered device and the ESI and among other devices Registered to that ESI.
Enrollment is the process by which a Consumer enrolls a HAN device in a Service Provider’s program (e.g. demand response, energy management, pre-pay, PEV programs, distributed generation, pricing, messaging, etc.) and gives certain rights to the Service Provider to communicate with their HAN device.

· Authorization – Governs rights of the Service Provider to communicate with a HAN device  

· Correlation – Creates a program relationship between the HAN device and the Service Provider back office

· Un-enroll – the process of removing a HAN device from a Service Provider program
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