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Commissioning, Registration, and Enrollment


1.4 
Definitions

	Commissioning  
	The process by which a HAN device obtains access to a specific physical network and allows the device to be discovered on that network.  The process may involve the exchange of link keys or other security related information required to establish network coordination, assign device addresses and to route packets.  Admission to the network allows the HAN device to communicate with peer devices on a network and receive public broadcast information from an ESI, but not confidential information.


	Registration 
	The process by which a Commissioned HAN device is authorized to communicate on a logical network.  This involves the exchange of security credentials with an ESI.  The registration process is required for the exchange of information between a Registered device and the ESI and among other devices Registered to that ESI.


	Enrollment
	The process by which a Consumer enrolls a Registered HAN device in a Service Provider’s program (e.g. demand response, energy management, pre-pay, PEV programs, distributed generation programs, pricing, messaging, etc.) and gives certain rights to the Service Provider to communicate with their HAN device.  




2.2.2
Commissioning, Registration, Enrollment

To create a home-area network, devices must at a minimum scan for networks to join, request admission, and exchange device parameters. This initial process is called Commissioning and allows devices to exchange a limited amount of information (e.g. network keys, device type, device ID, initial path, etc.) and to receive public broadcast information. This process is initiated by the Installer powering on the device and following the manufacturer’s instruction. Once a HAN device has completed the Commissioning process it may go through an additional process called Registration.  
The Registration process is a further step involving Mutual Authentication and authorizing a Commissioned HAN device to engage in secure communication with other Registered devices and with the ESI.  Registration creates a trust relationship between the HAN device and the ESI and governs the rights granted to the HAN device. This process is more complex than Commissioning and requires coordination between the Installer and the Service Provider.  In some jurisdictions Commissioning and Registration are combined into one process called Provisioning. 
The final process, which is only applicable when the Consumer wants to sign their HAN Device up for a specific Service Provider program (e.g. demand response, PEV special rate, pre-pay, etc.), is the Enrollment process.  In this process the Consumer selects a Service Provider program and grants the Service Provider certain rights to communicate or control their HAN device.  A HAN device must be Commissioned and Registered prior to initiating the Enrollment process.  This process requires coordination between the Consumer and the Service Provider. Each of these process are discrete but they may be combined by a Service Provider in order to provide a seamless customer experience.
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3.2 Requirements Framework

Communications is one of the most challenging categories for the HAN. The OpenHAN Task Force has identified communications criteria for commissioning and control. 
Commissioning is the network process of adding a HAN device on the HAN to allow the device to communicate with other devices. This process is decoupled from Utility registration. Commissioning involves the following: 

· Network scanning – Identifying candidate networks the device could attempt to join.

· Network selection – Selection of the network the device will attempt to join

· Network admission – Inclusion of the device onto one of the candidate networks.  This may include providing a network key

· Network configuration - Establishing network specific device parameters (e.g., network ID, initial path, bindings)
Security goes hand-in-hand with Communications. Introduction of a communications technology for the home requires enhanced security in the Utility ESI to protect the overall AMI system. The OpenHAN Task Force expects the UCAIug AMI Security Task Force to address the security requirements of the AMI system in greater detail. However, due to the importance of this category, the OpenHAN Task Force addresses specific security criteria that pertain to the ESI (e.g. Utility ESI, other ESI). The security categories addressed are: Access Control and Confidentiality, Registration, Enrollment, Integrity, and Accountability. 

Registration is the network process to authenticate and authorize HAN device participation with an ESI. Once a HAN device is Commissioned, it is part of the network. However, the device must go through the Registration process to privately send and receive information with other devices registered to a common ESI. Therefore, Registration involves the following: 

· Initialization –The process of making the HAN device information (e.g. MAC address, security codes, etc.) available to the authentication service

· Authentication – The process of verifying the application / device as a trusted device (i.e. verifies the application’s / device’s identity) This may include mutual authentication.  

· Correlation – Creates a trust relationship between the HAN device and the ESI (e.g. exchanging security keys)
· Authorization – Governs rights granted to devices.  
· De-register – the process of removing a device that has been Registered (i.e. removing the correlation and authorization)

Enrollment is the process by which a Consumer enrolls a HAN device in a Service Provider’s program (e.g. demand response, energy management, pre-pay, PEV programs, distributed generation, pricing, messaging, etc.) and gives certain rights to the Service Provider to communicate with their HAN device.

· Authorization – Governs rights of the Service Provider to communicate with a HAN device  

· Correlation – Creates a program relationship between the HAN device and the Service Provider back office

· Un-enroll – the process of removing a HAN device from a Service Provider program
3.5.1 Commissioning

Commissioning is defined as the network process of identifying and adding or removing a node on the HAN with the expectation that the system is self-organizing (i.e., initial communication path configuration).  This process is decoupled from Registration and Enrollment.


Requirements:

Comm.Commission.1 HAN Device shall accept network configuration data which allows for admission to an existing network or the establishment of a new network (e.g., network ID, etc.)

Comm.Commission.2 HAN Device shall accept Commissioning configuration data by the manufacturer (e.g., link key).

Comm.Commission.3 When a HAN Device is triggered (e.g. Power-on, button), HAN Device shall provide the Energy Services Interface with device-specific information (e.g. device ID, device type, networking details, network ID, gateway ID, etc.) needed for Commissioning.

Comm.Commission.4 ESI shall acknowledge successful Commissioning requests (i.e., provide acknowledgement to the requesting HAN Device). 
Comm.Commission.5 When a HAN Device is communicating with the Energy Services Interface, HAN Device shall indicate link connectivity. 

Comm.Commission.6 HAN Device shall provide notification to the Installer of the Commissioning status (e.g. successful, unsuccessful, in process, etc.). 
Comm.Commission.7 ESI shall be uniquely identified (e.g. meter number, service point location, customer id, ESI ID, etc.) 
Comm.Commission.8 HAN Device shall be uniquely identified (e.g. networking details, MAC Address, etc.) 
3.5.2 Enrollment

Enrollment is the process by which a Consumer enrolls a Registered HAN device in a Service Provider’s program (e.g. demand response, energy management, pre-pay, PEV programs, distributed generation programs, pricing, messaging, etc.) and gives certain rights to the Service Provider to communicate with their HAN device.  This process creates a program relationship between the HAN device and the Service Provider’s back office.

Requirements:

Comm.Enrollment.1 HAN Device shall authenticate the source of all control signals.
Comm.Enrollment.2 HAN Device shall accept Enrollment configuration (e.g. Service Provider ID, program ID, etc.) either remotely or locally.
Comm.Enrollment.3 HAN Devices shall be individually addressable. 
Comm.Enrollment.4 Authorized users (e.g. Utility, Consumer, Service Provider, etc.) shall be provided secure two-way access to Enrolled HAN Devices. [delete Comm.Control.19 and move to Comm.Enrollment.4]
Comm.Enrollment.5 HAN shall support messaging to individual HAN Devices. [delete Comm.Control.20 and move to Comm.Enrollment.5]
Comm.Enrollment.6 HAN shall support messaging to groups of HAN Devices. [delete Comm.Control.21 and move to Comm.Enrollment.6]
3.5.3 Registration

The registration and authenticating requirements are used in conjunction with most other security services. The first step of most security services is to determine the identities of one or more of the parties participating in an action. A trusted identity must be used for access control decisions and to provide accountability evidence. Knowing the identity of an entity and the existence of a peer relationship is also fundamental to establishing communication with confidentiality and integrity. If the identity of the peer in a secure communications path is not properly established, it leaves open the possibility that an unauthorized principal (an adversary) could masquerade as an authorized principal, exposing the data to disclosure or manipulation. 

Requirements:

Security.Reg.1 HAN Device shall support Mutual Authentication.

Security.Reg.2 HAN Device shall provide a mechanism which allows for multiple and configurable authentication materials (e.g., device ID, device type, key, serial key, device configuration, certificate, etc.). 
Security.Reg.3 HAN Device shall be configured with authentication materials (e.g., certificate, key).

Security.Reg.4 HAN Device shall not store or send authentication materials over the network in an insecure fashion (e.g., do not transmit passwords or keys in the clear).
Security.Reg.5 HAN Device shall be compatible with a Service Provider-defined registration process.

Security.Reg.6 HAN Device shall provide a means to update (i.e., change, reconstitute, rollover) authentication materials.

Security.Reg.7 Energy Services Interface shall allow de-registration for Registered HAN Devices.  
Security.Reg.8 Energy Services Interface shall support a configurable Registration and expiration period (e.g., Registration timeout, Registration persistence).

Security.Reg.9 HAN Device shall use security services (i.e., cryptographic services) which are either FIPS-approved or NIST-recommended.

Security.Reg.10 HAN Device shall support a registration method that employs cryptographic operations (e.g., digital signatures).

Security.Reg.11 Energy Services Interface shall provide an authentication mechanism which proxies for the Service Provider (e.g., negotiates on behalf of the Service Provider).

Security.Reg.12 HAN Device shall provide notification to the Installer of the Registration status (e.g. successful, pending, failed, etc.). 
Security.Reg.13 ESI shall enable remote network and security configuration/control including the ability to remotely configure the rules (i.e., policies) which govern the networking and application interactions.

Security.Reg.14 The HAN device shall be uniquely identified (e.g., Vehicle Identification Number, Electronic Serial Number, MAC address, networking details, Installation codes, etc.).
Security.Reg.15 ESI shall accept registration configuration from the Installer.
Security.Reg.16 When Energy Services Interface is triggered (e.g., Allow Join Command), HAN Device location-/contact-specific data shall be provided to other HAN Devices in the premises. 
Security.Reg.17 Energy Services Interface shall have the ability to accept or reject a Registration request based on device type and ID. 

Security.Reg.18 Energy Services Interface shall have the ability to accept or reject device requests based on Service Provider-specific information (e.g., network ID, gateway ID, or Service Provider ID).   
Security.Reg.19 Energy Services Interface shall maintain a current list of Registered HAN Devices and make that list available upon request. 
Security.Reg.20 An authorized user shall be able to Register a HAN Device either locally or remotely (e.g. through a Web Portal or other 3rd Party registration service [i.e. retail store, depot, or other]). 
Security.Reg.21 HAN Device shall be Registered to the ESI using relevant unique identifiers (e.g. service point location, meter number, HAN Device networking details, AMI meter security credentials, etc.).
Security.Reg.22 ESI shall send an error message to the Service Provider when a request to Register a HAN Device has not been successfully completed within a configurable amount of time.
Security.Reg.23 ESI shall transmit the status of the HAN Device Registration (e.g. successful, pending, failed, etc.) to the party who is requesting the device Registration. 
Security.Reg.24 ESI shall be uniquely identified (e.g. meter number, service point location, customer id, ESI ID, etc.) 
Security.Reg.25 An authorized user (e.g. Utility, Service Provider, Consumer, etc.) shall be able to remotely or locally de-Register a HAN Device. 
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