Requirements Mapping to Logical Devices


	Requirement

ID
	OpenHAN System Requirements
	Utility ESI
	ESI
	PCT
	IHD
	EMS
	Load Control 
	AMI Meter
	HAN Meter (non-electric)
	Smart Appliance
	EVSE
	EUMD

	App.Control.1
	HAN Device shall accept control signals from one or more authorized parties (e.g. Utility, Service Provider, EMS, Consumer, etc.)
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.2
	HAN Device shall respond to requests to cease operational state (e.g., open contact).
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.3
	HAN Device shall respond to requests to resume operational state (e.g., close contact).
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.4
	HAN Device shall acknowledge receipt of control signal.
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.5
	HAN Device shall acknowledge execution of control signal.
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.6
	HAN Device shall acknowledge execution failure of request (i.e., exceptions). 
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.7
	HAN Device shall communicate any consumer or device-initiated overrides or delays in response (e.g. all events in a program, specific demand response event, all events in a specific time period, partial overrides, etc.).
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.8
	HAN Device shall respond to request to cease operation state at a specific time. 
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.9
	HAN Device shall respond to request to resume operation state at a specific time. 
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.10
	HAN Device shall delay restoration of operational state based on a pre-configured time (e.g., random number). 
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.11
	HAN Device shall respond to request to cycle operational state (i.e., duty cycle). 
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.12
	HAN Device shall respond to request to change operational mode (e.g. on, off, cycle, charging, discharging, power save, etc.) taking into account thresholds, set-points, or triggers (e.g. price points, device safety configurations, relative price (high, medium, low), demand limits, etc.).
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.13
	HAN Device shall respond to requests for variable output (e.g. load limiting, energy savings mode, etc.)
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.14
	The HAN Device shall support local and remote active management by authorized parties (e.g., Consumer, Utility, Service Provider, EMS, etc.) of HAN Device applications (e.g., Consumer-configurable preferences for load control, etc.).
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.15
	HAN Device shall appropriately respond to a cancellation of an advanced scheduled event (e.g. demand response, price event, PEV charging session, etc.).
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Control.16
	The HAN device shall appropriately respond to a cancellation of a demand response event which is either in progress or has not yet started.
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	O
	BF
	NA

	App.Measure.1
	HAN Device shall measure instantaneous demand (e.g., W).
	NA
	NA
	NA
	NA
	O
	NA
	BF
	BF
	O
	NA
	BF

	App.Measure.2
	HAN Device shall measure accumulated consumption (e.g. Wh) for a variety of time periods (e.g. 15 minutes, hour, day, month, configurable period, year, etc.) and price periods (e.g. TOU-Peak period, TOU-Shoulder period, CPP period, etc.).
	NA
	NA
	NA
	NA
	O
	NA
	BF
	BF
	O
	NA
	O

	App.Measure.3
	HAN Device shall measure accumulated production (e.g. Wh) for a variety of time periods (e.g. 15 minutes, hour, day, month, configurable period, year, etc.) and price periods (e.g. TOU-Peak period, TOU-Shoulder period, CPP period, etc.).
	NA
	NA
	NA
	NA
	O
	NA
	BF
	BF
	O
	NA
	O

	App.Measure.4
	HAN Device shall measure consumption per interval (e.g., Wh, BTU, CCF, HCF).  
	NA
	NA
	NA
	NA
	O
	NA
	BF
	BF
	O
	NA
	O

	App.Measure.5
	HAN Device shall measure production per interval (e.g., Wh).  
	NA
	NA
	NA
	NA
	O
	NA
	BF
	BF
	O
	NA
	O

	App.Measure.6
	HAN Device shall store intervals measurements (e.g., 30 days of interval reads).  
	NA
	NA
	NA
	O
	O
	NA
	BF
	BF
	O
	NA
	O

	App.Measure.7
	HAN Device shall allow interval configuration (e.g., 15 Minutes).  
	NA
	NA
	NA
	O
	O
	NA
	O
	O
	O
	NA
	O

	App.Measure.8
	HAN Device shall monitor energy state (e.g. state of charge, Watt-hour).  
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	O

	App.Measure.9
	HAN Device shall measure available capacity (e.g., Watts, Volt-Amps).
	NA
	NA
	NA
	NA
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Measure.10
	HAN Device shall monitor the end-device state (e.g., operational, stand-by, maintenance).  
	NA
	NA
	O
	NA
	O
	BF
	NA
	NA
	O
	O
	NA

	App.Measure.11
	HAN Device shall measure power quality (e.g., frequency, neutral voltage, harmonic content).
	NA
	NA
	NA
	NA
	NA
	NA
	O
	NA
	O
	NA
	O

	App.Measure.12
	HAN Device shall monitor environmental state (e.g., temperature, motion, wind).
	NA
	NA
	O
	NA
	O
	NA
	NA
	NA
	O
	NA
	NA

	App.Measure.13
	HAN Device shall monitor the operational mode of other HAN devices (e.g. duty cycle, charging, discharging, etc.).
	NA
	NA
	NA
	NA
	BF
	NA
	NA
	NA
	O
	NA
	NA

	App.Measure.14
	Application shall support multiple measurement standards (e.g. metric, US, Imperial) for energy applications.
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	NA

	App.Measure.15
	HAN Device shall measure Peak Demand per time of use/Critical Peak Pricing period and Peak Demand per configurable period.
	NA
	NA
	NA
	O
	O
	NA
	O
	O
	O
	NA
	O

	App.Measure.16
	Application shall support other metrology information as provided from the meter (e.g. Volts, Amps, VAr, Power Factor, etc.)
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	NA

	App.Measure.17
	Application shall support temperature information. 
	NA
	NA
	O
	NA
	O
	NA
	NA
	NA
	O
	NA
	NA

	App.Measure.18
	Application shall support billing Information (e.g. rate label, Service Provider name or ID, etc)
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	NA

	App.Measure.19
	Application shall provide the ability to measure discrete HAN Device loads for specific programs, (i.e. billing PEV charging at preferential rates).
	NA
	NA
	NA
	NA
	O
	NA
	NA
	NA
	O
	NA
	BF

	App.Measure.20
	The HAN Device shall measure or monitor and display status indicators related to pricing and billing status (e.g. current TOU period, current Block Pricing Tier, CPP Event, etc.)
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	NA

	App.Process.1
	Application shall calculate a HAN Device’s cost of accumulated energy consumption as monetary value (e.g., $/kWh * accumulated kWhrs = $).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.2
	Application shall calculate a HAN Device’s energy cost of instantaneous power consumption as a monetary value per time interval, (e.g., $/Wh * instantaneous W= $/hr).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.3
	Application shall calculate a HAN Device’s cost for Dynamic Energy rates for the appropriate time interval.  
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.4
	Application shall calculate a HAN Device’s energy cost for rate tiers/energy blocks.
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.5
	Application shall calculate a HAN Device’s energy cost for Time-of-Use (TOU) energy rates.
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.6
	Application shall calculate a HAN Device’s cost for Critical Peak Pricing (CPP).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.7
	Application shall calculate a HAN Device’s cost for capacity billing rates.
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.8
	Application shall calculate costs for other billing determinants (e.g., monthly Consumer charges, taxes & franchise fee, surcharges, discounts, ratcheted demand, bond charges).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.9
	Application shall accept aggregated consumption, billing, and rate information from user-configurable sources (e.g., AMI System, EMS, HMI, etc,).  
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.10
	Application shall calculate and forecast a HAN Device’s consumption based on user-defined parameters (e.g., estimated kWh/month).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.11
	Application shall calculate and forecast a HAN Device’s production based on user-defined parameters (e.g., estimated kWh/month).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.12
	Application shall forecast a HAN Device’s estimated cost calculation based on user-defined parameters (e.g., monthly consumption at current rate/usage).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.13
	Application shall calculate a HAN Device’s consumption based on user-defined parameters (e.g., historical reporting).  
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.14
	Application shall calculate and/or predict a HAN Device’s environmental impact based on user-defined parameters (e.g., historical carbon footprint, forecasted carbon credits earned).  
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.15
	Application shall supply a method for local billing resolution and true-up to approximate Service Provider billing amounts (e.g., orphaned billing charge, consumption debits/credits).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	NA
	O

	App.Process.16
	Application shall calculate and suggest methods to optimize energy consumption and cost based on user-defined parameters (e.g., PCT thresholds, lighting settings, pool pump cycling).
	NA
	NA
	NA
	NA
	O
	NA
	NA
	NA
	NA
	NA
	NA

	App.Process.17
	Application shall calculate a HAN Device’s relative efficiency (e.g., comparison can be based on historical data, baseline at install, manufacturer’s parameters, industry/governmental standards, other devices, other premises).  
	NA
	NA
	NA
	NA
	O
	NA
	NA
	NA
	O
	NA
	NA

	App.Process.18
	Application shall calculate available load for demand reduction based on user-defined parameters (e.g., percentage of load available for various response scenarios).  
	NA
	NA
	O
	NA
	O
	O
	NA
	NA
	O
	NA
	O

	App.Process.19
	Application shall accumulate  consumption, production, and cost and measure it against user-defined thresholds (e.g., if aggregated consumption reaches a certain level an alert is generated, PEV is charged for 20 miles of driving, etc.).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	NA
	NA
	NA

	App.Process.20
	Application shall accept a simple, relative price signal (e.g., low, medium, high, critical, etc.) 
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	BF
	O
	NA

	App.Process.21
	Application shall support multiple rate structures (e.g. time-of-use, inclining block tiers, critical peak pricing events, Peak Time Rebate, Real Time Pricing, all combinations thereof, etc.)
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	O
	O
	NA

	App.Process.22
	Application shall send an acknowledgement of receipt of message only upon request.
	BF
	BF
	O
	O
	O
	O
	NA
	NA
	O
	O
	O

	App.Process.23
	HAN device shall have the ability to be assigned to a group.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	App.Process.24
	Application shall support comparisons of energy consumption and cost information to externally supplied values (e.g. average user comparisons, comparisons with a baseline, track progress toward a target, etc.)
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	NA
	NA
	NA

	App.Process.25
	Application shall support configurable periods.
	BF
	BF
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	O
	NA

	App.Process.26
	Application shall make available Peak Demand per time of use /Critical Peak Pricing period and Peak Demand per configurable period (e.g. EMS, IHD, etc.)
	NA
	NA
	O
	O
	O
	NA
	NA
	NA
	O
	O
	NA

	App.Process.27
	Application shall provide methods to support negotiation of an energy request with ESI (e.g. for PEV charging purposes). This might include requested charge amount (in KWh) requested charge time, charging start and end time(s), available charge amount, charging rate, etc.
	NA
	NA
	O
	NA
	O
	O
	NA
	NA
	O
	O
	NA

	App.Process.28
	Application shall support on-board PEV calculations (e.g. cost per distance). [Note: consumer may want this information displayed on another HAN Device, (e.g. EMS); EMS may want to request this information so consumer can make charging decisions.]
	NA
	NA
	NA
	NA
	O
	NA
	NA
	NA
	NA
	O
	NA

	App.Process.29
	Application shall provide method for communicating constraints when the HAN device (i.e. a demand response asset) is available for load shed (e.g. time of day schedule constraints, black out dates, maximum consecutive days of participation, maximum duration of demand response event participation, minimum duration of demand response event participation, maximum number of times per day demand response resource may be called, minimum advanced notification necessary, etc.).
	NA
	NA
	O
	NA
	O
	O
	NA
	NA
	O
	O
	NA

	App.Process.30
	Application shall calculate the load overridden by consumer during a demand response event
	NA
	NA
	O
	NA
	O
	O
	NA
	NA
	O
	O
	NA

	App.Process.31
	Application shall communicate effective starting date and time when the HAN device is expected to comply with the demand response obligation.  
	NA
	NA
	O
	NA
	O
	O
	NA
	NA
	O
	O
	NA

	App.Process.32
	Application shall accept a decimal representation of the expected duration of the demand response event with integers representing hours and decimal positions representing fraction of hours (e.g. 1.5 indicates a duration of 1 hour and 30 minutes from the effective-start-date-time)
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	BF
	BF
	NA

	App.Process.33
	Application shall accept a unique identifier for the demand response event (eg. a URI in accordance with http://www.w3.org/TR/uri-clarification/#uri-schemes) to manage the most recent information.
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	BF
	BF
	NA

	App.Process.34
	Application shall record the date and time a message was received and returns that date and time in the acknowledgment message.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	App.Process.35
	Application shall cancel an active demand response event when notified of a cancellation beginning with the date and time the cancellation is effective.
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	BF
	BF
	NA

	App.Process.36
	Application shall accept a ramp time (potentially randomized).
	NA
	NA
	O
	NA
	O
	O
	NA
	NA
	O
	O
	NA

	App.Process.37
	Application shall accept a demand response event end date/time and respond appropriately.
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	BF
	BF
	NA

	App.Process.38
	Application shall respond appropriately to changes in demand response events and ensure execution of the most recent information.
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	BF
	BF
	NA

	App.Process.39
	Application shall respond to a price for the duration the price is valid. The prices may be published on a frequency interval.
	NA
	NA
	BF
	NA
	BF
	BF
	NA
	NA
	BF
	BF
	NA

	App.Process.40
	Application shall accept a price expressed in decimal notation with a precision up to 6 decimal places.  Prices may be either positive or negative.
	NA
	NA
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	NA

	App.Process.41
	Application shall accept the unit of measure for which the price pertains.  Must be compliant with the International System of Units as defined by NIST SP 330, ref: http://physics.nist.gov/Pubs/SP330/sp330.pdf (e.g. kWh, MWh).
	NA
	NA
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	NA

	App.Process.42
	Application shall calculate the load deferred during the demand response event.
	NA
	NA
	O
	NA
	O
	O
	NA
	NA
	O
	O
	NA

	App.Process.43
	Application shall send any override messages to the Service Provider, when an override occurs during a demand response event, which is in progress.
	BF
	BF
	BF
	NA
	BF
	BF
	NA
	NA
	BF
	BF
	NA

	App.Process.44
	Application shall determine the device operation mode or state using both a price and relative price signal (e.g., low, medium, high, critical, etc.)
	NA
	NA
	O
	NA
	O
	O
	NA
	NA
	BF
	O
	NA

	App.Process.45
	The application shall inform (e.g. display, text message, email, etc.) the authorized user (e.g. Consumer, Service Provider, etc.) of the initiation and termination of a charging session (e.g. PEV, etc.)
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	NA
	O
	NA

	App.Process.46
	The application shall calculate and make available either locally or remotely the current state of the storage (e.g. PEV battery charge level, etc.) in a user configured format (e.g. travel miles available, kwh available, etc.).
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	NA
	O
	NA

	App.HMI.1
	HAN Device shall provide visual indicators which indicate operational state (e.g., commissioned, registered, event status, device state, etc.).
	NA
	NA
	O
	O
	O
	NA
	NA
	NA
	NA
	O
	NA

	App.HMI.2
	HAN Device shall provide a power cycle input, which reboots the device.
	NA
	BF
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	BF

	App.HMI.3
	HAN Device shall provide a user reset input, which returns the device to its pre-installation state (e.g., button).
	NA
	BF
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	BF

	App.HMI.4
	HAN Device shall provide an alphanumeric display which indicates operational state (e.g., LCD screen).
	NA
	NA
	BF
	BF
	O
	NA
	NA
	NA
	O
	O
	BF

	App.HMI.5
	HAN Device shall provide non-visual sensory feedback (e.g., motion, vibration, audible).
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	NA

	App.HMI.6
	HAN Device shall provide a sight and hearing impaired interface.
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	NA

	App.HMI.7
	HAN Device shall provide a user-configurable display.
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	NA

	App.HMI.8
	HAN Device shall accept user configurations.
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	O

	App.HMI.9
	HAN Device shall accept user preferences (e.g., Celsius/Fahrenheit, color, language).
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	O

	App.HMI.10
	HAN Device shall provide alarm notifications (e.g., price threshold, event messages).
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	NA

	App.HMI.11
	HAN Device shall accept Utility data source configurations (e.g., Energy Services Interface, other HAN Devices).
	BR
	BR
	BR
	BR
	BR
	BR
	NA
	NA
	BR
	BR
	BR

	App.HMI.12
	HAN Device shall display Utility data source configurations (e.g., Energy Services Interface, other HAN Devices).
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	O

	App.HMI.13
	HAN Device shall display application-specific information (e.g., cost, consumption, environmental impact, payment credit, remaining account credit).
	NA
	NA
	O
	BF
	O
	O
	NA
	NA
	O
	O
	O

	App.HMI.14
	HAN Device shall accept application-specific configurations (e.g., preconfigured periods (e.g., hour, day, week), configurable periods (e.g., interval length, TOU period), variable periods (e.g., Critical Peak Price period).
	NA
	NA
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	BFNA

	App.HMI.15
	For battery-powered devices, HAN Device shall provide a battery life indicator.
	NA
	NA
	O
	O
	O
	NA
	NA
	O
	NA
	NA
	NA

	App.HMI.16
	HAN Device shall accept payment data from the consumer.
	NA
	NA
	NA
	O
	O
	NA
	NA
	NA
	NA
	O
	NA

	App.HMI.17
	HAN Device shall support multiple languages and shall accept user preference of language.
	NA
	NA
	O
	O
	O
	NA
	NA
	NA
	NA
	O
	NA

	App.HMI.18
	HAN devices shall accept user preference to display values in a currency with an appropriate number of decimal places or rounded to the nearest full currency unit.
	NA
	NA
	O
	O
	O
	NA
	NA
	NA
	O
	O
	NA

	App.HMI.19
	The HAN device shall display a description of the demand response event that is occurring
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	NA

	App.HMI.20
	The HAN device shall display information using units that are common to the Consumer in the Consumer's local.
	NA
	NA
	BF
	BF
	O
	NA
	NA
	NA
	O
	O
	NA

	App.HMI.21
	The HAN device shall provide abilities for the Consumer to a) reset the HAN device to a default state and, or, b) to erase all Consumer information (e.g. usage, billing, pricing, etc.).
	BF
	BF
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	BF

	Comm.Commission.1
	HAN Device shall accept network configuration data which allows for admission to an existing network or the establishment of a new network (e.g., network ID, etc.)
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	Comm.Commission.2
	HAN Device shall accept Commissioning configuration data by the manufacturer (e.g., link key).
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	Comm.Commission.3
	When a HAN Device is triggered (e.g. Power-on, button, etc.), HAN Device shall be capable of providing the HAN with device-specific information (e.g. device ID, device type, networking details, network ID, gateway ID, etc.) needed for Commissioning.
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	Comm.Commission.4
	ESI shall acknowledge successful Commissioning requests (i.e., provide acknowledgement to the requesting HAN Device).
	O
	O
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Comm.Commission.5
	When a HAN Device is communicating with the ESI, HAN Device shall indicate link connectivity
	NA
	NA
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Comm.Commission.6
	HAN Device shall provide notification to the Installer of the Commissioning status (e.g. successful, unsuccessful, in process, etc.).
	NA
	NA
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Comm.Commission.7
	ESI shall be uniquely identified (e.g. meter number, Service Point Location, customer id, ESI ID, etc.)
	BC
	BC
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Com.Commission.8
	HAN Device shall be uniquely identified (e.g. networking details, MAC Address, etc.)
	NA
	NA
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	Comm.Control.1
	HAN Device shall accept network organization messages from the Energy Services Interface (e.g., gateway location, routing table, address).
	NA
	NA
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	Comm.Control.2
	HAN Device shall accept network organization messages from peer devices (e.g., hidden node). 
	NA
	NA
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	Comm.Control.3
	The HAN shall use reliable communication paths (e.g., based on signal strength/quality) and have the ability to overcome interference on the communications medium (e.g., channel hopping, channel avoidance, etc.).
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	Comm.Control.4
	HAN Device shall have the ability to automatically adapt to communications interference through detection and analysis of environmental conditions (e.g., channel hopping, channel avoidance, signal-to-noise ratio).
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	Comm.Control.5
	HAN Device shall include a data integrity mechanism for all communications (e.g., checksum)
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	Comm.Control.6
	Energy Services Interface shall have the ability to activate and deactivate its HAN communication.
	BF
	BF
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Comm.Control.7
	HAN Device shall have a configurable availability communication (i.e., heartbeat) frequency to the Energy Services Interface. 
	NA
	NA
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Comm.Control.8
	HAN shall support broadcast messaging to all HAN devices.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Comm.Control.9
	The HAN shall support multiple communication paths into the premises (e.g., Utility AMI network, public network, other private network, etc.).
	NA
	O
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Comm.Control.10
	The HAN shall support utility-secured and public broadcast communication channels.
	O
	O
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Comm.Control.11
	The HAN Device shall support more than one physical layer and shall be extensible to more than one physical layer.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Comm.Control.12
	HAN Device shall be able to attach to one or more ESIs, temporarily, habitually, etc. (e.g. PEV mobility, EMS, gateway, etc.).
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	O

	Comm.Control.13
	HAN Device shall have the ability to communicate directly or indirectly with another HAN Device within the HAN (subject to security policies).
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Comm.Control.14
	HAN Device shall be able to initiate communication with the ESI (e.g. override of event by PCT, etc).
	NA
	NA
	O
	NA
	O
	O
	NA
	NA
	O
	O
	NA

	Comm.Control.15
	The ESI shall support time stamp logging of communication to/from HAN Devices.
	BF
	BF
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Comm.Control.16
	The HAN shall support bridging between communications media (e.g. wireless HAN and wired HAN), while maintaining compatibility and security requirements.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Comm.Control.17
	Authorized users (e.g. Utility, Consumer, Service Provider, etc.) shall be provided secure two-way access to Registered or Enrolled HAN Devices.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Comm.Control.18
	HAN shall support messaging to individual HAN Devices.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Comm.Control.19
	HAN shall support messaging to groups of HAN Devices.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Comm.Control.20
	ESI shall resend a message upon failure of a requested confirmation from HAN Device and the HAN Device shall appropriately handle receipt of retries.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Comm.Control.21
	ESI shall provide the communication availability (i.e., heartbeat) of the devices that are Registered to it.
	BF
	BF
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Access.1
	ESI shall provide access control (i.e., logical segmentation) to Utility applications, data, and services (e.g., control data, consumer-specific consumption data).
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.2
	HAN Device shall control access to persistent Utility HAN data (data at rest).
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.3
	HAN Device shall control access to transmitted Utility HAN data (data in transit).
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.4
	HAN Device shall provide protection of Utility HAN data while being processed (data in processing) (e.g., trusted processor).  
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.5
	HAN Device shall control access to data in accordance with a configurable Utility security policy (e.g., users, applications, devices, data access-read/write).
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.6
	Energy Services Interface shall provide mechanisms to enforce a policy based on least privilege (i.e., explicit authorization).
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.7
	Energy Services Interface shall have the ability to enforce policy periods (time constraints) for security policy elements (e.g., maintenance/firmware window).  
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.8
	HAN Device shall provide methods to query and report access control data settings.
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.9
	HAN Device shall provide access control methods which prevent known attacks, including replay, man-in-the-middle, delay, spoofing, sequence change, and deletion attacks.
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.10
	HAN Device shall implement mechanisms to prevent unintended disclosure of source/originator data to unauthorized principals.  
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.11
	HAN Device shall implement controls which limit access to audit information.
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.12
	HAN Device shall support confidentiality and access controls that employ cryptographic operations (e.g., digital signatures).
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.13
	HAN Device shall support confidentiality and access controls that employ cryptographic keys (e.g., encryption authentication, or digital signatures).
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.14
	The application shall provide a means for authorized users to configure HAN Devices to communicate with one or more HANs (e.g., authorized users can select which portions of an application are available to devices not commissioned to the Utility ESI).
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.15
	The HAN shall follow NIST SP 800-57, Recommendation for Key Management. 
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.16
	HAN shall comply with UtilityAMI System Security Requirements Specification v1.0.
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.17
	Only HAN Devices that are commissioned with the ESI will be able to communicate directly with the ESI.
	
	
	
	
	
	
	
	
	
	
	

	Security.Access.18
	The ESI will be the clear information boundary between the secure provider network (e.g. AMI, internet, broadband, local area network, gateway to local devices, etc.) and the HAN Device(s) that are commissioned to it.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.1
	HAN Device shall protect the integrity of the HAN system (e.g., shall not adversely impact the operations of the HAN system by introducing malicious or unintended activity).
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.2
	Energy Services Interface shall provide a configurable HAN filtering function that filters based on allowable message types.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.3
	Energy Services Interface shall provide a configurable HAN filtering function that filters messages based on structural integrity of the message.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.4
	Energy Services Interface shall provide a configurable HAN filtering function that filters based on allowable message rates.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.5
	HAN Device shall detect unauthorized modification of security-related data during storage
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.6
	HAN Device shall detect unauthorized modification of data during network transit (e.g., check sums and hashes).
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.7
	HAN Device shall detect unauthorized modification of data attributes (e.g., modification to a message type).
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.8
	HAN Device shall attempt to correct unauthorized modification of data attributes (e.g., NAK, resend)
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.9
	HAN Device shall only accept data from an authorized, trusted source (e.g., Energy Services Interface, EMS).
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.10
	HAN Device shall protect the HAN from malicious code (e.g., buffer overflow protection, limit executable code exposure).
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.11
	HAN Device shall separate security critical functionality and data from non-security critical system data.  
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.12
	HAN Device shall validate the source of HAN security policy.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.13
	HAN Device shall detect unauthorized modification of HAN security policy.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.14
	HAN Device shall detect unauthorized modification of audit data.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.15
	HAN Device shall validate the integrity of all software updates, including source, structure, and version.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.16
	HAN Device shall use tamper-resistant hardware (e.g., epoxy, TPM).  
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.17
	HAN Device shall support open source security methods
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.18
	HAN Device shall provide multiple security methods.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.19
	The ESI shall be configurable to detect and take appropriate action towards HAN devices that are impairing the performance of the ESI (e.g. repeatedly sending degraded (Error) messages or repetitive messages at a high rate).
	
	
	
	
	
	
	
	
	
	
	

	Security.Account.1
	HAN Device shall alert the Energy Services Interface of all detected, security-related activities, including access control, authentication, and integrity violations.
	
	
	
	
	
	
	
	
	
	
	

	Security.Account.2
	HAN Device shall audit and store all security-related activities, including access control violations, authentication activities, etc.
	
	
	
	
	
	
	
	
	
	
	

	Security.Account.3
	HAN Device shall provide, at a minimum, the following information for all detected security events: date and time of the event, type of event, device/user identity. 
	
	
	
	
	
	
	
	
	
	
	

	Security.Account.4
	HAN Device shall provide the AMI System access to audit data. 
	
	
	
	
	
	
	
	
	
	
	

	Security.Account.5
	Energy Services Interface shall provide non-repudiation mechanisms for devices and users.
	
	
	
	
	
	
	
	
	
	
	

	Security.Account.6
	Energy Services Interface shall provide a mechanism for source identification of data (e.g., HAN and AMI System data).
	
	
	
	
	
	
	
	
	
	
	

	Security.Account.7
	Energy Services Interface shall provide the capability to audit both system and user operations as defined by the HAN security policy.
	
	
	
	
	
	
	
	
	
	
	

	Security.Account.8
	HAN Device shall provide the ability to perform searches, sorts, and filters of audit data based on date and time, type and/or user identity.
	
	
	
	
	
	
	
	
	
	
	

	Security.Account.9
	HAN Device shall provide the capability to identify mandatory and configurable audit elements (In this context, mandatory refers to audit elements which are always enabled and configurable refers to audit elements which can be enabled or disabled at the discretion of the Consumer or Utility).
	
	
	
	
	
	
	
	
	
	
	

	Security.Reg.1
	HAN Device shall support Mutual Authentication.
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.2
	HAN Device shall provide a mechanism which allows for multiple and configurable authentication materials (e.g., device ID, device type, key, serial key, device configuration, certificate, etc.).
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.3
	HAN Device shall be configured with authentication materials (e.g., certificate, key).
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.4
	HAN Device shall not store or send authentication materials over the network in an insecure fashion (e.g., do not transmit passwords or keys in the clear).
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.5
	HAN Device shall support a defined Registration process.
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.6
	HAN Device shall provide a means to update (i.e., change, reconstitute, rollover) authentication materials.
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.7
	ESI shall allow de-registration for Registered HAN Devices. 
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.8
	ESI shall support a configurable Registration and expiration period (e.g., Registration timeout, Registration persistence).
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.9
	HAN Device shall use security services (i.e., cryptographic services) which are either FIPS-approved or NIST-recommended.
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.10
	HAN Device shall support a Registration method that employs cryptographic operations (e.g., digital signatures).
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.11
	ESI shall provide an authentication mechanism which proxies for the Service Provider (e.g., negotiates on behalf of the Service Provider).
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.12
	HAN Device shall provide notification to the Installer of the Registration status (e.g. successful, pending, failed, etc.).
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Security.Reg.13
	ESI shall enable remote network and security configuration/control including the ability to remotely configure the rules (i.e., policies) which governs its logical network and interactions with its Registered devices.
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.14
	The HAN device shall be uniquely identified for the Registration process (e.g., Vehicle Identification Number, Electronic Serial Number, MAC address, networking details, Installation codes, Service Point Location, meter number, ESI security credentials, ESI ID, etc.)
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.15
	ESI shall accept Registration configuration from the Installer.
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.16
	When ESI is triggered (e.g., Allow Join Command), HAN Device location-/contact-specific data shall be provided to other HAN Devices in the premises.
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.17
	ESI shall have the ability to accept or reject a Registration request based on device type and ID.
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.18
	ESI shall have the ability to accept or reject device requests based on Service Provider-specific information (e.g., network ID, gateway ID, or Service Provider ID).   
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.19
	ESI shall maintain a current list of Registered HAN Devices and make that list available upon request.
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.20
	An authorized user shall be able to Register a HAN Device either locally or remotely (e.g. through a Web Portal or other 3rd Party registration service [i.e. retail store, depot, or other]).
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Reg.21
	ESI shall send an error message to the Service Provider when a request to Register a HAN Device has not been successfully completed within a configurable amount of time.
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg.22
	ESI shall transmit the status of the HAN Device Registration (e.g. successful, pending, failed, etc.) to the party who is requesting the device Registration.
	BR
	BR
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Reg,23
	An authorized user (e.g. Utility, Service Provider, Consumer, etc.) shall be able to remotely or locally de-Register a HAN Device.
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	Security.Enroll.1
	HAN Device shall authenticate the source of all control signals.
	BF
	BF
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Security.Enroll.2
	HAN Device shall accept Enrollment configuration (e.g. Service Provider ID, program ID, etc.) either remotely or locally.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Security.Enroll.3
	HAN Devices shall be individually addressable.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Security.Enroll.4
	Authorized users (e.g. Utility, Consumer, Service Provider, etc.) shall be provided secure two-way access to Enrolled HAN Devices.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Security.Enroll.5
	A HAN device shall have the ability to be assigned to a group.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Security.Enroll.6
	ESI shall allow for un-enrolling a HAN Device in a Service Provider program.  
	BF
	BF
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Perf.1
	HAN Device shall supply functionality that maintains communications availability to the Energy Services Interface.
	NA
	NA
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.2
	HAN Device shall supply functionality that maintains application availability to the ESI (e.g., software/hardware application watchdog).
	NA
	NA
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.3
	After loss of power, HAN Device shall return to its post-configuration state (i.e., shall persist communication and registration configurations).
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.4
	HAN Device shall supply adequate computational performance (i.e., Device shall not hamper overall operational state of the HAN)
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.5
	HAN Device shall supply adequate communications performance (e.g., bandwidth and throughput).
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.6
	HAN Device shall supply accurate time keeping and counter functions.  
	BF
	BF
	O
	O
	O
	O
	BF
	BF
	O
	O
	O

	Perf.7
	HAN Device shall not act on expired signals (e.g., message validity duration or sequence).  
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.8
	HAN Device shall provide configurable communications such that the system is scalable (e.g., heartbeat and request frequency).  
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Perf.9
	For battery-powered HAN Devices, HAN Device shall function for a minimum of 1 year without requiring replacement of the battery.
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	O

	Perf.10
	HAN Device shall supply a field-programmable software upgrade function (i.e., firmware upgrade).  
	BF
	BF
	O
	O
	O
	O
	BF
	O
	O
	O
	O

	Perf.11
	HAN Device shall supply a remote software upgrade function (i.e., firmware upgrade).  
	BF
	BF
	O
	O
	O
	O
	BF
	O
	O
	O
	O

	Perf.12
	HAN Device shall meet the quality, interoperability, and testing (i.e., certification) requirements of its respective technology platform body.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.13
	HAN Device shall accept a reference time from the ESI.
	NA
	NA
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.14
	ESI and HAN shall accept and utilize a reference time from a Service Provider-approved source (i.e. a shared understanding of time).
	BF
	BF
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Perf.15
	Shall support secondary and peripheral services which enable smart energy networking (e.g., management, bridging, registration, etc.).
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.16
	HAN device shall support remote configuration.
	BF
	BF
	O
	O
	O
	O
	BF
	O
	O
	O
	O

	Perf.17
	The application shall use a structured, extensible information message schema.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Perf.18
	HAN Devices shall support discrete (self contained) data. 
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Perf.19
	HAN Devices shall support unordered data exchange.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Perf.20
	HAN Devices shall support self-describing data across versions (e.g. device types, device attributes, device functions, etc.). Note: requirements 18-20 are necessary in order to ensure forward compatibility.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Perf.21
	The application shall support the local currency for energy applications.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.22
	The application shall provide configurable sampling rate for application data (e.g., 5 seconds, 15 minutes, hourly, charging session, daily, etc.).
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.23
	The application shall support a valid date/time/duration for each piece of information or message and shall not respond to expired messages. Configuration data for date/time/duration shall be in a standard and self-describing format. Also used for displaying new information based on scheduled changes to information. For messages with time boundaries they must have an expiration to provide graceful failures.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.24
	The application shall support variable length text messages (e.g., freeform messages conveying information, configuration, status, control).
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.25
	The HAN shall provide adequate communications performance (e.g., bandwidth, throughput, range, latency, reliability, etc.) from the ESI to the HAN Device for multiple deployment scenarios (e.g. large single or two story house, medium apartment, small apartment, multi-dwelling unit, strip mall store, etc.).
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.26
	The application shall support multiple deployment scenarios (e.g. large single story house, medium two story house, medium apartment, small apartment, multi-dwelling unit, strip mall store, etc.). 
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.27
	The application shall provide adequate feedback in a reasonable amount of time (e.g., 0.1 second, 1.0 second, 10 second requirements found at: http://www.useit.com/papers/responsetime.html>)
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.28
	HAN Devices (including ESI) shall not modify priority of messages.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.29
	HAN Devices (including ESI) shall be able to support delivery of messages in near real-time within the HAN.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	Perf.30
	ESI shall accept mean and operational tolerances for time resolution and time synchronization of messages and data from the authorized provider's time source.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Perf.31
	ESI shall report the failure to deliver HAN messages to the requesting party.
	BF
	BF
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Perf.33
	HAN Devices (including ESI) shall provide sufficient standard error messages for a range of device and communication failures (e.g., unrecognized message, out of range/low signal strength, low battery level, feature not supported, meter faults, HAN device faults, communication errors, etc) that facilitate effective troubleshooting by the authorized user (e.g. Utility, Installer, third party, or automated systems)
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	OML.ManuDist.1
	Prior to installation (e.g., factory, depot), HAN Device shall support placement of commissioning data (e.g., pre-placed device credentials).
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC
	BC

	OML.ManuDist.2
	Prior to installation (e.g., factory, depot), a HAN Device shall support placement of registration data (e.g., pre-placed registration credentials).
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR
	BR

	OML.ManuDist.3
	HAN device shall support pre-placed methods or materials that support Commissioning and Registration by multiple Utilities (does not imply simultaneous registration).
	BC, BR
	BC
	BR
	BC
	BR
	BC
	BR
	BC
	BR
	BC
	BR

	OML.ManuDist.4
	HAN Device shall support pre-placement of application-specific configurations (e.g., cost, consumption, environmental impact, configurable time/rate intervals).  
	NA
	NA
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	BF

	OML.ManuDist.5
	HAN Device shall have and display appropriate certification (e.g., electrical, safety, and communications requirements) on its packaging or body.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	OML.ManuDist.6
	HAN Device shall have and display appropriate Commissioning and Registration information on its packaging and body (e.g., serial number, registration code,).
	NA
	BF
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	BF

	OML.ManuDist.7
	HAN Device shall display its HAN network technology compatibility on its outside packaging and body.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	OML.ManuDist.8
	The HAN device shall display, on its packaging, any secondary device requirements (e.g., required EMS, bridge device).
	NA
	O
	O
	O
	O
	O
	NA
	O
	O
	O
	O

	OML.ManuDist.9
	HAN Device shall be manufactured to support multiple distribution channels (e.g., retail, direct Utility, Service Provider, etc.).
	NA
	O
	O
	O
	O
	O
	NA
	O
	O
	O
	O

	OML.ManuDist.10
	HAN device shall display, on its packaging, any power requirements (e.g. battery powered, plug in, etc.)
	NA
	O
	O
	O
	O
	O
	NA
	O
	O
	O
	O

	OML.Install.1
	HAN Device Manufacturer shall include installation documentation that includes instructions for installation (e.g., placement), commissioning, and registration, including any external dependencies.
	NA
	NA
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	BF

	OML.Install.2
	HAN Device Manufacturer shall include a HAN Device user’s manual in the Device packaging.
	NA
	NA
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	BF

	OML.Install.3
	HAN Device Manufacturer shall include Manufacturer contact information in the Device packaging.
	NA
	NA
	BF
	BF
	BF
	BF
	NA
	NA
	BF
	BF
	BF

	OML.Install.4
	HAN Device Manufacturer shall supply technical support services (e.g., help desk, web site).
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	O

	OML.Maintain.1
	HAN Device shall have a self-check (i.e., initialization) function that notifies the Installer that the HAN Device is functioning properly. 
	NA
	NA
	O
	O
	O
	O
	NA
	NA
	O
	O
	O

	OML.Maintain.2
	Energy Services Interface shall have a configurable ability (e.g. retention policy, etc.) to log all ESI-to-HAN System communications.  
	BF
	BF
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	OML.Maintain.3
	When the HAN Device is rebooted (e.g. power cycled, turned off, off due to power outage, etc.), HAN device shall return to its state prior to losing connectivity (i.e., post-installation Commissioning, Registration, and Enrollment, if applicable) state and shall reestablish communication with the ESI.
	NA
	NA
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	OML.Maintain.4
	HAN Device shall have a user-operable testing function that is equivalent to the self-testing function.  
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	OML.Maintain.5
	HAN Device shall supply a maintenance port for field diagnostics.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	OML.Maintain.6
	HAN Device shall simulate events for diagnostic purposes.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	OML.Maintain.7
	HAN Device shall supply network management functions for diagnostic purposes.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	OML.Maintain.8
	For battery-powered devices, HAN Device shall communicate low battery state to the Consumer and Service Provider, if the HAN Device is Enrolled in a Service Provider program.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	OML.Maintain.9
	HAN Device Manufacturer shall supply and support a flaw remediation process.
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	OML.Maintain.10
	HAN Device shall support a communications feedback mechanism.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	OML.Maintain.11
	HAN Device shall provide methods to service communication components, which are transparent to the consumer (e.g., Meter or other ESI replacement, device communication card replacement) – that is, don't require manual re-Commissioning and re-Registering of HAN Devices with the ESI.
	BF
	NA
	NA
	NA
	NA
	NA
	BF
	NA
	NA
	NA
	NA

	OML.Maintain.12
	HAN Device shall support remote methods to manage and update authentication materials (e.g. digital certificates) in HAN Devices requiring no Consumer intervention.
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	OML.Maintain.13
	Application shall support diagnostic messages when errors (e.g. HAN device faults, communications errors, etc.) are detected (Note: Need an additional requirement on what diagnostic messages may be received from the meter (i.e. C12.19 data))
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF

	OML.Maintain.14
	ESI shall provide methods and information needed for the Service Provider to troubleshoot where a communication fault occurred between an Enrolled device and the ESI.
	BF
	BF
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	OML.Maintain.15
	The HAN Device shall provide maintenance details (e.g., current date and time stamp for firmware revision number and one prior date and time stamp for firmware revision number).
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
	BF
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