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1.6 Security in the HAN Environment

The Smart Grid enables the two-way flow of information between devices in a Consumer’s premises, which are connected to an energy Home Area Network (HAN
), and a Service Provider’s network.  This type of communication is a new technology being introduced to the electric power grid through the deployment of Advanced Metering Infrastructure (AMI)
 systems, including smart meters, and HAN devices. Since bi-directional communication with HAN devices involves the flow of information through various networks it is necessary to have proper security measures in place to reduce the risk of intrusion, eavesdropping, and transmitting unwanted content. In addition, each HAN device as a node on the network has the potential to host, transmit, and receive unwanted content. Security in the HAN is a balance between securing the bi-directional communications, ensuring Consumer privacy while allowing access to the relevant stakeholders, and manufacturing cost effective HAN devices. 

When determining the appropriate security requirements, the Smart Grid Interoperability Panel (SGIP) Cyber Security Working Group (CSWG) recommends performing a risk assessment
, including identifying vulnerabilities, impacts, and threats, from a high-level overall functional perspective.
 The primary goal, as stated by CSWG, should be on prevention.
  The output of this type of risk assessment becomes the basis for the selection of security requirements and the identification of security requirements gaps.
 The OpenHAN Task Force (TF) conducted a risk assessment to determine the impact on the loss of confidentiality, integrity and availability due to a security compromise in the HAN. The cyber security objectives as defined by stature are as follows
:
Confidentiality 
“Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information…” [44 U.S.C., Sec. 3542] 

A loss of confidentiality is the unauthorized disclosure of information. 

Integrity 
“Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity…” [44 U.S.C., Sec. 3542] 

A loss of integrity is the unauthorized modification or destruction of information. 

Availability 
“Ensuring timely and reliable access to and use of information…” [44 U.S.C., SEC. 3542] 

A loss of availability is the disruption of access to or use of information or an information system.

The levels of potential impact for each security objective is denoted as low, moderate, or high as defined in FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, February 2004. (see Appendix __). The HAN risk assessment is attached in Appendix ____. In addition, the OpenHAN TF reviewed the security requirements identified by the CSWG as applicable to the HAN in table Table 3.5 – Allocation of Technical Requirements to the Logical Interface Categories
 against the OpenHAN SRS requirements to determine if any gaps existed.  
Cyber security in the HAN environment is evolving and it is expected that the OpenHAN SRS will require updating as the SGIP CSWG finalizes the NISTIR 7628 and new security requirements are identified.

.
Appendix ___
FIPS Publication 199, Standards for Security Categorization of Federal Information Systems, February 2004


FIPS Publication 199 defines three levels of potential impact on organizations or individuals should there be a breach of security (i.e., a loss of confidentiality, integrity, or availability). The application of these definitions must take place within the context of each organization and the overall national interest. 

The potential impact is LOW if— 

− The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.2 

AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to individuals. 

The potential impact is MODERATE if— 

− The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 

AMPLIFICATION: A serious adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv) result in significant harm to individuals that does not involve loss of life or serious life threatening injuries.

The potential impact is HIGH if— 

− The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 

AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life threatening injuries.
Appendix ___
HAN ImpactAssessment

The tables below display the possible impact to the different stakeholders surrounding a Home Area Network (HAN). The impact definitions can be found in the Federal Information Processing Standards (FIPS) Publication number 199
 on pages 2 and 3.
Scope of Compromise

· Singular device within a single HAN

· Concerns

· Magnitude of associated load or energy supply

· Credential / key information

· False / misleading messages

· Humans

· Other devices

· Metrology / revenue information

· Personally Identifiable information (PII) theft

· Loss / destruction of device functionality

· Includes human safety

· Potential Impact

· Proportional to potential for personal injury / value of the device

	Stakeholder
	Impact

	Utility / Service Provider
	Low

	Consumer
	Moderate


	Premise owner
	Low

	Vendor
	Low

	Regulator / policy-maker
	Low


· Multiple devices within a single HAN / all devices within a single HAN

· Concerns

· Amplification of concerns for singular device

· Potential Impact

	Stakeholder
	Impact

	Utility / Service Provider
	Low

	Consumer
	High

	Premise owner
	Low

	Vendor
	Low

	Regulator / policy-maker
	Low


· Multiple devices within multiple HANs (single neighborhood scale)

· Concerns

· Service availability to neighbors (i.e. Transformer  fuse)

· Mayhem
 / public distrust

· Damage to a distribution system asset 

· Synchronistic events (e.g. resource contention)

· System stability
· Potential Impact

	Stakeholder
	Impact

	Utility / Service Provider
	Moderate

	Consumer
	High

	Premise owner
	Moderate

	Vendor
	Low

	Regulator / policy-maker
	Low


· Large number of HANs (multiple neighborhoods)

· Concerns

· Denial of service 
to wide areas

· Damage to a distribution system asset

· Loss of revenue

· Misuse / abuse of system

· Breach of sensitive information (e.g., PII, corporate sensitive information, etc.)
· Potential Impact
	Stakeholder
	Impact

	Utility / Service Provider
	High

	Consumer
	High

	Premise owner
	High

	Vendor
	High

	Regulator / policy-maker
	High


· Extension into a network beyond the HAN

· Concerns

· Compromise of command and control - Use the ESI
 as a router to compromise the utility command and control system (why would your Advanced Metering Infrastructure (AMI) network have that access to the utility command and control)

· Using the end point gateway to affect denial of service to a wide area

· Route packets up stream

· Compromise of a 3rd party
 

· Damage to a distribution system asset

· Loss of revenue

· Misuse / abuse of system

· Breach of sensitive information 
· Compromise of business back office systems

· Potential Impact

	Stakeholder
	Impact

	Utility / Service Provider
	High

	Consumer
	High

	Premise owner
	High

	Vendor
	High

	Regulator / policy-maker
	High
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�IF this hasn’t been called out previously in the document


�If this hasn’t been previously called out


�Assessment of what? 


�Should this be a footnote or end note for consistency.


�Perhaps this could say something like this: “Emerging threat and attack vectors make cyber security an ongoing evolutionary process. Due to the ever-changing landscape within cyber security it will be necessary to review and modify standards and controls regularly.”


�The title of the Appendix appears to be the reference with the exception of the page numbers. This is probably correct just looks funny.


�This appear to be an impact assessment.


�Can human safety be present at every level? Safety is a tough one to gauge.


�“The impact increases as the potential for and severity of injury increases. Additionally, the impact increases based on the value of the device.” 


�If you can die the impact is likely High. “severe or catastrophic” as defined by FIPS 199.


�Although I like the word mayhem, that is possibly a subjective term and doesn’t represent the scale of the mayhem. 


�Instead of public distrust, “Loss of consumer confidence” and/or “Loss of reputation”


�Should DoS be included in each case respectively? (e.g. Denial of Service to Multiple HANs, Denial of Service to a single device etc.)


�Loss of revenue may occur at lower levels


�I don’t know what ESI stands for.


�This seems like an excellent risk assessment question “ Is the AMI network separated, either physically or logically(and by what method), from utility command and control?”


�How many nodes or networks need to be affected before it is considered a wide area?


�Since two-way communication is one the purposes of the smart grid, packets will always be routed upstream. Alternatively, this could say Malicious use of devices upstream, route malicious payload upstream, affect or alter command and control upstream, or affect/alter back-end office systems upstream.


�Compromise of any party would be unacceptable and may be present at every level. For example, compromise of another device within the HAN, compromise of a device on an adjacent HAN, Compromise of another HAN etc..


�This may be a redundant statement based on the compromise bullet. Compromise would happen in order to misuse or abuse the system ans, again, may be present at every leveld


�Should all of these examples be included in the previous section?


�I included this in the earlier in the “route packets up stream” example
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