Second Draft NISTIR 7628 Recommended Control Systems Security Requirements


Second Draft NISTIR 7628 - Technical requirements allocated to the following logical Interface categories
11
Interface between systems that use customer site networks such as HANs and BANs (e.g. EMS and Appliances, EMS and DER, ESI and PEV)

12
Interface between external systems and the customer site (e.g. between 3rd Party and HAN gateway, Service Provider and DER,)

14
Interface between metering equipment (e.g. sub-meter to meter, PEV meter and Service Provider)
	DHS Catalog Req #
	Control Systems Security Requirements
	OpenHAN SRS Requirement

	2.8.3
	Security Function isolation

1. The control system isolates security functions from nonsecurity functions

2. The control system isolates security functions (i.e., functions enforcing access and information flow control) from both nonsecurity functions and from other security functions.

3. The control system minimizes the number of nonsecurity functions included within the isolation boundary containing security functions.

4. The control system security functions are implemented as largely independent modules that avoid unnecessary interactions between modules.

5. The control system security functions are implemented as a layered structure minimizing interactions between layers of the design and avoiding any dependence by lower layers on the functionality or correctness of higher layers.


	Security.Access.1 Energy Services Interface shall provide access control (i.e., logical segmentation) to Service Provider applications, data, and services (e.g., control data, consumer-specific consumption data).
Security.Integrity.9 HAN Device shall separate security critical functionality and data from non-security critical system data.  
Security.Integrity.16 HAN Device shall provide multiple security methods.

	2.8.5
	Denial-of-Service Protection

1. The control system protects against or limits the effects of denial-of-service attacks based on an organization’s defined list of types of denial-of-service attacks.

2. The control system restricts the ability of users to launch denial-of-service attacks against other control systems or networks.

3. The control system manages excess capacity, bandwidth, or other redundancy to limit the effects of information flooding types of denial-of-service attacks.


	Security.Integrity.17 The ESI shall be configurable to detect and take appropriate action towards Registered HAN devices that are impairing the performance of the ESI (e.g. repeatedly sending degraded (Error) messages or repetitive messages at a high rate).
Security.Integrity.2 ESI shall provide a configurable filtering function (e.g. message structural integrity, message rate, message type, etc.) that filters messages transmitted bi-directionally between HAN devices and the Service Provider through the ESI. 
Security.Integrity.xx HAN device shall protect against or limit the launch of denial-of-service attacks against itself or other Registered HAN devices.
Security.Integrity.xx ESI shall protect against or limit the launch of denial-of-service attacks to Service Provider systems (e.g. electric grid, AMI, back office systems, etc.)


	2.8.6
	Resource Priority

1. The control system limits the use of resources by priority.
	Security.Access.1 Energy Services Interface shall provide access control (i.e., logical segmentation) to Service Provider applications, data, and services (e.g., control data, consumer-specific consumption data). 

Security.Access.7 ESI shall have the ability to enforce policy periods (time constraints) for security policy elements (e.g., maintenance/firmware window) for communications with the ESI.
Perf.5 HAN Device shall supply adequate communications performance (e.g., bandwidth and throughput).

	2.8.7
	Boundary Protection

1. The organization physically allocates publicly accessible control system components to separate sub-networks with separate, physical network interfaces. Publicly accessible control system components include public web servers. Generally, no control system information should be publicly accessible.

2. The organization prevents public access into the organization’s internal control system networks except as appropriately mediated.

3. The organization limits the number of access points to the control system to allow for better monitoring of inbound and outbound network traffic.

4. The organization implements a managed interface (boundary protection devices in an effective security architecture) with any external telecommunication service, implementing security measures appropriate to the required protection of the integrity and confidentiality of the information being transmitted.

5. The control system denies network traffic by default and allows network traffic by exception (i.e., deny all, permit by exception).

6. The organization prevents the unauthorized release of information outside the control system boundary or any unauthorized communication through the control system boundary when an operational failure occurs of the boundary protection mechanisms.
7. The organization prevents the unauthorized exfiltration of information across managed interfaces.

8. The control system checks incoming communications to ensure that the communications are coming from an authorized source and routed to an authorized destination.

9. The control system at managed interfaces, denies network traffic and audits internal users (or malicious code) posing a threat to external systems.

10. The control system prevents remote devices that have established a nonremote connection with the system from communicating outside that communications path with resources in nonorganization controlled networks.

11. The control system routes all internal communications traffic to the Internet through authenticated proxy servers within the managed interfaces of boundary protection devices.

	Security.Access.5 HAN Device shall control access to data in accordance with a managed security policy when logically linking one or more networks (e.g., users, applications, devices, data access-read/write, EMS, etc.).
Security.Access.14 The application shall provide a means for authorized users to configure HAN Devices to communicate with one or more HANs (e.g., authorized users can select which portions of an application are available to devices not Registered to the Utility ESI).
Security.Access.18 The ESI will be the clear information boundary between the Service Provider network (e.g. AMI, internet, broadband, local area network, gateway to local devices, etc.) and the HAN Device(s) that are Registered to it.

Security.Integrity.2 ESI shall provide a configurable filtering function (e.g. message structural integrity, message rate, message type, etc.) that filters messages transmitted bi-directionally between HAN devices and the Service Provider through the ESI.

Security.Access.xx HAN device shall prevent the unauthorized release of information.
Security.Access.xx ESI shall check incoming communications to ensure that the communications are coming from an authorized source and routed to Registered HAN devices.
Security.Integrity.xx ESI shall protect against or limit the launch of denial-of-service attacks to Service Provider systems (e.g. electric grid, AMI, back office systems, etc.)

Comm.Control.16 The HAN shall support bridging between communications media (e.g. wireless HAN and wired HAN), while maintaining compatibility and security requirements.

	2.8.8
	Communication Integrity 
1. The control system design and implementation protects the integrity of electronically communicated information.
2. The organization employs cryptographic mechanisms to ensure recognition of changes to information during transmission unless otherwise protected by alternative physical measures (e.g., protective distribution systems).

3. The use of cryptography within a control system will introduce latency to control system communication. The latency introduced from the use of cryptographic mechanisms must not degrade the operational performance of the control system or impact personnel safety.

4. Failure of a cryptographic mechanism must not create a denial of service. Control systems generally support the objectives of availability, integrity, and confidentiality. Therefore, the use of cryptography should be determined after careful consideration.

5. The control system maintains the integrity of information during aggregation, packaging, and transformation in preparation for transmission.


	Security.Access.3 HAN Device shall control access to transmitted HAN data (data in transit).
Security.Access.4 HAN Device shall provide protection of HAN data while being processed (data in processing) (e.g., trusted processor).   
Security.Integrity.1 HAN Device shall protect the integrity of the HAN system (e.g., shall not adversely impact the operations of the HAN system by introducing malicious or unintended activity).
Security.Integrity.5 HAN Device shall detect unauthorized modification of data attributes (e.g., modification to a message type).
Security.Integrity.17 The ESI shall be configurable to detect and take appropriate action towards Registered HAN devices that are impairing the performance of the ESI (e.g. repeatedly sending degraded (Error) messages or repetitive messages at a high rate).
Security.Reg.6 HAN Device shall provide a means to update (i.e., change, reconstitute, rollover) authentication materials.

Security.Reg.10 HAN Device shall support a Registration method that employs cryptographic operations (e.g., digital signatures).

Comm.Control.5 HAN Device shall include a data integrity mechanism for all communications (e.g., checksum).



	2.8.9
	Communication Confidentiality 
1. The control system design and implementation protects the confidentiality of communicated information where necessary.

2. The organization employs cryptographic mechanisms to prevent unauthorized disclosure of information during transmission unless otherwise protected by alternative physical measures.

3. The control system maintains the confidentiality of information during aggregation, packaging, and transformation in preparation for transmission.


	Security.Access.3 HAN Device shall control access to transmitted HAN data (data in transit).
Security.Access.10 HAN Device shall implement mechanisms to prevent unintended disclosure of source/originator data to unauthorized principals.  

Security.Reg.4 HAN Device shall not store or send authentication materials over the network in an insecure fashion (e.g., do not transmit passwords or keys in the clear).
Comm.Control.17 Authorized users (e.g. Utility, Consumer, Service Provider, EMS, etc.) shall be provided secure two-way access to Registered or Enrolled HAN Devices.

	2.8.11
	Cryptographic Key Establishment and Management
1. When cryptography is required and employed within the control system, the organization establishes and manages cryptographic keys using automated mechanisms with supporting procedures or manual procedures.

2. The organization maintains availability of information in the event of the loss of cryptographic keys by users.
	Security.Access.15 The HAN shall follow NIST SP 800-57, Recommendation for Key Management. (Note: This Recommendation provides guidance when using the cryptographic features of current systems. It is intended to help system administrators and system installers adequately secure applications based on product availability and organizational needs, and to support organizational decisions about future procurements. The guide also provides information for end users regarding application options left under their control in the normal use of the application).
Security.Reg.2 HAN Device shall provide a mechanism which allows for multiple and configurable authentication materials (e.g., device ID, device type, key, serial key, device configuration, certificate, etc.).
Security.Reg.9 HAN Device shall use security services (i.e., cryptographic services) which are either FIPS-approved or NIST-recommended.

Security.Reg.10 HAN Device shall support a Registration method that employs cryptographic operations (e.g., digital signatures).



	2.8.12
	Use of Validated Cryptography

1. The organization develops and implements a policy governing the use of cryptographic mechanisms for the protection of control system information. The organization ensures all cryptographic mechanisms comply with applicable laws, regulatory requirements, directives, policies, standards, and guidance.

2. The organization protects cryptographic hardware from physical tampering and uncontrolled electronic connections.

3. The organization selects cryptographic hardware with remote key management capabilities.
	Security.Reg.2 HAN Device shall provide a mechanism which allows for multiple and configurable authentication materials (e.g., device ID, device type, key, serial key, device configuration, certificate, etc.).
Security.Reg.9 HAN Device shall use security services (i.e., cryptographic services) which are either FIPS-approved or NIST-recommended.
Security.Reg.10 HAN Device shall support a Registration method that employs cryptographic operations (e.g., digital signatures).

Security.Reg.13 ESI shall enable remote network and security configuration/control including the ability to remotely configure the rules (i.e., policies) which governs its logical network and interactions with its Registered devices.
Security.Integrity.14 HAN Device shall use tamper-resistant hardware (e.g., epoxy, etc.).  


	2.8.14
	Transmission of Security Parameters

1. The control system reliably associates security parameters (e.g., security labels and markings) with information exchanged between the enterprise systems and the control system.

2. The control system validates the integrity of security parameters exchanged between systems.
	Security.Reg.6 HAN Device shall provide a means to update (i.e., change, reconstitute, rollover) authentication materials.
Security.Integrity.3 HAN Device shall detect unauthorized modification of security-related data during storage and transit. 

Security.Integrity.xx ESI shall validate the integrity of security parameters exchanged.
Security.Integrity.xx ESI shall associate security parameters (e.g., security labels and markings) with information exchanged.

	2.8.18
	System Connections

1. All external control system and communication connections are identified and protected from tampering or damage.
	Security.Integrity.14 HAN Device shall use tamper-resistant hardware (e.g., epoxy, etc.) and communication.  


	2.8.19
	Security Roles

1. The control system design and implementation specifies the security roles and responsibilities for the users of the system.
	Security.Reg.18 ESI shall have the ability to accept or reject device requests based on Service Provider-specific information (e.g., network ID, gateway ID, or Service Provider ID).  
Security.Reg.23 An authorized user (e.g. Utility, Service Provider, Consumer, etc.) shall be able to remotely or locally de-Register a HAN Device. 
Security.Enroll.1 HAN Device shall authenticate the source of all control signals.

Security.Enroll.4 Authorized users (e.g. Utility, Consumer, Service Provider, etc.) shall be provided secure two-way access to Enrolled HAN Devices. 
Security.Enroll.2 HAN Device shall accept Enrollment configuration (e.g. Service Provider ID, program ID, etc.) either remotely or locally.

Security.Enroll.6 ESI shall allow for un-enrolling a HAN Device in a Service Provider program.  


	2.8.20
	Message Authenticity

1. The control system provides mechanisms to protect the authenticity of device-to-device communications.

2. Message authentication mechanisms should be implemented at the protocol level for both serial and routable protocols.
	Security.Access.10 HAN Device shall implement mechanisms to prevent unintended disclosure of source/originator data to unauthorized principals.  

Security.Integrity.4 HAN Device shall detect unauthorized modification of data during network transit (e.g., check sums and hashes).
Security.Reg.1 HAN Device shall support Mutual Authentication.
Security.Reg.5 HAN Device shall support a defined Registration process.

Security.Access.17 Only HAN Devices that are Registered with the ESI will be able to communicate directly with the ESI.



	2.8.24
	Fail in Known State

1. The control system fails to a known state for defined failures.

2. The control system preserves defined system state information in failure.
	Security.Integrity.17 The ESI shall be configurable to detect and take appropriate action towards Registered HAN devices that are impairing the performance of the ESI (e.g. repeatedly sending degraded (Error) messages or repetitive messages at a high rate).
Perf.3 After loss of power, HAN Device shall return to its post-configuration state (i.e., shall persist communication and registration configurations).
Perf.3 HAN Device shall have surge protection.

	2.8.28
	Confidentiality of Information at Rest

1. The control system protects the confidentiality of information at rest.

2. The organization employs cryptographic mechanisms to prevent unauthorized disclosure of information at rest unless otherwise protected by alternative physical measures.
	Security.Access.2 HAN Device shall control access to persistent HAN data (data at rest). 

Security.Access.12 HAN Device shall support confidentiality and access controls that employ cryptographic operations (e.g., digital signatures).

Security.Integrity.3 HAN Device shall detect unauthorized modification of security-related data during storage and transit. 



	2.14.7
	Software and Information Integrity

1. The system monitors and detects unauthorized changes to software and information.

2. The organization reassesses the integrity of software and information by performing on an organization-defined frequency integrity scans of the system and uses the scans with extreme caution on designated high-availability systems.

3. The organization employs automated tools that provide notification to designated individuals upon discovering discrepancies during integrity verification and uses automated tools with extreme caution on designated high-availability systems.

4. The organization employs centrally managed integrity verification tools and uses such tools with extreme caution on designated high-availability systems.

5. The organization requires use of tamper-evident packaging for organization-defined system components during transportation from vendor to operational site, during operation, or both.
	Security.Access.7 ESI shall have the ability to enforce policy periods (time constraints) for security policy elements (e.g., maintenance/firmware window) for communications with the ESI.

Security.Integrity.8 HAN Device shall protect the HAN from malicious code (e.g., buffer overflow protection, limit executable code exposure).
Security.Integrity.10 HAN Device shall validate the source of HAN security policy. 
 Security.Integrity.11 HAN Device shall detect unauthorized modification of HAN security policy.  

Security.Integrity.12 HAN Device shall detect unauthorized modification of audit data.
Security.Integrity.13 HAN Device shall validate the integrity of all software updates, including source, structure, and version.
 Security.Integrity.14 HAN Device shall use tamper-resistant hardware (e.g., epoxy, etc.).  

	2.14.11
	Error Handling

1. The system identifies error conditions

2. The system generates error messages that provide information necessary for corrective actions without revealing potentially harmful information that could be exploited by adversaries

3. The system reveals error messages only to authorized personnel

4. The system prohibits inclusion of sensitive information in error logs or associated administrative messages.


	Security.Integrity.6 HAN Device shall attempt to correct unauthorized modification of data attributes (e.g., NAK, resend).  
Security.Account.1 HAN Device shall alert the ESI of all detected, security-related activities, including access control, authentication, and integrity violations.

Comm.Control.20 ESI shall resend a message upon failure of a requested confirmation from HAN Device and the HAN Device shall appropriately handle receipt of retries.



	2.15.9
	Least Privilege

1. The organization employs the concept of least privilege, limiting authorized access for users (and processes acting on behalf of users) as necessary, to accomplish assigned tasks.

2. The organization explicitly authorizes access to organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information. Note: Explicitly authorized personnel include security administrators, system and network administrators, system security officers, system maintenance personnel, system programmers, and other privileged users.

3. The organization requires that users of system accounts with access to organization-defined list of security functions or security-relevant information, use nonprivileged accounts when accessing other system functions, and if feasible, audits any use of privileged accounts for such functions.
4. The organization authorizes network access to organization-defined privileged commands only for compelling operational needs and documents the rationale for such access in the security plan for the system.


	Security.Access.6 ESI shall provide mechanisms to enforce a policy based on least privilege (i.e., explicit authorization) for communications with the ESI.

Security.Access.11 HAN Device shall implement controls which limit access to audit information.

Security.Reg.20 An authorized user shall be able to Register a HAN Device either locally or remotely (e.g. through a Web Portal or other 3rd Party registration service [i.e. retail store, depot, or other]).

	2.15.10
	User Identification and Authentication

1. The system uniquely identifies and authenticates organizational users (or processes acting on behalf of organizational users).

2. The system employs multifactor authentication for remote access and for access to privileged accounts.

3. The system employs multifactor authentication for network access and for access to privileged accounts.

4. The system employs multifactor authentication for local and network access.


	Security.Access.14 The application shall provide a means for authorized users to configure HAN Devices to communicate with one or more HANs (e.g., authorized users can select which portions of an application are available to devices not commissioned to the Utility ESI).

Security.Account.9 ESI shall provide a mechanism for source identification of data (e.g., HAN and AMI System data).
Security.Reg.11 ESI shall provide an authentication mechanism which proxies for the Service Provider (e.g., negotiates on behalf of the Service Provider).

Security.Reg.13 ESI shall enable remote network and security configuration/control including the ability to remotely configure the rules (i.e., policies) which governs its logical network and interactions with its Registered devices.
Security.Reg.18 ESI shall have the ability to accept or reject device requests based on Service Provider-specific information (e.g., network ID, gateway ID, or Service Provider ID).  
 Security.Reg.20 An authorized user shall be able to Register a HAN Device either locally or remotely (e.g. through a Web Portal or other 3rd Party registration service [i.e. retail store, depot, or other]).
Security.Reg.23 An authorized user (e.g. Utility, Service Provider, Consumer, etc.) shall be able to remotely or locally de-Register a HAN Device.
Security.Enroll.4 Authorized users (e.g. Utility, Consumer, Service Provider, etc.) shall be provided secure two-way access to Enrolled HAN Devices.

	2.15.11
	Permitted Actions without Identification or Authentication

1. The organization identifies and documents specific user actions, if any, that can be performed on the system without identification or authentication.

2. The organization permits actions to be performed without identification and authentication only to the extent necessary to accomplish mission objectives.
	App.HMI.7 HAN Device shall provide a user-configurable display.  

App.HMI.8 HAN Device shall accept user configurations either locally or remotely.  

App.HMI.9 HAN Device shall accept user preferences (e.g., Celsius/Fahrenheit, color, language) either locally or remotely.  
App.HMI.16 HAN Device shall accept payment data from the consumer.
App.HMI.18 HAN devices shall accept user preference to display values in a currency with an appropriate number of decimal places or rounded to the nearest full currency unit.
App.HMI.21 The HAN device shall provide abilities for the Consumer to a) reset the HAN device to a default state and, or, b) to erase all Consumer information (e.g. usage, billing, pricing, etc.).

	2.15.12
(not originally included in NISTIR for these interfaces)
	Device Identification and Authentication

1. The system uniquely identifies and authenticates an organization-defined list of devices before establishing a connection.

2. The system authenticates devices before establishing remote network connections using bi-directional authentication between devices that is cryptographically based. Note: Remote network connection is any connection with a device communicating through an external, nonorganization-controlled network (e.g., the Internet).

3. The system authenticates devices before establishing network connections using bidirectional authentication between devices that is cryptographically based.
	Security.Access.9 HAN Device shall provide access control methods which prevent known attacks, including replay, man-in-the-middle, delay, spoofing, sequence change, and deletion attacks.
Security.Access.12 HAN Device shall support confidentiality and access controls that employ cryptographic operations (e.g., digital signatures).

Security.Access.17 Only HAN Devices that are Registered with the ESI will be able to communicate directly with the ESI.

Security.Integrity.7 HAN Device shall accept data from authorized trusted sources (e.g., ESI, EMS, other HAN Devices, etc.). 

Security.Account.9 ESI shall provide a mechanism for source identification of data (e.g., HAN and AMI System data).
Security.Reg.1 HAN Device shall support Mutual Authentication.

Security.Reg.3 HAN Device shall be configured with authentication materials (e.g., certificate, key).

	2.15.16
	Passwords
	NA - because interactive user accounts are not part of the OpenHAN SRS (Note: an EVSE may require a password for a PEV to plug in)

	2.15.26
	Wireless Access Restrictions

1. The organization establishes use restrictions and implementation guidance for wireless technologies

2. The organization authorizes, monitors, and manages wireless access to the control system.
3. The organization uses authentication and encryption to protect wireless access to the control system. Any latency induced from the use of encryption must not degrade the operational performance of the control system.

4. The organization scans for unauthorized wireless access points at a specified frequency and takes appropriate action if such access points are discovered. Organizations conduct a thorough scan for unauthorized wireless access points in facilities containing high-impact control systems. The scan is not limited to only those areas within the facility containing the high-impact control systems.


	Security.Reg.5 HAN Device shall support a defined Registration process.

Security.Reg.9 HAN Device shall use security services (i.e., cryptographic services) which are either FIPS-approved or NIST-recommended.

Security.Reg.10 HAN Device shall support a Registration method that employs cryptographic operations (e.g., digital signatures).

Comm.Control.1 HAN Device shall accept network organization messages from the Energy Services Interface (e.g., gateway location, routing table, address).  

Comm.Control.2 HAN Device shall accept network organization messages from peer devices (e.g., hidden node). 



	2.16.2
	Auditable Events
1. The organization determines, based on a risk assessment in conjunction with mission/business needs, which system‑related events require auditing (e.g., an organization-defined list of auditable events and frequency of [or situation requiring] auditing for each identified auditable event)

2. The organization coordinates the security audit function with other organizational entities requiring audit-related information to enhance mutual support and to help guide the selection of auditable events

3. The organization ensures that auditable events are adequate to support after-the-fact investigations of security incidents

4. The organization adjusts, as necessary, the events to be audited within the system based on current threat information and ongoing assessments of risk.
5. The organization reviews and updates the list of organization-defined auditable events on an organization-defined frequency.

6. The organization includes execution of privileged functions in the list of events to be audited by the system.

	Security.Access.11 HAN Device shall implement controls which limit access to audit information.

Security.Integrity.12 HAN Device shall detect unauthorized modification of audit data.
Security.Account.2 HAN Device shall audit and store all security-related activities, including access control violations, authentication activities, etc.
Security.Account.3 HAN Device shall provide, at a minimum, the following information for all detected security events: date and time of the event, type of event, device/user identity. 
Security.Reg.19 ESI shall maintain a current list of Registered HAN Devices and make that list available upon request.
Comm.Control.15 The ESI shall support time stamp logging of communication to/from HAN Devices. 



	2.16.3
	Content of Audit Records

1. The system produces audit records that contain sufficient information to establish what events occurred, when the events occurred, where the events occurred, the sources of the events, and the outcomes of the events.

2. The system provides the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.

3. The system provides the capability to centrally manage the content of audit records generated by individual components throughout the system.


	Security.Account.2 HAN Device shall audit and store all security-related activities, including access control violations, authentication activities, etc.
Security.Account.3 HAN Device shall provide, at a minimum, the following information for all detected security events: date and time of the event, type of event, device/user identity. 

Security.Account.6 HAN Device shall provide the capability to identify mandatory and configurable audit elements (In this context, mandatory refers to audit elements which are always enabled and configurable refers to audit elements which can be enabled or disabled at the discretion of the Consumer or Service Provider).



	2.16.4
	Audit Storage Capacity

1. The organization allocates sufficient audit record storage capacity and configures auditing to reduce the likelihood of such capacity being exceeded.
	Security.Account.2 HAN Device shall audit and store all security-related activities, including access control violations, authentication activities, etc.
Security.Account.xx HAN Device shall provide the capability to configure audit record storage capacity and configure auditing to reduce the likelihood of such capacity being exceeded.

	2.16.15
	Audit Generation
1. The system provides audit record generation capability for the auditable events

2. The system provides audit record generation capability at the organization-defined system components
3. The system allows authorized users to select which auditable events are to be audited by specific components of the system

4. The system generates audit records for the selected list of auditable events.


	Security.Access.8 HAN Device shall provide methods to query and report access control data settings.   
Security.Account.2 HAN Device shall audit and store all security-related activities, including access control violations, authentication activities, etc.
Security.Account.4 HAN Device shall provide the ESI access to audit data.
Security.Account.5 HAN Device shall provide the ability to perform searches, sorts and filters of audit data based on date and time, type and/or user identity.
Security.Account.6 HAN Device shall provide the capability to identify mandatory and configurable audit elements (In this context, mandatory refers to audit elements which are always enabled and configurable refers to audit elements which can be enabled or disabled at the discretion of the Consumer or Service Provider).
Security.Account.10 ESI shall provide the capability to audit system policies.

	2.16.16
	Non-Repudiation

1. The information system protects against an individual falsely denying having performed a particular action.

2. The information system associates the identity of the information producer with the information.

3. The information system validates the binding of the information producer’s identity to the information.

4. The information system maintains reviewer/releaser identity and credentials within the established chain of custody for all information reviewed or released.

5. The information system validates the binding of the reviewer’s identity to the information at the transfer/release point prior to release/transfer from one security domain to another security domain.

6. The organization employs [Selection: FIPS-validated; NSA-approved] cryptography to implement digital signatures.
	Security.Account.7 ESI shall provide non-repudiation that a message was sent from the ESI to a HAN device.
Security.Account.8 ESI shall provide non-repudiation that a reply was received from a HAN device back to the ESI.
Security.Reg.9 HAN Device shall use security services (i.e., cryptographic services) which are either FIPS-approved or NIST-recommended.

Security.Enroll.1 HAN Device shall authenticate the source of all control signals.

	2.18.5
	Control System Connections
1. The organization authorizes all connections from the system to other systems outside the authorization boundary through the use of system connection agreements

2. The organization documents the system connections and associated security requirements for each connection

3.    The organization monitors the system connections on an ongoing basis verifying enforcement of documented security requirements.
	Security.Reg.13 ESI shall enable remote network and security configuration/control including the ability to remotely configure the rules (i.e., policies) which governs its logical network and interactions with its Registered devices.
Security.Reg.23 An authorized user (e.g. Utility, Service Provider, Consumer, etc.) shall be able to remotely or locally de-Register a HAN Device. 
Security.Enroll.2 HAN Device shall accept Enrollment configuration (e.g. Service Provider ID, program ID, etc.) either remotely or locally.
Security.Enroll.4 Authorized users (e.g. Utility, Consumer, Service Provider, etc.) shall be provided secure two-way access to Enrolled HAN Devices.
Security.Enroll.6 ESI shall allow for un-enrolling a HAN Device in a Service Provider program.  
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