Table __: Security Access Requirements Mapping
	Requirement

ID
	OpenHAN System Requirements
	Utility ESI
	ESI
	PCT
	IHD
	EMS
	Load Control
	AMI Meter
	HAN Meter (non-electric)
	Smart Appliance
	EVSE
	EUMD

	Security.Access.1
	Energy Services Interface shall provide access control (i.e., logical segmentation) to Service Provider applications, data, and services (e.g., control data, consumer-specific consumption data).
	S
	S
	NA
	NA
	NA
	NA
	S
	S
	NA
	NA
	NA

	Security.Access.2
	HAN Device shall control access to persistent HAN data (data at rest).
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.3
	HAN Device shall control access to transmitted HAN data (data in transit).
	S
	S
	S
	NA
	S
	S
	S
	S
	S
	S
	S

	Security.Access.4
	HAN Device shall provide protection of HAN data while being processed (data in processing). 
	S
	S
	O
	NA
	S
	S
	S
	S
	O
	S
	S

	Security.Access.5
	HAN Device shall control access to data in accordance with a managed security policy when logically linking one or more networks.
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.6
	ESI shall provide mechanisms to enforce a policy based on least privilege (i.e., explicit authorization) for communications with the ESI.
	S
	S
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Access.7
	ESI shall have the ability to enforce policy periods (time constraints) for security policy elements for communications with the ESI.
	S
	S
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Access.8
	HAN Device shall provide methods to query and report access control data settings.   
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.9
	HAN Device shall provide access control methods which protect against applicable  known attacks, including but not limited to replay, man-in-the-middle, delay, spoofing, sequence change, denial of service and deletion attacks.
Note: eliminate the list of known attacks and reference a security document –Darren Highfill, March Schaefer, Mike Ahmadi (maybe AMI Security Profile)
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.10
	HAN Device shall implement mechanisms to prevent unintended disclosure of source andoriginator data to unauthorized parties principals.  
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.11
	HAN Device shall implement controls which limit access to audit information.
	S
	S
	O
	NA
	S
	O
	S
	S
	O
	S
	S

	Security.Access.12
	
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.13
	HAN Device shall support cryptographically verifiable operations that provide confidentiality and integrity 
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.14
	The application shall provide a means for authorized users to configure HAN Devices to communicate with one or more HANs (e.g., authorized users can select which portions of an application are available to devices not commissioned to the Utility ESI).
	NA
	NA
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.15
	The HAN device shall follow  NIST SP 800-57, Recommendation for Key Management
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.16
	Utility ESI and AMI Meter shall comply with follow the AMI Security Profile v2.0 when communicating with the Utility.  UtilityAMI System Security Requirements Specification v1.0.
Note: is there a better place for this in the doc.
	S
	NA
	NA
	NA
	NA
	NA
	S
	S
	NA
	NA
	NA

	Security.Access.17
	Only HAN Devices that are Registered with the ESI shall be able to communicate <private data> directly with the ESI.
	NA
	NA
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Access.18
	The ESI shall be the clear information and security boundary between the Service  Provider network and the HAN Device(s) that are commissioned to it, providing protection for each from exploits on the other.
	S
	S
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA


