Table __: Security Accountability Requirements Mapping

	Requirement

ID
	OpenHAN System Requirements
	Utility ESI
	ESI
	PCT
	IHD
	EMS
	Load Control 
	AMI Meter
	HAN Meter (non-electric)
	Smart Appliance
	EVSE
	EUMD

	Security.Account.1

	HAN Device shall alert the ESI of all detected, security-related  violations, including access control, authentication, and integrity.
	S
	S
	S

	NA
	S
	S
	S
	S
	NA
	S
	S

	Security.Account.xx
	HAN Device shall only respond to  incoming communication validated for authenticity, integrity, and authorization 
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Account.2

	HAN Device shall audit and store all security-related violations, including access control, authentication and integrity. 
	S
	S
	NA
	NA
	O
	NA
	S
	S
	NA
	NA
	O

	Security.Account.3
	HAN Device shall provide, at a minimum, the following information for all detected security violations: date and time of the event, type of event, device/user identity. 
	S
	S
	S
	NA
	S
	S
	S
	S
	S
	S
	S

	Security.Account.xx
	HAN Device shall provide, at a minimum, the following information for changes to a security setting or configuration: date and time of the event, type of event, device/user identity. 
	S
	S
	O
	NA
	O
	O
	S
	S
	O
	O
	S

	Security.Account.4
	HAN Device shall provide the ESI access to audit data upon request 
	S
	S
	NA
	NA
	O
	NA
	S
	S
	NA
	NA
	O

	Security.Account.xx
	HAN Device shall provide the capability to configure audit record storage capacity, configure auditing to reduce the likelihood of such capacity being exceeded, and alert the Service Provider in the event that the capacity is exceeded.

	S
	S
	NA
	NA
	O
	NA
	S
	S
	NA
	NA
	O

	Security.Account.5
	HAN Device shall provide the ability to perform searches, sorts and filters of audit data based on date and time, type and/or user identity.
	S
	S
	NA
	NA
	O
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Account.6
	HAN Device shall provide the capability to identify mandatory and configurable audit elements.

Darren: what constitutes an audit element and which are mandatory or configurable 
	S
	S
	NA
	NA
	O
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Account.7

	ESI shall provide non-repudiation that a message was sent from the ESI to a HAN device.
	S
	S
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Account.8

	ESI shall provide non-repudiation that a reply was received from a HAN device back to the ESI.
	S
	S
	NA
	
NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Account.9

	ESI shall provide a mechanism for source identification of data received from registered HAN devices, and Service Provider. 
	S
	S
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA

	Security.Account.10
	ESI shall provide the capability for the Service Provider to audit the ESI security policies.


	S
	S
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA


�Assuming all items which require validation that data is genuine should receive an S, but only those involving control would alert the ESI.


�PCT has load control


�I don’t believe most end user devices need to log.


�ESI should confirm message sends


�ESI does not need to confirm all replies. Reply required for control elements and north bound systems.


�OPT-IN/OPT-OUT Messaging may require this.


�Required for Northbound systems and coordinators.





