Table __: Security Integrity Requirements Mapping
	Requirement

ID
	OpenHAN System Requirements
	Utility ESI
	ESI
	PCT
	IHD
	EMS
	Load Control 
	AMI Meter
	HAN Meter (non-electric)
	Smart Appliance
	EVSE
	EUMD

	Security.Integrity.1

	HAN Device shall protect the integrity of the HAN system (e.g., shall not adversely impact the operations of the HAN system by introducing malicious or unintended activity).
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.2
	ESI shall provide a configurable filtering function (e.g. message structural integrity, message rate, message type, etc.) that filters messages transmitted bi-directionally between HAN devices and the Service Provider through the ESI.
	S
?
	S?

	N/A
	N/A
	N/A
	N/A
	S

	S

	N/A
	S
?
	N/A

	Security.Integrity.3

	HAN Device shall detect unauthorized modification of security-related data during storage. 
	S
	S
	
	
	
	
	S
	S
	
	
	

	Security.Integrity.4

	HAN Device shall detect unauthorized modification of data during network transit (e.g., check sums and hashes).
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.5

	HAN Device shall detect unauthorized modification of data attributes (e.g., modification to a message type). 
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.6

	HAN Device shall attempt to correct error, or conditions around an error, causing an unauthorized modification of data. 
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.7

	HAN Device shall only accept data from authorized trusted sources. 
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.8

	HAN Device shall protect the HAN from malicious code 
(e.g., buffer overflow protection, limit executable code exposure).
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.9

	HAN Device shall separate security critical functionality and data from non-security critical system data.  

	S
	S
	
	
	
	
	S
	S
	
	S
	

	Security.Integrity.10

	HAN Device shall validate the source of HAN security policy.  

	S
	S
	
	
	S
	
	S
	S
	
	S
	

	Security.Integrity.11
	HAN Device shall detect unauthorized modification of HAN security policy.  

	S
	S
	
	
	S
	
	S
	S
	
	S
	

	Security.Integrity.12
	HAN Device shall detect unauthorized modification of audit data.

	S
	S
	
	
	S
	
	S
	S
	
	S
	

	Security.Integrity.13

	HAN Device shall validate the integrity of all software updates, including source, structure, and version.
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.14
	HAN Device shall use tamper-resistant hardware.  
	S
	
	
	
	
	
	S
	S
	
	S
	

	Security.Integrity.15

	HAN Device shall support open source 
security methods.
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.16

	HAN Device shall provide multiple security methods
. 
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.17
	The ESI shall be configurable to detect and take appropriate action towards registered HAN devices that are impairing the performance of the ESI.
	S
	S
	
	
	
	
	
	
	
	
	


Brad’s Notes

COMMENT 1: Security.Integrity.1

Unfortunately, this is not written as a proper requirement.  Change

HAN Device shall protect the integrity of the HAN system (e.g., shall not adversely impact the operations of the HAN system by introducing malicious or unintended activity).

To

Devices connected to the HAN shall enable means to protect the integrity of the HAN.

Also, the ‘e.g.’ portion must be removed or restated as part of the original requirement. The text in the e.g. may not be very realistic as HAN elements up to and including the meter physical HAN radio are to be held as ‘red’ due to loss of utility control.  
Unfortunately, this is a master or high level requirement, At this level, the requirement applies to all logical elements of the HAN.
COMMENT 2: Security.Integrity.2
This is also an availability requirement as the purpose of the filter is to protect the AMI from runaway or malicious volumes of traffic as well as hardening the layering.

Change

ESI shall provide a configurable filtering function (e.g. message structural integrity, message rate, message type, etc.) that filters messages transmitted bi-directionally between HAN devices and the Service Provider through the ESI.

To

Utility ESI or upstream elements on the physical device hosting the Utility ESI shall enable security policy deployment and enforcement for the purpose of protecting assets on or upstream of the Premises edge.

Add

Security Policies deployed to the Utility ESI or physical device hosting the Utility ESI shall be cryptographically verifiable as authentic and timely prior to enforcement.
COMMENT 3: Security.Integrity.4

Change

HAN Device shall detect unauthorized modification of data during network transit (e.g., check sums and hashes).
To

HAN Device shall detect unauthorized modification of network data during  transit.

Add

All data in transit over the HAN to or from the Utility ESI shall be protected by a FIPS 140-2 compliant cryptographic mode having simultaneous message integrity verification means.
HAN Device shall verify all network message integrity codes.
HAN Applications shall be capable of applying and verifying network independent message integrity codes for any message.
HAN Applications shall verify all received integrity codes.
COMMENT 4: Security.Integrity.5
See additions in comment 3 to address application messages.  This requirement is ambiguous whether it applies to application messages or transport messages (packets).

COMMENT 5: Security.Integrity.7

Change

HAN Device shall accept data from authorized trusted sources (e.g. ESI, EMS, other HAN devices)...
To

HAN Device shall only accept data from authorized trusted sources.
Add

HAN Device shall verify the authenticity of identity context for incoming data at all times 
HAN Device shall initially verify the authorization of identity context for incoming data.
HAN Device shall continuously enforce the authorization or appropriateness of action induced at the device.
COMMENT 6: Security.Integrity.9
This is nearly impossible for small devices.  It is of negligible value to smaller and customer facing devices as any such protections should be reinforced by remotely verifiable physical tamper protections and seals bearing a zeroization means, etc..
COMMENT 7: Security.Integrity.13
Following applies to all devices updateable by remote system update (all devices in a HAN owned, directly operated by a Utility ESI, or containing a Utility ESI):


HAN Devices shall permit system updates to be initiated only at the application layer or directly at the hardware layer.
HAN Devices shall protect the system update process at an application layer interface.

HAN Devices shall cryptographically verify integrity of system update images at rest prior to use.
HAN Devices shall transmit and shall only receive system update images that are individually encrypted.
HAN Devices shall verify authenticity and appropriateness of system update images prior to use.
HAN Devices shall verify authenticity and authorization of the identity context of sending identity prior to use of any system update image.

HAN Devices shall update system images as soon as possible following delivery of valid image.
HAN Devices shall provisionally install system updates. Should a following authentic enable command arrive within preconfigured time interval, the change will be rendered permanent.  Should a following authentic enable command fail to arrive within preconfigured time interval, the change shall be reverted to the prior system image.

HAN Device shall actively confirm that the system update was successful and reverted to the prior system image if not successful.
HAN Devices shall permanently retain a known default system image that is separate from the current or updated firmware image. The device shall be capable of being remotely commanded to revert to the known default system image.
HAN Devices shall only act upon authenticated, authorized, system updates once per day or less often.
COMMENT 8: GAP

I did not see key, identity, or security update requirements.  Key exchanges/updates is an integrity protective mechanism and should be a mandatory secured capability in all devices.   
HAN Device shall accept security material updates in accordance with the security policy.
Slade’s comments:
Based on discussion with Brad, several of the integrity requirements need clarification or additional steps to be effective. For example, number thirteen seems to be a foundational concept and would require in-depth discussion. Additionally, some of the suggested requirements(9) might require devices to have so much logical capability that they become quite expensive.
	Requirement
	OpenHAN System Requirements
	Utility ESI
	ESI
	PCT
	IHD
	EMS
	Load Control 
	AMI Meter
	HAN Meter (non-electric)
	Smart Appliance
	EVSE
	EUMD

	ID
	
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.1 
	Devices connected to the HAN shall not degrade the integrity of the HAN.

	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.2
Security.Integrity.xx


	ESI shall provide a configurable filtering function (e.g. message structural integrity, message rate, message type, etc.) that filters messages transmitted bi-directionally between HAN devices and the Service Provider through the ESI.

ESI shall enable security policy deployment and enforcement for the purpose of protecting assets upstream of the ESI.

ESI shall enable security policy deployment and enforcement for the purpose of protecting HAN Devices Registered to the ESI

	S 
	S 
	N/A
	N/A
	N/A
	N/A
	NA
	NA
	N/A
	NA
	N/A

	Security.Integrity.3 
	HAN Device shall detect unauthorized modification of security-related data during storage. 
	S
	S
	O
	O
	O
	O
	S
	S
	O
	O
	S

	Security.Integrity.4 
	HAN Device shall detect unauthorized modification of data during transit.

	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.5 
	Delete

HAN Device shall detect unauthorized modification of data attributes (e.g., modification to a message type). 
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.6 
	HAN Device shall attempt to correct error, or conditions around an error, causing an unauthorized modification of data. 


	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.7 
	HAN Device shall accept data only from authorized trusted sources. 

	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.xx
	HAN Device shall not act on data which has been identified as modified in an unauthorized manner in transit.
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.xx
	HAN Device shall verify the authenticity of identity context for incoming data at all times 


	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.8 
	HAN Device shall protect the HAN from malicious code (e.g., buffer overflow protection, limit executable code exposure).
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	Security.Integrity.9 
	HAN Device shall separate security critical functionality and data from non-security critical system data.  
	S
	S
	NA
	NA 
	NA
	NA
	S
	S
	NA
	S
	NA

	Security.Integrity.10 
	HAN Device shall validate the source of HAN security policy.  
	S
	S
	 
	 
	S
	 
	S
	S
	 
	S
	 

	Security.Integrity.11
	HAN Device shall detect unauthorized modification of HAN security policy.  
	S
	S
	 
	 
	S
	 
	S
	S
	 
	S
	 

	Security.Integrity.12
	HAN Device shall detect unauthorized modification of audit data.
	S
	S
	O
	NA
	S
	O
	S
	S
	O
	S
	O

	Security.Integrity.13 
	HAN Device shall validate the integrity of all software updates, including source, structure, and version.

	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	
	HAN Device shall permit system updates to be initiated only remotely at the application layer or directly at the device.


	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	
	HAN Device shall cryptographically verify integrity of system update images at rest prior to use.


	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	
	HAN Device shall transmit and shall only receive system update images that are individually encrypted.


	S
	S
	S
	S
	S
	O
	S
	S
	S
	S
	S

	
	HAN Devices shall timely update system images following delivery of valid image.


	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	
	HAN Device shall actively confirm that a system update was successful and revert to a prior system image if not successful.


	S
	S
	S
	S
	S
	S
	S
	S
	S
	S
	S

	
	HAN Devices shall permanently retain a known default system image that is separate from the current or updated firmware image. The device shall be capable of being remotely commanded to revert to the known default system image.


	S
	O
	O
	O
	S
	O
	S
	S
	O
	O
	O

	Security.Integrity.14
	HAN Device shall use tamper-resistant hardware.  
	S
	O
	O
	O
	O
	O
	S
	S
	 O
	S
	 O

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	HAN Device shall accept security material updates in accordance with the security policy.
	
	
	
	
	
	
	
	
	
	
	

	Security.Integrity.16
	The ESI shall be configurable to detect and take appropriate action towards registered HAN devices that are impairing the performance of the ESI.
	S
	S
	 
	 
	 
	 
	 
	 
	 
	 
	 

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	


� Restate, see comment.


�If utility ESI impliies upstream utility AMI or upstream utility internet, this must be done on the upstream side of the ESI.


�If ESI implys underlying gateway, the upstream side of the ESI should optionally do this.


�Meters must do this if they bear the HAN access.  Must be enforced upstream of ESI.


�If non-electric = revenue, need to do this.  In fact, revenue should never be on the customer HAN.


�If EVSE implies access to an upstream link to the internet, this needs to be done to protect the upstream link from the HAN. However, EVSE security is probably is completely out of scope of the utility.


�While nice sounding, this could be extremely costly. I reccomend building some use cases to justify this requirement.  I think the meter better be doing this for sure from the various attacks I’ve seen, though.


�Restate, see comment.


�See comments below. Ambiguous if this should be application message or network  message specific. 


�


�See comment.


�Nice to have.   Also, it may be compiler’s program’s innovation that enables this or the coder’s responsibility to verify this.  Even still, this is not exactly 100% possible under any current known HAN implementation’s processor architecture.


�I don’t know how a device can enforce secure coding practices.


�See comment below. This is vague and needs to be discussed as well.


�I also do not understand what this says.


This is a subordinate of .7 and relevant to .2 above. �See relevant comments above.


�Appears to have been covered under number 7.


�Number 4-7 should cover this.


�Number 4- 6 should cover this


�See comment below


�This may be unrealistic. I think what may have been intended is an open and well defined conformance and interoperability program, approved open non-proprietary standard protocols and access to source code..


�What is meant by open source? Does it have to be free?


�What does this mean?


�I think the previous 15 items are different layers and methods of security.


�Rewritten


�Rewritten


�Rewritten


�Rewritten


�Rewritten


�Rewritten


�This seems to be a very critical piece and would need much more detail. Brad’s comments regarding how to accomplish this should probably be in the document.





