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Overview

The Programmable Communicating Thermostat (PCT) system is envisioned as a mechanism for reducing the amount of electrical power in use by the state of California during critical periods up to several hours in length.  The intent of this system is to permit a statewide organization (as yet undefined) to send out a broadcast message that causes all thermostats in the state to automatically adjust themselves so the household uses less power.  In this way the state can avoid blackouts or power system instability.  

The state is in the process of mandating that all new homes built starting in 2009 will include a PCT.  The legislation used to make this requirement is known as “Title 24”. This legislation will affect a fairly small number of homes relative to the size of the population, approximately 60,000 per year.  

However, the investor-owned utilities (IOUs) in the state will also be deploying PCTs as part of advanced metering programs affecting millions of homes per year.  These thermostats will communicate with utilities through the home electrical meter, which will be connected to a wide-area network.  These IOU networks will vary depending on the utility and different geographic areas within the utilities’ service areas.  

The PCTs deployed by the utilities will be the same basic units as those installed as a part of the Title 24 program.  The Title 24 legislation will specify a standard “expansion interface” on the PCT to accommodate the IOU network interface.  When an IOU network interface card is installed in a thermostat, the Title 24 broadcast interface will be disabled.

The IOU metering networks will also require a security solution, but these will not be addressed by the Title 24 legislation.   It would be helpful if the security solution for the broadcast Title 24 network shares components with that of the individual utilities’ metering networks, but it is not mandatory.

The Title 24 legislation text is very brief, so this working group is developing a reference design document intended to provide, if not sufficient detail to build the PCTs, at least a start toward that level of detail.

Characteristics

	Manufacturing
	Thermostat vendors are prepared to modify their manufacturing processes to support this system.  However, it would understandably be preferable if the configuration of addressing and key material could be an easily automated process.

	Purchase
	IOUs will purchase PCTs in bulk and distribute them when customers sign up for voluntary demand response programs.  Building contractors will also purchase them in bulk.  Eventually it is expected that customers will buy them at hardware stores.  

	Installation and Configuration
	Thermostats must be installable by a construction contractor, a third-party installer hired by IOUs, or ideally, by a customer.  Any installation procedures must therefore be extremely simple.  

A phone call to a 1-800 number, providing a serial number or key provided on the thermostat, has been discussed.

	Directionality
	The messages for the Title 24 network will be one-way broadcasts or multi-cast to the thermostats.  There are currently two practical candidates:  A digital FM radio (RDS) system, or a pager system.

	Addressing
	It must be possible to send messages affecting only a specified subset of the thermostats.

	Types of Messages
	Messages to be used on the broadcast network include:

· Clock Set (time, nextDST, DSToffset )

· Start Price Event (start time, stop time, ID, price)

· Emergency Event – Change Temperature (start time, stop time, ID, amount of change )

· Emergency Event – Set Temperature (start time, stop time, ID, absolute temperature )

· Cancel Event ( ID ) 

Other messages sent on the IOU networks may include “firmware download”, “display message”, or “voluntary event” commands. 

	Number of Messages
	The number of messages transmitted is very small, perhaps three or four messages per day at maximum to any given thermostat.  A “heartbeat” message is required so customers and installers can be sure that communications is established.  A possible heartbeat period of 15 minutes has been discussed.

	Processing Power
	Thermostats have limited processing power, often with only eight-bit processors and less than 1Mbyte of memory.  Cost concerns make increasing processing power for PCTs unlikely in the short term.  It is anticipated that the low-end “contractor” version of a PCT will retail for less than $50.

	Key Ownership
	At the moment, the organization that will issue the broadcast messages, and therefore would own any cryptographic keys, has not been identified.


1.0 Security

The PCT system will be a large and valuable asset to the state of California.  In order to ensure the system is able to perform in the intended manner for the long term, protective measures must be engineered into the solution from the beginning.  A defense-in-depth strategy leveraging risk management techniques is described herein, including recommendations regarding the appropriate deployment of security mechanisms at all levels to maximize effectiveness.

1.0.1  Fundamental, Strategic Objectives
The PCT system must be designed to resist attacks, prove resilient in the face of attack, and allow for expedient and effective recovery from attack.
1. Resistance
Security measures must provide the system with a robust means to resist attacks.  The foremost priority in this regard is to protect the ability to access and control the operation of PCT devices. Loss of access and control poses a huge risk to operational integrity and further risk of incurring large remedial costs.
2. Resilience
Security measures must provide the system with a means to withstand and respond to attacks.  The foremost priority in this regard is to limit damage and loss if PCT access or control is compromised.  Minimizing damage and loss is of benefit to system effectiveness as well as public safety.
3. Recovery
Security measures must provide the system with a means to recover from attack.  The foremost priority in this regard is the recovery of PCT access or control in the event of compromise.  The ability to quickly regain confidence in the safe and reliable operation of the system as intended is of paramount importance.

1.0.2  Assumptions

The following constraints are assumed in considering security solutions for the PCT system:
1. Human Factors
Although sophisticated technology can be applied to realize security objectives, the largest security risks are posed by inadequate or compromised security procedures within the responsible human organizations.  Accountability and safeguards are essential at every level of the human security structure to avoid compromising critical system information (e.g. cryptographic keys).  Organizational lapses can result from carelessness, negligence, complacency, poor judgment, poor human communication, inexperience, ignorance, collusion, and revenge, not to mention bribery, blackmail, and coercion.

2. Practical Recovery
Security measures must be built into the PCTs and the head-end system from the beginning, anticipating different kinds of loss and appropriate system responses. Viable approaches cannot include travel to customer sites.  Should recovery prove impossible for even a moderate number of PCTs (say 1,000), the replacement/repair costs and negative publicity are likely to be prohibitive.
3. Security Priorities
Of the four major communication security issues - availability, integrity/authenticity, confidentiality, and non-repudiation - the PCT system needs to focus first on authentication of message senders and second on the integrity of the message.  For the one-way (broadcast) system, availability is a lower priority since lost messages can be repeated, and confidentiality is not a priority at all. While cryptographic measures may be used in support of authentication mechanisms, encryption is not necessary for confidentiality purposes.  Non-repudiation may need to be addressed to the extent of  preventing customers from simply claiming their equipment was malfunctioning during an event.
4. Distribution Channels
PCTs may be distributed through manufacturer, utility, or retail channels. Each approach can pose distinct advantages and drawbacks, spanning a range of security considerations.
The first impact of this range of distribution mechanisms is that the installation process for the PCTs must be kept as simple as possible.  Manufacturing workers, home contractors, and customers cannot be expected to have security expertise.  Nor can they be reasonably expected to read a manual for this product.

The second issue is that cryptographic materials associated with individual PCTs or groups of PCTs must be handled in a procedural manner.  The process must protect critical, complementary pieces of cryptographic material from ever being exposed to the same person or stored in a common location.
To the extent possible, PCTs should be manufactured and distributed as part of multiple groups that have unique security credentials. This approach will lessen the risk associated with any single point of compromise.
5. Feedback
Even when using one-way communications, utilities may benefit from PCT feedback when malfunctions or potential threats arise.  PCT manufacturers can be encouraged to employ software techniques that recognize certain kinds of communications attacks. These in turn can invoke defensive measures to ignore questionable commands or prompt customers to report associated error codes through an automated phone system. The information reported from an incident might include the following, although a lot of this information could be captured during the PCT registration process at time of installation: 

· PCT model number

· PCT serial number

· Customer’s name

· Customer’s zip code

· Customer’s phone number

· Error code

· Date and time of occurrence (tagged by the PCT)

1.0.3  Risk Management Approach

Security for the PCT system should be evaluated using a risk management approach.  Such an approach includes:

· Delineating assets to be protected, including their relative value and their sensitivity to attack.

· Identifying threats, including their possible source, intent and strength.

· Enumerating vulnerabilities, including their possible frequency and serverity.

· Mapping specific threats through vulnerabilities to assets

· Determining appropriate mitigation techniques

The following sections illustrate how this approach was followed.

1.0.4  Possible Attacks

To determine the assets, threats and vulnerabilities of the PCT system, the task force considered several scenarios. These scenarios fall into several categories depending on the communications layer affected:

The task force has identified the following scenarios for possible application layer attacks:

1. Attacker turns on all air-conditioning units, causing a sudden, excessive, unexpected load, possibly leading to blackouts or grid instability.

2. Attacker recalls an authentic emergency signal, preventing the required reduction in load and forcing utilities to take other measures such as blackouts or buying energy at higher costs.

3. Attacker shuts down all air conditioning units, causing annoyance and possible health concerns among some customers.  Would be of more concern in states with more severe weather conditions.

4. Attacker downloads new software into the PCT or the PCT communications module.  This attack will be nullified on the Title 24 PCTs by simply not acting on these messages if they come over the broadcast network.

5. Attacker sends false acknowledgements.  Not an issue on the broadcast network.

6. Attacker issues false time synchronization, potentially causing events to occur sooner or later than they normally would have.

7. Attacker causes false messages to appear on the thermostat display, misleading customer and perhaps causing incorrect behavior that could affect load or cause overload of utility customer service, e.g. “Please call utility now.” 

8. A customer decreases the air conditioner setpoint prior to an expected event, or changes the time locally, causing air conditioning to run normally during the event.

The task force has identified the following scenarios for possible network or transport layer attacks:

1. Attacker takes control of head-end radio system through the initiating organization’s internal network or its interfaces with third parties.

2. Attacker causes denial of service by flooding the head-end IP network with acknowledgements (from the two-way IOU networks) or other valid messages.

3. Attacker intercepts wireless messages. 

The task force has identified the following physical layer attacks:

1. Attacker jams or sends false messages from a ground station or vehicle, affecting a limited number of thermostats

2. Attacker jams or sends false messages from a balloon or other aircraft, increasing range of the attack.

3. Customer disables thermostat antenna.

Figure 1 summarizes the goals, threats, type of attack, and mechanism for each of these scenarios.   In doing so, it maps the threats through vulnerabilities to the system assets as discussed above.
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Figure 1 – Summary of Possible Attacks on the PCT System
1.0.5  Non-Cryptographic Mitigation Methods
The task force determined that these threats were most effectively addressed through a comprehensive defense-in-depth approach, as illustrated in Figure 2.

Most modern information systems tend to focus on the use of cryptography as the primary defense against attacks.  However, cryptography is only one possible mitigation technique.  The unique design, characteristics, and constraints of the PCT system provide opportunity to leverage several non-cryptographic techniques.  The principles involved in these techniques include: 
· Using time as an ally, slowing the capability of an intruder to use PCT resources

· Limiting the allowable behavior of the PCT to prevent it from performing actions that, while theoretically possible, would never be used for beneficial purposes in actual practice.
· Relying on detection as well as prevention mechanisms as deterrents.
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Figure 2 – Mitigation Measures for the PCT System showing Defense-in-Depth
1.0.5.1 Business Logic
1. Thermostats shall not accept remote commands to increase energy usage except the cancel event message, discussed below.

2. Thermostats shall have hard-coded limits on what setpoints will be accepted via remote commands, to prevent unsafe setpoints.

3. Thermostats shall randomly delay for up to 30 minutes after being instructed to normally end or cancel an energy reduction event, avoiding sudden increases in load on the grid.  The display of the thermostat shall not indicate the end of the event until after the random delay.

4. Thermostats will never automatically increase energy usage at the end of an event by any more than they originally reduced it.

5. Time synchronization commands received via the remote network shall override any time set locally.  

1.0.5.2 Detection and Environment
The working group has no authority over the transmission end of the network, but can only define a reference design for the thermostats themselves.    However, it has identified the following recommended security measures for the network as a whole, plus two detection requirements for the PCTs:

1. Create an intrusion detection system for the broadcast network.  Such a system might consist of receivers spaced over the service territory that can compare the received broadcast messages with what was actually transmitted, and thus identify a false transmitter.

2. Change the thermostat time frequently enough to reduce the effectiveness of time change attacks.

3. Use historical energy usage data from the metering system to detect when a customer has disabled the thermostat’s antenna or is attempting to “game” the system.

4. If private cryptographic material (e.g. a secret key) is stored for long periods of time in the thermostat, the thermostat must provide a tamper detection mechanism, e.g. per FIPS 140-2 standards.  This requirement would not apply if public keys are used since this information can be made freely available.

5. Thermostats must include a non-modifiable, timestamped log of received messages.  An example of such a mechanism would be a non-volatile memory card inserted in the expansion slot.

1.0.6  Message Content
Certain fields within the message may be handled in specific ways that will augment the security of the overall solution.  Two fields that are particularly relevant are the timestamp and message identifier.  The timestamp is necessary to link the message to a specific point in time, yet it can be easily accommodated (predicted) by an attacker wishing to inject an unauthentic message.  It is important that the message identifier cannot also be predicted in a similar fashion.  For this reason the recommended solution does not employ sequential message identifiers, but rather uses elements similar to the cryptographic nonce.
A cryptographic nonce is a value used only once, and is frequently either random or pseudo-random in nature.  By comparing the identifier of an incoming message to a list of previously received identifiers, the PCT can easily detect if an impostor is attempting to re-use a message at a later time.  While the PCT may not be able to store the identifier of every message it ever receives, it can easily store a significant number and scan them for duplicates upon receipt of a new message.  By establishing a range of valid message identifiers that is only slightly larger than the quantity stored in the PCT, one can ensure that it is difficult for an attacker to guess an unused identifier.  Thus, the difference in the size of the valid identifier range and the PCT store should be large enough to provide reasonable random or pseudo-random selection, but no more, as the ratio of unused to recorded quantities is directly reflected in the odds of an attacker guessing a valid (unused) identifier.
Together, the timestamp and the message identifier reflect information that will change from one message to another, regardless of message instruction.  By also removing predictable characteristics from the message identifier, the recommended solution forms the basis for strong resistance to replay attacks.  This defense is complimented by use of a MAC (message authentication code) or an HMAC (keyed-hash message authentication code).  These cryptographic techniques allow for easy detection of message manipulation, and present the attacker with a particular challenge in replicating the process to produce a plausible message.
1.0.7  Cryptographic Mitigation Approaches

The task force originally considered two primary categories of cryptographic security solutions.  The first option that the task force considered focused around the use of asymmetric cryptography.  While this option was heavily favored among the cryptographic experts that the task force consulted, the option also depended upon the up-front definition of roles and responsibilities for all entities before key material could be generated and distributed.  The second option that the task force considered utilized a “secret-sharing” approach (also sometimes referred to as “key-splitting”) with symmetric algorithms.  This option alleviated the manufacturing / key material / distribution dilemma, but was less preferred from a cryptographic standpoint and not as efficient in regards to long term key management.

Ultimately, the task force devised a third solution which combined select features from each of the two previous options.  In short, the solution leverages the strength and key management advantages of the asymmetric approach with the organizational and logistical flexibility of secret-sharing.

(Note: It is assumed that authentication and integrity checking are provided through a Message Authentication Code (MAC) included in each message.  Alternately, the entire message could be encrypted for the same effect.)

1.0.7.1 Roles and Responsibilities

For the purposes of discussion the following terms shall be used to refer to the various entities involved in communication sequences:

	System Owner
	The entity responsible for oversight and control of the entire PCT system.  This represents the highest and broadest level of authority.  Any messages from the System Owner to the PCT must go through the System Operator.

	System Operator
	The entity responsible for operation and control of a specific and defined geographic / service area.  This entity will be responsible for sending messages to the PCT.

	Manufacturer
	The entity responsible for production of the PCT.  This entity must have the capacity to build all required cryptographic capability into the PCT.

	Installer
	The entity responsible for placing the PCT in service within the home.  This entity may or may not have technical training or expertise.

	PCT
	The Programmable Communicating Thermostat in the home.


1.0.7.2 Concepts, Challenges, and Solution Approach

The general concept behind the recommended solution is to put a unique, random number into each PCT at the time of manufacture.  This number is subsequently used in the installation process to register the PCT, as well as facilitate the transmission of cryptographic key information to the device.  The recommended solution uses Elliptic Curve Cryptography (ECC), which represents a recent and powerful generation of asymmetric cryptographic algorithms.

Asymmetric algorithms utilize a set of mathematical formulas that are relatively easy to calculate in one direction, but feasibly impractical to calculate in reverse.  This is manifested by the use of two keys that are related, but not the same.  Information encrypted by one key can only be decrypted by the other key.  In the scenario of authenticating broadcast information, this allows the message to be encrypted or signed using a single, closely guarded private key, and then decrypted or verified using a freely available and copied public key.  The private key is at no practical risk of compromise from the public key due to the one-way nature of the relationship between the two – an attacker cannot feasibly calculate the private key even if they have unfettered access to the public key.  By simply being able to decrypt the message with the public key, the recipient verifies that the message must have come from the holder of the corresponding private key.
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Figure 3 – Asymmetric Cryptographic Key Relationship
The primary challenge in the case of the PCT is the distribution of key material.  Cryptographic keys are represented digitally by a very long string of alphanumeric characters, and as such would be difficult to manually enter into a PCT by any practical means.  It would be relatively easy for the manufacturer to embed key material in the device, however in order to produce a public key one must also produce a corresponding private key.  This brings up the question of handling and storage of the private key.  Until the governing body defines exactly which entity shall be responsible for which role in the system and these entities are adequately prepared to handle cryptographic secrets, private keys may simply not be produced.  Thus, any practical solution must not depend upon keys being produced before distribution and deployment of PCTs may begin.

One particular cryptographic technique that may be employed to resolve such a dilemma is “secret sharing.”  This model uses the concept of dividing critical information up where no single entity possesses enough information by itself to re-construct the secret.  This can be applied to the PCT by placing a large random number in each thermostat along with an out-of-band communications channel for initialization / installation / activation.  The out-of-band communications channel could be a phone number or website where the Installer could achieve a sufficient level of confidence regarding the identity of the activating entity (either the System Owner or the System Operator).
1.0.7.3 PCT Registration Use Case

Primary Actor: Installer
Goal: Register a Programmable Communicating Thermostat with the Title 24 One-Way Broadcast System.

Stakeholders and Interests:

Installer: Wants confirmation of successful PCT registration with minimal time and hassle.

System Owner: Wants to have primary and backup public keys installed in the PCT.

System Operator: Wants to have public key installed in the PCT.  Wants to be able to place PCT in a specific operational group (e.g.: region, substation, neighborhood, etc…).
Initial Conditions:

· The PCT is physically located inside a residence and has yet to be activated.

· The Manufacturer has embedded a 160-bit random number in the PCT.

· The System Owner has primary and backup public/private key pairs, and is known to the System Operator.

· The System Operator has a public/private key pair, and is known to the System Owner.

· The Installer has access to the out-of-band communications channel.

Minimal Guarantees:

· PCT remains capable of being registered on the system.

· No private keys are compromised.

· The PCT does not have increased vulnerability.

Success Guarantees:

· PCT is capable of receiving price or emergency signals.

· PCT can determine signals are authentic.

· PCT can be re-registered.

· System Owner and System Operator may distribute new public keys to the PCT.

Trigger: Homeowner summons Installer to residence (or becomes Installer) for the purpose of installing a PCT.

Main Success Scenario:
1. Installer retrieves random number from PCT.

2. Installer contacts System Operator via out-of-band channel.

3. Installer relays PCT random number to System Operator.

4. System Operator relays PCT random number to System Owner.

5. System Owner performs two XOR operations:

· With PCT random number and System Owner’s primary public key

· With PCT random number and System Owner’s backup public key.

6. System Owner sends results of XOR operations to System Operator.

7. System Operator performs XOR operation with PCT random number and System Operator’s public key.

8. System Operator transmits registration signal including the labeled results of all three XOR operations to PCT.

9. PCT performs XOR operation with its random number and each of the three result numbers received via registration signal, recovering three labeled public keys.

10. System Owner encrypts activation message with System Owner’s primary public key.

11. System Owner sends (encrypted) activation message to System Operator.

12. System Operator encrypts activation message with System Operator’s private key.

13. System Operator transmits (double encrypted) activation message to PCT.

14. PCT decrypts activation message: first with System Operator’s public key; second with System Owner’s primary public key.

15. PCT activates.
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Figure 4 – Installation Message Sequence

1.0.7.4 Key Management

In comparison to other technological environments, the use of keys in the PCT system is very infrequent, and any direct monetary value is quite low.  Indirect value may be higher for certain malicious parties, although this is debatable and may not be evaluated without some degree of speculation and subjective assumptions.  However, due diligence dictates that a solution accommodate the possibility that keys may be compromised at some point.  Therefore, the solution described herein provides a moderate degree of risk mitigation by utilizing a three-tiered hierarchy of keys and minimizing the use (and exposure) of keys with greater authority.

In this design, the System Owner would possess two separate public/private key pairs – one primary and one backup.  The sole purpose of the backup public key would be to distribute a new primary public key in the event the original primary private key had been compromised.  If the primary private key is never compromised, then the backup private key is never used and may be kept in a secure location for the duration of the PCT program.  The primary keys shall be used by the System Owner to authenticate the public key of the System Operator, and to send authenticated system-wide messages (i.e.: emergency event).
For any single PCT, the System Operator will also have a public/private key pair.  These keys shall be used for all PCT communications, as the System Operator shall maintain control of the physical communications link to the PCTs.  Messages from the System Owner (utilizing the System Owner key as well) would be passed through the System Operator, and ideally would be kept to a minimum.  The System Operator keys shall actually be used alone for the vast majority of PCT communications.

The System Operator may, however, posses any number of public/private key pairs in total.  While there would be only one System Operator public key for a given PCT, the System Operator could maintain several sets of public/private key pairs representing the different operating regions, substations, or service territories, and assign a specific public key to a PCT accordingly at the time of registration/installation.
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Figure 5 – Key Hierarchy

1.0.8  Remaining Issues

An industry organization must be formed to complete this reference design and to choose an appropriate security solution.  The task force has decided that the following steps still need to be resolved:

1. Finalize the appropriate algorithms to use.  While ECC is recommended for asymmetric algorithms, any necessary hashing or key wrapping algorithms are still to be determined. 

2. Finalize the number of levels and groups of keys.  It is desirable that multiple groups be defined and distributed among the thermostats so that the compromise of any given key may have a limited impact.

3. Determining how often to change the time and/or send a heartbeat message.  These factors have an impact on installation.
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