Use Case I1: Utility installs, provisions and configures the AMI [and Utility HAN] system 

Section 1 – Overview

1.1 (modified):  “Utility installs, provisions and configures the AMI and Utility HAN system.

1.2 p1 (modified): “…setting meter and Utility HAN operating parameters…”

1.2 p1 (modified): “…verification of AMI and Utility HAN communications,…”

1.2 p2 (modified): “Related to this scenario is the capability of the meters and the Utility HAN to “self-register” upon installation and provisioning.”

1.3 paragraphs 1 - 6 (modified): search and replace “meter” with “meter and Utility HAN devices” in most instances within these two paragraphs.

1.3 p2 (modified): “…which includes AMI and Utility HAN communications testing for installations where the Utility will be delivering Utility HAN equipment as part of the AMI system.”

1.3 p3 (modified): “Prior to deployment of the meters, the equipment necessary for the AMI communications network has been installed and provisioned (area specific).  Prior to deployment, Utility HAN equipment and communications equipment has either been fully tested at the Warehouse as part of a deployment plan and/or has been installed and commissioned within the customer premises.  

1.3 p5 (modified): While it might seem unnatural to replace “meter” with “meter and Utility HAN, this still makes sense throughout this paragraph as the Utility Han, when delivered by the utility, must be installed/provisioned and the more automated it can be the better for the utility.

1.3 p6 (modified): “…the meter and Utility HAN devices delivered by the utility ensure communications between the AMI and any additional customer-site equipment what will expand the size/scope of the Utility HAN have been established.  It is important to note, here, that a variety of Utility HAN installation and provisioning scenarios existing, including a) utility delivers the only Utility HAN equipment (e.g. a PCT), b) utility delivers additional Utility HAN equipment and attaches to the existing Customer HAN equipment at time of meter installation and c) Customer connects devices from Customer HAN to Utility HAN after utility installation of AMI system.”

1.4 (modified) bullet: “The AMI communications network is installed and in service before meter deployment (area specific)

1.4 (new) bullet: “The Utility HAN communications network may be previously installed by the Customer and in service before meter deployment (area specific), but does not have to be.
1.4 (new) bullet: “The utility has developed a strategy regarding initial deployment of the Utility HAN and whether they will have any scenarios wherein they install and provision Utility HAN equipment or whether they will only accept scenarios where the Customer installs Customer HAN equipment and then provisions the equipment into the Utility HAN at a later date, after meter installation.”

1.4 (new) bullet: “There will entirely new systems that account for Utility HAN installation, provisioning, security, and operations that may or may not be interested into the MES, MTS, MPA or MMS.

1.4 bullet4: “The meter may, but does not have to, serve as the interface to the Utility HAN or, prior to installation/provisioning, the Customer HAN.”

1.4 (new) bullet: “Customers may get their Customer HAN equipment from any authorized HAN dealer and the Customer HAN equipment may/may not be compatible with the utility’s AMI programs.  Customer may (but does not have to) get their Utility HAN equipment from the utility.”

1.4 (new) bullet: “The customer may, but does not have to, negotiate another wide area communication method (such as cable, DSL, WiMax, city-wide WiFi, etc…) for purposes of Utility HAN installation, provisioning, and operating purposes.

1.4 (new) bullet: “In order for Utility HAN equipment to communicate with the AMI, suitable and appropriate security methods (including privacy protection) and capabilities within the AMI and Utility HAN equipment must be available.”

1.4 (new) bullet: “The customer will have the choice of which HAN-connected equipment participates in any offered AMI program (subject to technical conformance with the offered demand response program from the utility).  [For example, the customer may have door open/close sensors attached to the same HAN as their lights and thermostat and may choose to only enroll the lights and thermostat in the demand response program.]

Section 2 - Actors

	Actor Name
	Actor Type
	Actor Description

	Note: The descriptions for this set of actors should be modified to evaluate where the word “meter” is used and use, instead, “meter and Utility HAN” and/or “meter and, optionally, Utility HAN” so that we explicitly evaluate the actors that might interact with the Utility HAN throughout this installation/provisioning use case.  Not having the original documents I have not done said search & replace evaluation.

	(new) Utility HAN vendor
	Organization
	Supplier(s) of Utility HAN equipment, most notably the PCT.

	(new) Utility HAN Installer
	Person
	Generic term for the person who is not the Meter Installer and who, separately – before or after – installs and provisions the Utility HAN in scenarios where the Meter Installer has nothing to do with the Utility HAN.

	(new) Customer HAN
	Devices
	Equipment owned by the Customer and operating on the same HAN as the Utility HAN devices and providing non-utility use case services (such as security, child monitoring, home entertainment or other services).  Prior to installation/provisioning a subset of Customer HAN Equipment could be attached to (or part of) load bearing equipment and be capable of participation in AMI programs.

	(new) Utility HAN


	Devices
	Equipment directly connected to load devices capable of receiving curtailment, pricing, load, and event messages and carrying out the requests or otherwise responding to them.  Would also include Customer Interface devices or systems described below.

	(new) Customer Interface
	Device and/or System
	Any user interface available to the customer to display information related to installation, provisioning and operation of the Utility HAN behavior, including but not limited to a PCT, In-home LCD display, Personal Computer, Fridge Magnet, and EMS etc…

	(new) Customer HAN Gateway
	Device
	Customer device that coordinates the HAN commissioning and behavior.  Customer device that interfaces to, and routes network traffic between, the HAN, external, non-HAN networks (such as premises WiFi, cable, DSL, satellite, etc… networks) and the Customer Interface.  May or may not be the Premises Gateway.



	(new) Premises Gateway
	System
	Device (or logical entity) for receiving messages and events from utility systems over utility owned equipment (or equipment operated on behalf of the utility) and forwarding those messages to Utility HAN equipment over the Utility HAN or common carrier. Often may be the meter but does not have to be.

	(new) AMI and/or HAN Trust Center
	System
	Logical software entity that provides appropriate security interactions to establish proper credentials for AMI to HAN interaction(s).



	(new) Bad Actor
	Person
	A person with a malicious intent to either manipulate the Customer HAN, the Utility HAN or the AMI via network (or other) means of attack.

	(new) Utility HAN Field Tool


	Devices
	A hypothetical device (which may or may not be part of the same Field Tool used for the AMI system) used by some installers to deploy the Utility HAN and/or connect to existing Customer HAN equipment when provisioning the Utility HAN.

	(new) Utility HAN Provisioning Tool
	System
	Software that operates in conjunction with the Field Tool, the Utility HAN Field Tool, the Utility HAN and CCS to facilitate the installation, provisioning, securing and operating mode(s) of the Utility HAN equipment.

	(new) Utility HAN Testing Tool
	Device and System
	Tool provided by manufacturer(s) for testing and programming Utility HAN equipment in the Meter Shop and in the field.

	(new) Customer Representative
	Person
	Person who works in the utility call center to answer customer calls.


Section 3

Section 3.1 – (modified) Primary Scenario: Utility deploys meters and, optionally, Utility HAN equipment during AMI system roll out.

	Triggering Event
	Primary Actor
	Pre-condition
	Post-Condition

	(modified) Utility installs meters and, optionally, Utility HAN equipment for the AMI system deployment
	As is
	As is
	AMI meter and, optionally, Utility HAN equipment, at customer site and communicating with AMI system


Section 3.1.1

	Step #
	Actor
	Description of Step
	Additional Notes

	Note: Again, note the scenario-wide search & replace of “meter” with “meter and, optionally, Utility HAN” so that this scenario includes the installation/provisioning of the Utility HAN via the PCT only (e.g. the only two devices in the Utility HAN at the end of this scenario are the meter and the PCT).  Other scenarios will explicitly consider the scenario where the utility is not installing/provisioning the Utility HAN equipment and/or where they are connecting to existing Customer HAN equipment at time of meter installation.  Have provided a couple of samples, below, to indicate the usefulness of this type of search & replacement

	3.2.1 (new) 
	Utility HAN vendor
	Copy of 3.2 text replacing “meter” with “Utility HAN equipment”
	

	4.3 (modified)
	Meter Shop Meter Technician
	Meter shop meter technician performs functional tests on the meter and, optionally, Utility HAN equipment (communications, disconnect, accuracy, reliability, other’s TBD).  Technician uses available Test Tool and, optionally, Utility HAN Test Tool to complete their testing. 
	

	6 (modified)
	Installer
	Installer deploys meter and, optionally, Utility HAN equipment at installed service point and within Customer premises.
	

	6.1 (modified)
	Installer
	Meter and, optionally, Utility HAN equipment is issued to Installer by district Construction Maintenance acct (Installer scans in meter and, optionally, Utility HAN equipment using Field Tool and Utility HAN Field Tool)
	

	7.1.1 (new)
	Utility HAN
	Utility HAN self-registers/self-provisions using, where appropriate, the HAN Trust Center for security credentials and setup, on AMI and notifies Installer.  Installer may leave at this point if communications is successful
	

	7.1.1A (new)
	Utility HAN
	Utility HAN cannot communicate with AMI system to self-register
	

	7.1.1A.1 (new)
	Utility HAN Field Tool
	Utility HAN notifies Installer’s Utility HAN Field Tool of communication and/or provisioning failure.
	

	7.1.1A.2 (new)
	Installer
	Installer uses Utility HAN Field Tool and/or Utility HAN Test Tool to test network communication(s) and AMI Meter communications.
	

	7.1.1A.3 (new)
	Installer
	Installer validates whether adequate Utility HAN network coverage exists.
	

	7.1.1A.4 (new)
	Installer
	Installer inserts additional Utility HAN equipment if/as/where necessary and/or takes additional Utility HAN installation steps as directed by the Utility HAN Field Tool.
	

	7.1.1A.5 (new)
	Installer
	Installer replaces Utility HAN equipment if appropriate
	

	7.1.1A.6 (new)
	Installer
	Installer (via Utility HAN Field Tool or Utility HAN Test Tool) reports marginal connectivity/coverage/operations if appropriate.  Installer may leave site at this point.
	

	7.1.1A.7
	Utility HAN Field Tool
	Utility HAN Field Tool provides operational configuration information to Utility HAN and to AMI (may be after installer travels to within range of Utility HAN or AMI) (same as step 7.2
	

	7.2 (modified)
	Meter and, optionally, Utility HAN
	Same as existing plus: “Utility HAN reports to AMI applicable Utility HAN equipment ID information, location within Premises, capability set (e.g. load response only or additional ability to adjust to price signals, etc…), security credentials, etc…”
	

	8.3 (modified)
	Meter Management System
	Meter Management System downloads any required program change to meter.  Meter Management Systems determines whether program(s) are required for the Utility HAN as part of the installation.
	

	8.4 (new) 
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool sends appropriate program provisioning and initiation messages to all applicable Utility HAN devices.
	

	8.4.1 (new)
	Utility HAN
	Utility HAN devices acknowledge activation and readiness state(s) to Utility HAN Provisioning Tool.
	

	8.4.2 (new)
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool communicates all necessary provisioning information to Meter Management System (and/or CCS??) for storage and future interactions including Utility HAN device IDs, names, locations (if applicable), etc…
	

	
	
	
	


Scenario 3.2 (new) – Utility provisions Utility HAN to Customer HAN equipment after meter installation.

	Triggering Event
	Primary Actor
	Pre-condition
	Post-Condition

	Utility wants to install/provision Utility HAN after meter Installer has left premises
	Customer Representative (and Customer)
	AMI meter is installed, AMI system is operational and AMI meter communications are fully working. 
	Utility HAN is fully provisioned and secured, applicable programs have been updated in the Utility HAN devices (e.g. tariffs, etc…) and Utility HAN is in full communications with AMI system. Customer can independently still use HAN equipment


Section 3.2.1 (new)

	Step #
	Actor
	Description of Step
	Additional Notes

	1 (new)
	Customer
	Customer procures HAN devices that are compatible with Utility HAN and AMI system – capable of interacting with pricing, load, capacity and event messages related to AMI.
	

	2 (new)
	Customer
	Customer installs HAN devices per manufacturer’s instructions and, where applicable, uses a Customer Interface to commission the Customer HAN devices.  If appropriate, Customer allocates security properties (e.g. keys, passphrases, etc…) to their Customer HAN using, where applicable, a HAN Trust Center.
	

	3 (new)
	Customer
	Customer makes decision to participate in utility AMI-related programs.  [Note: some (much?) of this is included in Use Case I3]
	

	4 (new) 
	Customer Representative
	Customer Representative receives call from Customer that Customer is ready to have one (or more) of their Customer HAN devices connected to the Utility HAN for program purposes.
	

	5 (new)
	Customer Representative
	Customer Representative gets appropriate Customer information (address, verification information, etc…) and locates Customer information from CCS
	

	6 (new)
	Customer Representative
	Customer Representative activates Utility HAN Provisioning Tool.
	

	7 (new)
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool initiates AMI Meter HAN self-discovery (and authentication using, where applicable, the HAN Trust Center) process that identifies all applicable Utility HAN-capable devices within the Customer HAN and initiates a secure commissioning message session with said Customer HAN devices.  Provisioning Tool displays all applicable devices to Customer Representative.
	Note that security scenarios – for confidentiality, integrity, availability and authenticity – are left for different use cases.

	8 (new)
	Customer Representative
	Customer Representative inquires of Customer as to which Customer HAN equipment, now showing in the Utility HAN Provisioning Tool, the Customer would like to participate in the Utility HAN.
	

	9 (new)
	Customer
	Customer enumerates/lists the devices they’d like to participate in the Utility HAN. 
	

	10 (new)
	Customer Representative
	Customer Representative takes note of all enumerated devices on the display of the Utility HAN Provisioning Tool.
	

	11 (new)
	Customer Representative
	Customer Representative either decides or negotiates, with the Customer, the appropriate program(s) the Customer and the Utility HAN devices will participate in, making note of said program(s) in the Utility HAN Provisioning Tool.
	

	12 (new) 
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool sends appropriate program provisioning and initiation messages to all applicable Utility HAN devices.
	

	13 (new)
	Utility HAN
	Utility HAN devices acknowledge activation and readiness state(s) to Utility HAN Provisioning Tool.
	

	14 (new)
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool communicates all necessary provisioning information to CCS (or other system?) for storage and future interactions including Utility HAN device IDs, names, locations (if applicable), etc…
	

	15 (new)
	Customer Representative
	Customer Representative confirms with the Customer that Customer HAN devices have now been initialized into the Utility HAN and the applicable program(s) are now activated.
	


Section 3.3 (new) – Utility installs meter and connects to existing Customer HAN equipment at time of meter installation.

	Triggering Event
	Primary Actor
	Pre-condition
	Post-Condition

	Utility installs meters for the AMI system deployment and  installs/provisions Utility HAN using existing Customer HAN equipment at time of installation
	Installer
	AMI meter is installed, AMI system is operational and AMI meter communications are fully working.  Utility HAN tools are operational and at the premises
	Utility HAN is fully provisioned and secured, applicable programs have been updated in the Utility HAN devices (e.g. tariffs, etc…) and Utility HAN is in full communications with AMI system. Customer can independently still use HAN equipment


Section 3.3.1 (new)

	Step #
	Actor
	Description of Step
	Additional Notes

	1 – 7.3
	Same as 3.1.1
	Same meter installation steps as 3.1.1
	

	7.4 (new)
	Customer Representative
	Negotiates with Customer the Customer HAN devices (by name and/or by ID) are to be connected to the new AMI meter.  Notes this information in the Meter Management System and CCS.  (See Use Case I3)
	

	7.4.1 (new)
	Customer Representative
	Negotiates with Customer as to which utility programs (tariffs, demand response, etc…) are to be provisioned.  Notes this information in the Meter Management System and CCS. (See Use Case I3)
	

	7.4.2 (new)
	Meter Management System
	Dispatches Utility HAN equipment and program information to the installer’s Field Tool and to the Utility HAN Provisioning Tool.
	

	7.4.3 (new)
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool (via the Installer’s Field Tool) initiates AMI Meter HAN self-discovery (and authentication using, where appropriate, a HAN Trust Center) process that identifies all applicable Utility HAN-capable devices within the Customer HAN and initiates a secure commissioning message session with said Customer HAN devices.  Provisioning Tool displays all applicable devices to Customer Representative.
	Note that security scenarios – for confidentiality, integrity, availability and authenticity – are left for different use cases.

	7.4.4 (new)
	Installer
	Installer takes note of all enumerated devices on the display of the Utility HAN Provisioning Tool and matches to the instructions provided initially by the MMS.  Validates matching and/or corrects matching (if appropriate).
	

	7.4.5 (new) 
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool sends appropriate program provisioning and initiation messages to all applicable Utility HAN devices.
	

	7.4.6 (new)
	Utility HAN
	Utility HAN devices acknowledge activation and readiness state(s) to Utility HAN Provisioning Tool.
	

	7.4.7 (new)
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool communicates all necessary provisioning information to MDMS/MMS/CCS (which one?) for storage and future interactions including Utility HAN device IDs, names, locations (if applicable), etc…
	

	8 – 9
	Same as modified 3.1.1
	Same as modified 3.1.1
	


Section 3.4 (new) – Utility HAN devices do not communicate with AMI during initial installation and provisioning

	Triggering Event
	Primary Actor
	Pre-condition
	Post-Condition

	Installer or Customer Representative cannot communicate with Utility HAN equipment
	Installer or Customer Representative
	AMI meter is installed, AMI system is operational and AMI meter communications are fully working. 
	Utility HAN is fully provisioned and secured, applicable programs have been updated in the Utility HAN devices (e.g. tariffs, etc…) and Utility HAN is in full communications with AMI system. Customer can independently still use HAN equipment


Section 3.4.1 (new)

	Step #
	Actor
	Description of Step
	Additional Notes

	1 (new)
	Customer Representative/Installer
	Initiates Utility HAN Test Tool.
	

	2 (new)
	Utility HAN Test Tool
	Communicates with AMI meter HAN interface and enumerates available network interfaces
	

	3 (new)
	Utility HAN Test Tool
	Scans available network interfaces for available devices on the network and captures device ID and name (if available) information.  Applicable security properties are used including, optionally, the use of the HAN Trust Center. Displays this information for Installer or Customer Representative
	

	4 (new)
	Customer Representative/Installer
	Diagnoses issue, using Utility HAN Test Tool and takes appropriate action (e.g. instructs installer/customer to change range, install additional devices, upgrade devices, change security settings, etc…)
	

	5 (new)
	Customer Representative/Installer
	Initiates Utility HAN Test Tool and, upon success proceeds.  Upon failure, returns to Step #2.
	

	6 (new)
	Same as 3.3.1 steps 7.4.3 through 9
	Same as 3.3.1 steps 7.4.3 through 9
	


Section 4.1 - Functional Requirements

	Functional Requirements
	Associated Scenario #

(if applicable)
	Associated Step #

(if applicable)

	Same note as previous where a thorough search & replace can be used to change “meter” to “meter and, optionally, Utility HAN equipment”

	I1FR5.1 (new): “Testing tool for the Utility HAN equipment, (regardless of whether Utility HAN equipment installed by utility or by Customer) should be provided to utility by the meter vendor for test equipment supplier for acceptance testing in the meter shop (for utility-installed Utility HAN equipment) or for use by Customer Representatives or Installers in the field. 
	4
	1 - 5

	I1FR15 (modified): (new bullet) Utility HAN information is verified (identifiers, names).
	As is

3
	As is

7.4.4

	I1FR16 (modified): (new bullets) 

· Security credentials for Utility HAN equipment (being installed by the utility)

· Utility HAN equipment device ID, comms address for Utility HAN equipment (being installed by the utility)

· What programs are applicable to customer devices (may not use this information until customer enrolls per I3)

· Applicable security credentials (may not use this information until customer enrolls per I3)
	1

2

3

4
	7.1.1, 8.4

7, 12

7.4.2 – 7.4.6

7.4.3 – 7.4.6

	I1FR101 (new): “Meters and associated Utility HAN equipment being configured at the Warehouse or in the field by the Installer must allow for the capability of Utility HAN testing and configuration, including initial operating parameters and security keys where necessary.
	1, 3

4
	4.3, 4.4

1-5



	I1FR102 (new): Utility HAN equipment must have the ability to self-register (on the network) and make their basic application functionality visible to an automated query for “discovery” of the devices.
	1

2

4
	7.1.1

7

1-5

	1IFR103 (new): Utility HAN equipment must have appropriate application functionality to allow for program provisioning – e.g. to accept price tier, tariff, pricing, load, capacity, events/messages – related to AMI system
	1, 3

2

3
	7.1.1

12, 13

7.4.3, 7.4.5

	I1FR104 (new): Utility must have ability, once authenticated to the Utility HAN network, to:

· scan for existence of Utility HAN networks

· discover devices (given security credentials)

· supply appropriate security credentials

· assess connectivity

· assess available application functionality and device capabilities

· assess reliability characteristics

· provide basic network capability debugging such as receive/transmit packet behavior, etc…
	1, 3

2

3, 4
	7.1.1A

7

7.4.3

	I1FR105 (new): Utility must have ability to provide automated guidance to Installer and Customer Representative about appropriate installation and provisioning steps to take in the event of Utility HAN network or application errors.
	1, 3
	7.1.1A3 – A5

	I1FR106 (new): Utility HAN equipment must be able to provide, to the AMI system, and the MMS or CCS:

· Device ID

· Communications Address (if different from Device ID)

· Program Features available

· Device time

· Security Credentials

· Acknowledgement of Program Initiation/Operation state

· Device Name (if available)

· Location (if available)
	1, 3

2

3, 4
	7.2, 8.4.1

7, 13

7.4.3, 7.4.6

	I1FR107 (new) Utility must be able to access Utility HAN remotely, over the AMI System
	2

3

4
	7, 12, 13

1-5

	I1FR108 (new) Utility HAN and meter must be able to support security credentials such that Utility HAN equipment can be authenticated, private, authorized, and repudiated
	1

2

4
	7.1.1

7, 12, 13

1-5

	I1FR109 (new) Utility HAN interactions – stages in the process, results, etc… shall be displayed on the Customer Interface during the installation and provisioning process.  A log of all Utility HAN activity, messages, stages, events during installation and provisioning will be available.
	1, 3

2

3, 4
	7.2, 8.4.1

7, 13

7.4.3, 7.4.6


Section 4.2 - Non-Functional Requirements

	Non-Functional Requirements
	Associated Scenario #

(if applicable)
	Associated Step #

(if applicable)

	I1NFR101 (new) – Remote Utility HAN messages, once devices are authenticated, must respond to utility systems and personnel within {60} seconds.  Pre-authenticated communication must respond within {90} seconds.
	2

3

4
	7, 12, 13

1-5

	I1NFR102 (new) – Local (e.g. in the field) Utility HAN messages, once devices are authenticated, must respond to utility systems and personnel within {10} seconds.  Pre-authenticated communication must respond within {30} seconds.
	1, 3

2

3, 4
	7.1.1A

7

7.4.3

	I1NFR103 (new) – Utility HAN devices must have enough capacity (storage, processing, etc…) to handle testing and provisioning messages and enough capacity to store applicable program information appropriate to the program(s) supported by each Utility HAN device.
	1, 3

2

3, 4
	7.2, 8.4.1

7, 13

7.4.3, 7.4.6

	
	
	


Section 5 - Information Exchange

	Scen.

#
	Step #, Step Name
	Info Producer
	Info Receiver
	Name of Info Exchanged

	#
	#
	Blah
	Blah
	Blah

	
	
	
	
	


