Use Case I3: Utility Upgrades AMI system to Address Future Requirements 

Section 1 – Overview

1.4 (new) bullet: “The utility has developed a strategy regarding initial deployment of the Utility HAN and whether they will have any scenarios wherein they install and provision Utility HAN equipment or whether they will only accept scenarios where the Customer installs Customer HAN equipment and then provisions the equipment into the Utility HAN at a later date, after meter installation.”

1.4 (new) bullet: “Customers may get their Customer HAN equipment from any authorized HAN dealer and the Customer HAN equipment may/may not be compatible with the utility’s AMI programs.”

1.4 (new) bullet: “The meter may, but does not have to, serve as the interface to the Utility HAN or, prior to installation/provisioning, the Customer HAN.”

1.4 (new) bullet: “The customer may, but does not have to, negotiate another wide area communication method (such as cable, DSL, WiMax, city-wide WiFi, etc…) for purposes of Utility HAN installation, provisioning, and operating purposes.

1.4 (new) bullet: “In order for Utility HAN equipment to communicate with the AMI, suitable and appropriate security methods (including privacy protection) and capabilities within the AMI and Utility HAN equipment must be available.”

1.4 (new) bullet: “The customer will have the choice of which HAN-connected equipment participates in any offered AMI program (subject to technical conformance with the offered demand response program from the utility).  [For example, the customer may have door open/close sensors attached to the same HAN as their lights and thermostat and may choose to only enroll the lights and thermostat in the demand response program.]

Section 2 - Actors

	Actor Name
	Actor Type
	Actor Description

	(new) Utility HAN vendor
	Organization
	Supplier(s) of Utility HAN equipment, most notably the PCT.

	(new) Utility HAN Installer
	Person
	Generic term for the person who is not the Meter Installer and who, separately – before or after – installs and provisions the Utility HAN in scenarios where the Meter Installer has nothing to do with the Utility HAN.

	(new) Customer HAN
	Devices
	Equipment owned by the Customer and operating on the same HAN as the Utility HAN devices and providing non-utility use case services (such as security, child monitoring, home entertainment or other services).  Prior to installation/provisioning a subset of Customer HAN Equipment could be attached to (or part of) load bearing equipment and be capable of participation in AMI programs.

	(new) Utility HAN


	Devices
	Equipment directly connected to load devices capable of receiving curtailment, pricing, load, and event messages and carrying out the requests or otherwise responding to them.  Would also include Customer Interface devices or systems described below.

	(new) Customer Interface
	Device and/or System
	Any user interface available to the customer to display information related to installation, provisioning and operation of the Utility HAN behavior, including but not limited to a PCT, In-home LCD display, Personal Computer, Fridge Magnet, and EMS etc…

	(new) Customer HAN Gateway
	Device
	Customer device that coordinates the HAN commissioning and behavior.  Customer device that interfaces to, and routes network traffic between, the HAN, external, non-HAN networks (such as premises WiFi, cable, DSL, satellite, etc… networks) and the Customer Interface.  May or may not be the Premises Gateway.



	(new) Premises Gateway
	System
	Device (or logical entity) for receiving messages and events from utility systems over utility owned equipment (or equipment operated on behalf of the utility) and forwarding those messages to Utility HAN equipment over the Utility HAN or common carrier.  Often may be the meter but does not have to be.

	(new) AMI and/or HAN Trust Center
	System
	Logical software entity that provides appropriate security interactions to establish proper credentials for AMI to HAN interaction(s).



	(new) Bad Actor
	Person
	A person with a malicious intent to either manipulate the Customer HAN, the Utility HAN or the AMI via network (or other) means of attack.

	(new) Utility HAN Provisioning Tool
	System
	Software that operates in conjunction with the Field Tool, the Utility HAN Field Tool, the Utility HAN and CCS to facilitate the installation, provisioning, securing and operating mode(s) of the Utility HAN equipment.

	(new) Utility HAN Testing Tool
	Device and System
	Tool provided by manufacturer(s) for testing and programming Utility HAN equipment in the Meter Shop and in the field.

	(new) Customer Representative
	Person
	Person who works in the utility call center to answer customer calls.


Section 3 - Scenarios

Section 3.1

[Note: suggest we search & replace the “field component” with “field component and, optionally, the Utility HAN equipment” – to allow for remote/local upgrades of Utility HAN equipment firmware (equipment that is either owned and installed by the utility or, potentially, may be owned & installed by the customer but still has the capacity for remote/local upgrades to conform with newer AMI system(s).]

Section 3.2

	Triggering Event
	Primary Actor
	Pre-condition
	Post-Condition

	(modified) Event as is


	As is
	As is plus: “AMI meter is installed, AMI system is operational and AMI meter communications are fully working.”
	Utility HAN is fully provisioned and secured, applicable programs have been updated in the Utility HAN devices (e.g. tariffs, etc…) and Utility HAN is in full communications with AMI system.  Customer can independently still use HAN equipment

	
	
	
	


	Step #
	Actor
	Description of Step
	Additional Notes

	Note: Am suggesting we whole-sale replace this Scenario with one developed in I1 (per below).

	1 (new)
	Customer
	Customer procures HAN devices that are compatible with Utility HAN and AMI system – capable of interacting with pricing, load, capacity and event messages related to AMI.
	

	2 (new)
	Customer
	Customer installs HAN devices per manufacturer’s instructions and, where applicable, uses a Customer Interface to commission the Customer HAN devices.  If appropriate, Customer allocates security properties (e.g. keys, passphrases, etc…) to their Customer HAN.
	

	3 (new)
	Customer
	Customer makes decision to participate in utility AMI-related programs. 
	

	4 (new) 
	Customer Representative
	Customer Representative receives call from Customer that Customer is ready to have one (or more) of their Customer HAN devices connected to the Utility HAN for program purposes.
	

	5 (new)
	Customer Representative
	Customer Representative gets appropriate Customer information (address, verification information, etc…) and locates Customer information from CCS
	

	6 (new)
	Customer Representative
	Customer Representative activates Utility HAN Provisioning Tool.
	

	7 (new)
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool initiates AMI Meter HAN self-discovery (and authentication using, where applicable, the HAN Trust Center) process that identifies all applicable Utility HAN-capable devices within the Customer HAN and initiates a secure commissioning message session with said Customer HAN devices.  Provisioning Tool displays all applicable devices to Customer Representative.
	Note that security scenarios – for confidentiality, integrity, availability and authenticity – are left for different use cases.

	8 (new)
	Customer Representative
	Customer Representative inquires of Customer as to which Customer HAN equipment, now showing in the Utility HAN Provisioning Tool, the Customer would like to participate in the Utility HAN.
	

	9 (new)
	Customer
	Customer enumerates/lists the devices they’d like to participate in the Utility HAN. 
	

	10 (new)
	Customer Representative
	Customer Representative takes note of all enumerated devices on the display of the Utility HAN Provisioning Tool.
	

	11 (new)
	Customer Representative
	Customer Representative either decides or negotiates, with the Customer, the appropriate program(s) the Customer and the Utility HAN devices will participate in, making note of said program(s) in the Utility HAN Provisioning Tool.
	

	12 (new) 
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool sends appropriate program provisioning and initiation messages to all applicable Utility HAN devices.
	

	13 (new)
	Utility HAN
	Utility HAN devices acknowledge activation and readiness state(s) to Utility HAN Provisioning Tool.
	

	14 (new)
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool communicates all necessary provisioning information to CCS (or other system?) for storage and future interactions including Utility HAN device IDs, names, locations (if applicable), etc…
	

	15 (new)
	Customer Representative
	Customer Representative confirms with the Customer that Customer HAN devices have now been initialized into the Utility HAN and the applicable program(s) are now activated.
	


Section 3.3

	Triggering Event
	Primary Actor
	Pre-condition
	Post-Condition

	(modified) Event as is


	As is
	As is plus: “AMI meter is installed, AMI system is operational and AMI meter communications are fully working.”
	Utility HAN is fully provisioned and secured, applicable programs have been updated in the Utility HAN devices (e.g. tariffs, etc…) and Utility HAN is in full communications with AMI system.  Customer can independently still use HAN equipment

	
	
	
	


	Step #
	Actor
	Description of Step
	Additional Notes

	Note: Am suggesting we whole-sale replace this Scenario with one developed in I1 (per below) and add Steps 4 and 5 from existing Scenario

	1 (new)
	Customer
	Customer procures HAN devices that are compatible with Utility HAN and AMI system – capable of interacting with pricing, load, capacity and event messages related to AMI.
	

	2 (new)
	Customer
	Customer installs HAN devices per manufacturer’s instructions and, where applicable, uses a Customer Interface to commission the Customer HAN devices.  If appropriate, Customer allocates security properties (e.g. keys, passphrases, etc…) to their Customer HAN.
	

	3 (new)
	Customer
	Customer makes decision to participate in utility AMI-related programs. 
	

	4 (new) 
	Customer Representative
	Customer Representative receives call from Customer that Customer is ready to have one (or more) of their Customer HAN devices connected to the Utility HAN for program purposes.
	

	5 (new)
	Customer Representative
	Customer Representative gets appropriate Customer information (address, verification information, etc…) and locates Customer information from CCS
	

	6 (new)
	Customer Representative
	Customer Representative activates Utility HAN Provisioning Tool.
	

	6.1(new)
	Utility HAN Provisioning Tool
	Does not recognize the new customer equipment
	

	6.2 (new)
	Customer Representative
	Notifies customer of the need to pay to have new meter installed or customer can install bridge (if available)
	

	6.3 (new)
	Customer
	Has utility install appropriate meter or customer installs bridge.
	

	7 (new)
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool initiates AMI Meter HAN self-discovery (and authentication using, where applicable, the HAN Trust Center) process that identifies all applicable Utility HAN-capable devices within the Customer HAN and initiates a secure commissioning message session with said Customer HAN devices.  Provisioning Tool displays all applicable devices to Customer Representative.
	Note that security scenarios – for confidentiality, integrity, availability and authenticity – are left for different use cases.

	8 (new)
	Customer Representative
	Customer Representative inquires of Customer as to which Customer HAN equipment, now showing in the Utility HAN Provisioning Tool, the Customer would like to participate in the Utility HAN.
	

	9 (new)
	Customer
	Customer enumerates/lists the devices they’d like to participate in the Utility HAN. 
	

	10 (new)
	Customer Representative
	Customer Representative takes note of all enumerated devices on the display of the Utility HAN Provisioning Tool.
	

	11 (new)
	Customer Representative
	Customer Representative either decides or negotiates, with the Customer, the appropriate program(s) the Customer and the Utility HAN devices will participate in, making note of said program(s) in the Utility HAN Provisioning Tool.
	

	12 (new) 
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool sends appropriate program provisioning and initiation messages to all applicable Utility HAN devices.
	

	13 (new)
	Utility HAN
	Utility HAN devices acknowledge activation and readiness state(s) to Utility HAN Provisioning Tool.
	

	14 (new)
	Utility HAN Provisioning Tool
	Utility HAN Provisioning Tool communicates all necessary provisioning information to CCS (or other system?) for storage and future interactions including Utility HAN device IDs, names, locations (if applicable), etc…
	

	15 (new)
	Customer Representative
	Customer Representative confirms with the Customer that Customer HAN devices have now been initialized into the Utility HAN and the applicable program(s) are now activated.
	


Section 4.1 - Functional Requirements

	Functional Requirements
	Associated Scenario #

(if applicable)
	Associated Step #

(if applicable)

	Note: am suggesting a search & replace of these FRs with “meter” to “meter and, optionally, Utility HAN equipment” to allow for possibility of remote/local upgrade of Utility HAN equipment.  Have shown a few examples, below in I3FR7 and I3FR8.

	See (and copy) new Functional Requirements specified in Use Case I1
	
	

	I3FR3.1 (new): “Remote upgrades shall have the option to either reset or preserve the current data/configuration information from the Utility HAN equipment”  [Note: do we want to place the burden on utility systems to store current, operational data about the existing Utility HAN equipment that might be getting replaced and/or upgraded?”
	1
	5

	I3FR6.1 (new): “It shall be possible to upgrade the Utility HAN software/firmware remotely and at the site”.  [Note: do we want to place the burden on the consumer device manufacturer, who is cost-conscious, to build in remote firmware upgradeability?  Or do we just inform the Customer they need to replace their device because it no longer conforms with the utility’s program(s)?]
	1
	4

	I3FR7 (modified): “…meter and, optionally, Utility HAN equipment need to be upgraded.”
	1
	4

	I3FR8 (modified) ““…meter and, optionally, Utility HAN equipment shall continue…”
	1
	7, 7.5

	
	
	


Section 4.2 - Non-Functional Requirements

	Non-Functional Requirements
	Associated Scenario #

(if applicable)
	Associated Step #

(if applicable)

	I3NFR4 (new): “Remote upgrades of Utility HAN equipment will take place in no more than {5} minutes from beginning to end.”
	1
	4

	I3NFR5 (new): “Remote upgrades of Utility HAN equipment must support hundreds to thousands of simultaneous remote upgrades, upgrading at the rate of {10,000} devices per hour.”
	1
	4

	Note: See Use Case I1: “Utility installs, provisions and configures the AMI [and Utility HAN] system” for other new Non-Functional Requirements and either refer to them here or copy.


Section 5 - Information Exchange

	Scen.

#
	Step #, Step Name
	Info Producer
	Info Receiver
	Name of Info Exchanged

	#
	#
	
	
	

	
	
	
	
	


