[image: image1.png]-
SBGE

A Sempra Energy




Functional and Technical Requirements 
1. HAN Technology


May 22, 2007

Functional and Technical Requirements 
1. HAN Technology

0.1.1 Utility Home Area Networking (HAN). The system must provide two-way HAN communications from the meter into the home/premise. The Utility HAN must support communications from the meter into the home/premise independently of the communications from the meter to the Company (e.g. meter may provide hourly interval data daily from the meter to the Company, however, must be able to simultaneously support functionality as defined in section 7.1.4.3). The Utility HAN must also support pass-through communications from the Company into the home/premise. Utility HAN communications must be based on a non-proprietary, open, industry standard protocol and hardware interface.

0.1.1.1 Certification Compliance. All network communications equipment must comply with FCC Regulations and documentation demonstrating said compliance should be included in Bidder’s Response. Please refer to Appendix GG - Documentation for summary of documentation requirements.

0.1.1.1.1 Industrial Compliance. Bidder shall provide all documentation to the company regarding product compliance standards.  The Company may, if desired, request additional compliance from the Bidder.

0.1.1.1.2 Interoperability. Bidder shall provide all existing certification documentation to the Company regarding HAN interoperability.

0.1.1.2 Operating Environment.  The Utility HAN must be able to operate reliably in the environments typical of Southern California construction.  This will include residential single-family homes, residential multi-family homes, residential high-rise condominiums/apartments/hotels, and small, medium and large commercial and industrial buildings.

0.1.1.2.1 Bidder shall specifically describe how the Utility HAN will successfully communicate in the following environments:

Residential multi-family premises where electric meters are located in a meter closet and not in close proximity to the premise.

Residential high-rise condominiums where electric meters are located on the ground floor or basement and premises are up to 20 stories above.

Small, medium and large commercial and industrial buildings where electric meters are located outside of building inside metal meter cabinets.

Large, multi-building campuses where a central electric meter is located inside a metal cabinet outside a single building.

Residential, single-family homes with multiple building materials and the meter is located on a metal panel box on an exterior facing wall.  Building materials may include, but not be limited to metal or wood framing, plaster on metal lathe, stucco on wire mesh, aluminum foil backed insulation, etc. (see existing, new and proposed California Building Codes for types of building construction).

If the consumer premise supplies its own HAN, describe how the Utility HAN will securely join the Consumer HAN communication technology.  

For a building with an energy management system (EMS) (Johnson Controls, Siemens, BACNet, Honeywell, etc.) describe how the AMI communication network will interface with and connect to the EMS.

Company prefers a single type communication Utility HAN between the AMI communication network and the customer premise. If more than one Utility HAN technology is recommended by the bidder in 7.1.4.2.1, provide details on AMI communication network to Utility HAN hardware interoperability for multiple communication device standards:

Describe how closely proposed solution complies with CEC Demand Response reference design for the Utility HAN.

Describe how the AMI communication network to Utility HAN communication technology is standardized between AMI system and Utility HAN types.

0.1.1.3 In Premise Communications.  The Utility HAN must provide real time usage information (instantaneous demand and total consumption) within two (2) seconds of a change in instantaneous demand or consumption.  The resolution of the change information that is transmitted should be configurable but typically transmitted as 1/10th of a kilowatt demand or 1/10th of a kilowatt-hour total consumption.  This capability should be able to be activated and deactivated based on a customer’s ability to make use of this information.

0.1.1.4 Programmable Communicating Thermostat (PCT).  The system must support in-premise load control via thermostat control by premise or batch, within one hundred twenty (120) seconds of initiation by system. Visual indication of temperature set-backs and/or load control with option for customer rejection. Multiple thermostats per premise should be supported and uniquely addressable.  Bidder should describe their supported functionality and products (including any third party compatible products) and the scalability of their proposed solution to support thermostat control devices, and provide the performance criteria by which these devices would operate (percent of total devices acknowledged activated within time latency for acknowledged activation).  At a minimum, 57,000 PCTs will be required for the initial AMI deployment for small and medium commercial and industrial customers.

0.1.1.5 Programmable Communicating Thermostat (PCT) Capabilities. Refer to Appendix II – CEC PCT for the CEC “Reference Design for Programmable Communicating Thermostats Compliant with Title 24-2008” requirements.  In addition:

0.1.1.5.1 The Company does not require the one-way default communications as described in the Reference Design Section 1.1 (of CEC “Reference Design for Programmable Communicating Thermostats Compliant with Title 24-2008”) – “PCTs shall provide a non-removable communications capability that is compatible with the default statewide Demand Response (DR) communications system (to be determined).  The default communications system will be one-way, whereby utilities issue messages to PCTs. Utilities shall use the default communications system to notify customer PCTs about price events and emergency events.”

0.1.1.5.2 The PCT shall be capable of receiving and responding to price and emergency signals from the Company.

0.1.1.5.3 The communication module shall be activated by the Company at the time of customer enrollment in an appropriate utility program.

0.1.1.5.4 The PCT shall have two-way communications capability utilizing the same open, industry standard Utility HAN communications described in Section 7.1.4. The two-way communications hardware may be either built in to the PCT or supplied as a separate and removable module. All thermostat functionality shall be disabled when such a removable communications module is removed from an already activated PCT.

0.1.1.5.5 A PCT that is equipped with built-in communication hardware shall be distributed with the default communication device and thermostat functionality disabled until enabled by installer or end customer at time of installation.

0.1.1.5.6 The PCT shall have two separate default offsets, one for emergency events, and one for price events.

0.1.1.5.7 The vendor must describe their method for PCT activation.

0.1.1.5.8 The PCT must be able to send back a heartbeat at least daily to the Company or respond to a query from the Company to indicate it is still functioning properly.

0.1.1.5.9 Emergency Events. Upon receiving an emergency signal, the PCT shall be able to adjust the set point by the number of degrees specified in the PCT default emergency offset of four (4) degrees (up in cooling mode and down in heating mode) for the duration of time specified in the signal. The PCT shall also be capable of responding to alternative commands contained in the emergency signal, including changing the offset by any number of degrees or to a specific temperature set point. The PCT shall not allow the customer to change thermostat settings during emergency events except for customers who file for medical exemption with the controlling utility.  The PCT shall send a message back to the Company confirming that the signal was received and the desired action performed.

0.1.1.5.10 Price Events. Price signals will contain information on event timing and duration. Upon receiving a price signal, the PCT shall be able to adjust the thermostat set point by four (4) degrees Fahrenheit (up in cooling mode and down in heating mode) for the duration of time specified in the signal. The PCT shall allow the customer to change the default price offset and thermostat settings at any time, including during price events (override).  The PCT shall send a message back to the Company confirming that the signal was received and the desired action performed.  If the customer overrides the price event, the PCT shall send a message back to the Company indicating so.

0.1.1.6 Host Application. The bidder shall provide a Host application to enable Utility originated PCT functionality.

0.1.1.6.1 Scalability/Expandability. Bidder shall provide/describe the scalability/expandability of the Host to meet the future PCT and other additional applications, such as smart appliances.

0.1.1.7 Security. Bidder must demonstrate that the proposed Utility HAN supports the security provisions of Section 7.2.12 and must meet all IT requirements as detailed in Appendix U – IT Questionnaire.

0.1.1.7.1 Bidder must describe how to protect the AMI communication network from HAN (Utility and/or Consumer) security threats.

0.1.1.7.2 Bidder must describe how to provide future software/firmware upgrades to the Utility HAN.

0.1.1.7.3 Bidder must describe how to provision, monitor and maintain security components of the Utility HAN that interface with AMI.

Describe for Utility HAN.

Describe for Consumer HAN.

0.1.1.8 PCT and Utility HAN Security: Describe Bidder’s experience with deploying a secure Utility HAN with PCT devices connected to an AMI network.

0.1.1.8.1 Describe how to maintain confidentiality, integrity, availability and authenticity between all of these components that will be integrated together (i.e. Utility HAN, PCT Devices, Meter Devices, AMI network, and Head-end). Please address each of the following security controls and how the integration of the Utility HAN and PCT devices will impact the proposed security architecture of the AMI network:

Describe how end-to-end authentication is initiated, maintained, and validated throughout the network. Describe any established trust relationships between devices on the network.

Describe any support of encryption of data in transit and at rest in the device. Describe encryption algorithm support and key management (i.e. location of keys, changing of keys, strength of keys, etc).

Describe where security logs are created and maintained. What attributes are captured as part of the logs?

Describe how sessions are managed to prevent replay attacks.

Describe any reliance on proprietary technology for security and how that technology is an adequate replacement of standard security controls.

0.1.1.8.2 Describe any vulnerability/security testing that has been performed for the proposed Utility HAN and PCT devices.

0.1.1.9 Gas Module (OPTIONAL).  Bidder should provide details regarding their abilities to support Utility HAN communication with gas modules that meet the requirements detailed in Sections 7.1.2 and 7.4.3.

0.1.1.10 Water Module (OPTIONAL).  Bidder should provide details regarding their abilities to support Utility HAN communication with water modules that meet the requirements detailed in Section 7.1.2.

0.1.1.11 In-Premise Load Control (OPTIONAL). The system should support in-premise control of loads such as, but not limited to, pool-pump, water heater, air conditioner, clothes washing machine and/or dryer, dish washer, etc.  Control applications should include, but not be limited to, air conditioner cycling or compressor shut down, pool pump shut down, delayed startup or pump rate reduction, heating element shutoff for dryer, dishwasher, water heater, etc.  Control methods should either be through a central in-premise control device, direct access, circuit control or a combination of all, within one hundred twenty (120) seconds of initiation by the system. Controlled loads can be configured at the utility. The system may control some, all or none of the controllable loads. Bidder should describe their currently supported functionality and products (including any third party compatible products), and the scalability of their proposed solution to support in-premise load control devices, and provide the performance criteria by which these devices would operate (percent of total devices acknowledged activated within time latency for acknowledged activation). 

0.1.1.12 In-Premise Displays (OPTIONAL). The system should support in-premise displays for customer communication. The Company anticipates the types of communications could include, but not be limited to, critical peak pricing events, energy rates, outages, energy costs and consumption, and other critical non-utility communications. Other types of communications could include user overrides of load control signals, election into Company offered demand response or energy efficiency programs. Bidder should define the time lag between consumption and display, describe their supported functionality and products (including any third party compatible products) and the scalability of their proposed solution to support in-premise display devices.  Provide the performance criteria by which these devices would operate (amount of data communicated with acknowledgement to percent of total devices within time latency for acknowledged communications).
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