Use Case C4: External Clients use the AMI to interact with devices at Customer Site

Section 1 – Overview

1.1 p1 (modified at end of paragraph): “Note: this use case specifically does not cover the scenario where third parties utilize other networking equipment (e.g. Cable, DSL, WiMax) to interact with Customer HAN equipment to independently manage the energy efficiency of the Customer’s environment – it only examines the use case where the meter is acting as the gateway to the Customer HAN (a.k.a. Utility HAN).”

1.4 (new) bullet: “In order for Utility HAN equipment to communicate with the AMI, suitable and appropriate security methods (including privacy protection) and capabilities within the AMI and Utility HAN equipment must be available.”

Section 2 - Actors

	Actor Name
	Actor Type
	Actor Description

	(Modified from “Customer Devices”) Customer HAN


	Devices
	Equipment owned by the Customer and operating on the same HAN as the Utility HAN devices and providing non-utility use case services (such as security, child monitoring, home entertainment or other services).  Prior to installation/provisioning a subset of Customer HAN Equipment could be attached to (or part of) load bearing equipment and be capable of participation in AMI programs.

	(Modified from “Home Area Network (HAN)”)

Utility HAN
	Devices
	Equipment directly connected to load devices capable of receiving curtailment, pricing, load, and event messages and carrying out the requests or otherwise responding to them.  Would also include Customer Interface devices or systems described below.

	(Modified from “Service Point Gateway”)

Premises Gateway
	Device
	Device (or logical entity) for receiving messages and events from utility systems over utility owned equipment (or equipment operated on behalf of the utility) and forwarding those messages to Utility HAN equipment over the Utility HAN or common carrier. Often may be the meter but does not have to be (e.g. in a pole-top device)

	(new) AMI and/or HAN Trust Center
	System
	Logical software entity that provides appropriate security interactions to establish proper credentials for AMI to HAN interaction(s).



	(new) Customer Interface
	Device and/or System
	Any user interface available to the customer to display information related to installation, provisioning and operation of the Utility HAN behavior, including but not limited to a PCT, In-home LCD display, Personal Computer, Fridge Magnet, and EMS etc…


Section 3 - Scenarios

Section 3.1

	Triggering Event
	Primary Actor
	Pre-condition
	Post-Condition

	
	
	
	

	
	
	
	


Section 3.1.1 and 3.2.1

	Step #
	Actor
	Description of Step
	Additional Notes

	Note: only need to replace Actor names (e.g. Premises GW vs. Service Point Gateway, Utility HAN vs. HAN) and remove the difference between HAN and “Customer Device” – all other use cases have connoted that they are one and the same (e.g. that each device actually has a HAN interface either in it or integrally integrated to it).



	
	
	
	


Section 3.4

	Step #
	Actor
	Description of Step
	Additional Notes

	Note: there are use cases where the utility owns, installs and/or operates the Utility HAN equipment and, in that use case, operates as the “third party HAN supplier.  In addition, in this use case the utility still needs to do an end-to-end validation that the Utility HAN is, indeed, operational.

	5.1 (new)
	Customer Representative/Website
	Initiates Utility HAN Test Tool.
	

	5.2 (new)
	Utility HAN Test Tool
	Communicates with AMI meter HAN interface and enumerates available network interfaces
	

	5.3 (new)
	Utility HAN Test Tool
	Scans available network interfaces for available devices on the network and captures device ID and name (if available) information.  Applicable security properties are used including, optionally, the use of the HAN Trust Center. Displays this information for Installer or Customer Representative
	

	5.4 (new)
	Customer Representative/Website
	Diagnoses issue, using Utility HAN Test Tool and takes appropriate action (e.g. instructs installer/customer to change range, install additional devices, upgrade devices, change security settings, etc…)
	

	5.5 (new)
	Customer Representative/Website
	Initiates Utility HAN Test Tool and, upon success proceeds.  Upon failure, returns to Step #2.
	


Section 4.1 - Functional Requirements

	Functional Requirements
	Associated Scenario #

(if applicable)
	Associated Step #

(if applicable)

	All FRs associated with Use Case I1: Section 3.4 can be copied here.
	
	

	Note: Also see all Functional Requirements for Use Case C1 with respect to applicable message types and application functionality required of the Utility HAN equipment.
	
	


Section 4.2 - Non-Functional Requirements

	Non-Functional Requirements
	Associated Scenario #

(if applicable)
	Associated Step #

(if applicable)

	All NFRs associated with Use Case I1: Section 3.4 can be copied here.
	
	

	Note: Also see all Non-Functional Requirements for Use Case C1 with respect to applicable message types and application functionality required of the Utility HAN equipment.
	
	


Section 5 - Information Exchange

	Scen.

#
	Step #, Step Name
	Info Producer
	Info Receiver
	Name of Info Exchanged

	#
	#
	Blah
	Blah
	Blah

	
	
	
	
	


