Use Case D1: Distribution Operations curtails customer load for grid management

Section 1 – Overview

1.2 p3.  …”The premise gateway will forward messages to customer HAN equipment (known as “Utility HAN equipment”) capable of receiving it.  

1.2 (new paragraph at the end)  “Please refer to Use Case C1: Customer reduces their usage in response to pricing or voluntary load reduction events for in-depth HAN-related requirements.”

1.3 p2 “…to deliver an authenticated and authorized signal to the customer’s HAN-connected equipment (e.g. Utility HAN).  The notification signal can then be used by customer HAN-connected user interface equipment (e.g. a light on a thermostat, the orb, etc.) and/or customer HAN-connected load control equipment capable of receiving and processing the signal.”

1.3 p3 “…sends an authenticated and authorized command via…”  “…is received by intermediate utility equipment or via a separate customer gateway (logical entity)…” [and strike “directly by customer load control equipment” because this load control equipment will always (?) be connected to an intermediary that will process/forward the command due to security processing reasons.]  

1.3 p3 “…and/or load control equipment has auditing…” strike this because it is unlikely that HAN device providers will be able to provide cheap consumer devices that have the ability to audit.  The PCT may, so language may want to be revised to indicate a PCT may have audit requirements, but the light switch may not.  Instead suggest that we keep it to “intermediate equipment”.  Further, suggest that we re-introduce the EMS and/or a more generic “Customer Interface” that may contain this audit capability and may be connected on-site, off-site, in-gateway or not in-gateway.

1.3 p3 “…can download data from the smart meter, Customer Interface [or customer gateway] and other audit information sources…”

1.3 p4 “The load control functionality is either part of, or separate load control equipment interfaces to, existing customer HAN-connected load bearing equipment such as thermostats, water heaters…”

1.4 (modified) bullet: “These customers have electric appliances… pool pumps.  Customer HAN equipment has been installed, commissioned, secured and is operational. 

1.4 (new) bullet: “the meter may, but does not have to, serve as the interface to the customer premises.”

1.4 (new) bullet: “Customers may get their HAN equipment from any authorized HAN dealer and the HAN equipment may/may not be compatible with the utility’s demand response program or communications infrastructure.  Incompatible equipment will not participate in curtailment.”

1.4 (new) bullet: “the customer may, but does not have to, negotiate another communication method (such as cable, DSL, WiMax, city-wide WiFi, etc…) for curtailment messages between their HAN equipment and the utility’s AMI.

1.4 (new) bullet: “In order for customer HAN equipment to communicate with the AMI, suitable and appropriate security methods (including privacy protection) and capabilities within the AMI and HAN equipment must be available.”

1.4 (new) bullet: “the customer will have the choice of which HAN-connected equipment participates in any offered curtailment program (subject to technical conformance with the offered demand response program from the utility and selected equipment for load characteristics).  [For example, the customer may have door open/close sensors attached to the same HAN as their lights and thermostat and may choose to only enroll the lights and thermostat in the curtailment program.]

Section 2 - Actors

	Actor Name
	Actor Type
	Actor Description

	(new) Customer HAN
	Devices
	Equipment owned by the Customer and operating on the same HAN as the Utility HAN devices and providing non-utility use case services (such as security, child monitoring, home entertainment or other services).  Prior to installation/provisioning a subset of Customer HAN Equipment could be attached to (or part of) load bearing equipment and be capable of participation in AMI programs.

	(Modified – used to be: “Customer Equipment”) Utility HAN


	Devices
	As is

	Customer Interface
	Device and/or System
	Any user interface available to the customer to display information related to load management and/or Utility HAN behavior, including but not limited to a PCT, In-home LCD display, Personal Computer, Fridge Magnet, and EMS etc…

	Customer HAN Gateway
	Device
	Customer device that coordinates the HAN commissioning and behavior.  Customer device that interfaces to, and routes network traffic between, the HAN, external, non-HAN networks (such as premises WiFi, cable, DSL, satellite, etc… networks) and the Customer HAN Interface.  May or may not be the Premises Gateway.



	AMI and/or HAN Trust Center
	System
	Logical software entity that provides appropriate security interactions to establish proper credentials for AMI to HAN interaction(s).



	Bad Actor
	Person
	A person with a malicious intent to either manipulate the Customer HAN, the Utility HAN or the AMI via network (or other) means of attack.


Section 3 - Scenarios

	Triggering Event
	Primary Actor
	Pre-condition
	Post-Condition

	
	
	Utility HAN is completely installed, commissioned, secured and operational
	

	
	
	
	


Section 3.1.1

	Step #
	Actor
	Description of Step
	Additional Notes

	Note: Am suggesting we add “and/or Customer HAN Gateway” wherever the primary actor is “Premise Gateway” – indicating that the primary network interface may or may not be owned and controlled by the utility.  And, that “Customer Equipment” is replaced by “Utility HAN and/or EMS” – for consistency with other use cases referring to the HAN (and the utility-controlled portion of the HAN) and allowing for a Customer Interface (EMS or otherwise) to be the scheduling/coordinating/controlling element in the house.  Have shown examples in the first few modified Steps (below) but have NOT changed all of them yet.

	2 (mod)


	Premise Gateway/Customer HAN Gateway
	Premise Gateway/Customer HAN Gateway receives message, from DRAACS and forwards it to EMS or Utility HAN
	

	3 (mod)
	EMS or Utility HAN
	Utility HAN/EMS gets notification of and stores appropriate information about the scheduled curtailment.  
	

	4 (mod)
	Premise Gateway/Customer HAN Gateway
	“…to Utility HAN and/or EMS”
	

	5 (mod)
	Utility HAN/EMS
	Utility HAN/EMS is informed of the compliance status via compliance message from AMI and/or meter.
	

	6 (mod)
	Utility HAN/EMS
	Utility HAN equipment enters appropriate “off” and/or “energy minimum” state(s), per each equipment manufacturers specifications, as instructed by EMS or per received messages, thus bringing down the load within the grace period.
	

	14 (mod)
	Utility HAN/EMS
	Utility HAN and/or EMS restores load on a random restoration schedule so as to create minimal impact on the electricity grid and AMI network
	

	10 (comment)
	How do we allow for the EMS and/or battery-powered PCT to be the “customer request” point for restoring load (once potential load has been eliminated)?


Section 3.2

	Step #
	Actor
	Description of Step
	Additional Notes

	Note: See edits and commentary for Scenario 3.1.1 and reproduce here in this scenario. 



	
	
	
	


Section 3.3.1

	Step #
	Actor
	Description of Step
	Additional Notes

	1


	Customer Interface
	Customer Interface opts out of curtailment by sending a non-curtailment message to the AMI meter.
	

	
	
	
	


Section 4.1 - Functional Requirements

	Functional Requirements
	Associated Scenario #

(if applicable)
	Associated Step #

(if applicable)

	D1FR101 (new) – Utility HAN devices must have an ability to synchronize their clocks to the AMI clock and/or must have another element in the Utility HAN that sends messages at the scheduled curtailment time(s).
	1

2
	3, 13

3, 12

	D1FR102 (new) – Customer Interface must support auditable and downloadable message transaction history, associated with curtailment
	All
	All

	D1FR103 (new) – Utility HAN devices must support a random generation of load recovery once a curtailment cessation message has been received.
	1
	14

	D1FR2.1 (new) – see D1FR2.  “The Utility HAN equipment shall support two way communications with meter in order to communicate with the AMI about the curtailment request related events.”
	Same as D1FR2
	Same as D1FR2

	D1FR5.1 (new).  See D1FR5. Utility HAN devices will support the remote upgrade of curtailment and load restoration algorithms for the purpose of correcting defects and apply improvements to algorithm behavior.  {Note: is this a burden we want to place on low-cost consumer device manufacturers?  It will create an additional consumer $$.]
	Same as D1FR5
	Same as D1FR5

	D1FR6 (modified)  “…if the meter and the Utility Han receive no message for load…”
	As is
	As is

	D1FR9 (modified) “Meter and Utility HAN equipment shall be individually addressable.”
	As is
	As is

	D1FR13 (modified) “…or indirectly through communications with neighborhood aggregator, edge data center aggregator, or Customer Interface…”
	As is
	As is

	D1FR19 (modified) “Meter and Utility HAN equipment…”
	As is
	As is

	D1FR22, D1FR23, D1FR24 (modified) – “Meter and, optionally, Customer Interface and/or Customer HAN Gateway…”
	As is
	As is

	D1FR28 (modified) “either meter or Customer Interface …”
	
	

	D1FR30 (modified) – change “in-home display” to “Customer Interface”
	
	

	D1FR31 (new) – “See Use Case C1: Customer reduces their usage in response to pricing or voluntary load reduction events for in-depth HAN-related requirements.”
	All
	All


Section 4.2 - Non-Functional Requirements

	Non-Functional Requirements
	Associated Scenario #

(if applicable)
	Associated Step #

(if applicable)

	D1NFR101 (new) – All available audit information must have storage for at least the past 10 curtailment events and support retrieval of audit messages in less than 1 week (see D1NFR6)
	All
	All

	D1NFR102 (new) – All Utility HAN equipment must be able to receive and acknowledge curtailment messages within 1 minute plus grace period (e.g. 1 min. plus 1 min. for emergency curtailment).  [Note: how does this get handled for battery-powered and, hence, “sleepy” devices?  Do we assume that all Utility HAN devices are powered (because they’re connected to a load anyway?)  Or do we assume that we might have battery-powered load-control devices?  For example, I could see a battery-powered light control device – as it’s only used once in a while for an “on” and “off” signal to the lights.]
	All
	All

	D1NFR10 (modified) – Update of the meter or Customer Interface/Customer Display with the compliance status shall be at interval of less than 5 seconds for mains-powered Customer Interface/Customer Display or 1 minute for battery-powered Customer Interface/Customer Display.
	As is
	As is

	D1NFR13 (modified) – “The meter and all Utility HAN devices shall…”
	As is 
	As is

	D1NFR15.1 (new) – See D1NFR15.  The Utility HAN equipment shall support upgrade of algorithms for curtailment or load restoration at least {3} times over their lifetime.
	Same as NFR15
	Same as NFR15


Section 5 - Information Exchange

	Scen.

#
	Step #, Step Name
	Info Producer
	Info Receiver
	Name of Info Exchanged

	#
	#
	Blah
	Blah
	Blah

	
	
	
	
	


